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APPENDIX A
GLOSSARY
ADP Automated Data Processing
ADPE Automated Data Processing Equipment
AIS Automated Information System
AMD Air and Missile Defense
AMS Army Management Structure
ANSI American National Standards Institute
ARM Accounting Resource Management
ARMS Automation Resources Management System
ARSPACE Army Space Command
ASAT - Anti-Satellite
ASCE - American Society Of Civil Engineers
ASME American Society Of Mechanical Engineers
AWS Alternate Work Schedule
BMDO Ballistic Missile Defense Organization Program Execution Office
C/SSR Cost/Schedule Status Reports
CAD Computer Aided Design
CALS Computer Aided Logistics System
CAP Contract Action Plan
CAPR Capability Requirement
CASE Computer Aided Systems Engineering
CAW Certification Authority Workstation
CCB Configuration Control Board
CG Commanding General
CIMS Command Information Management System

CIMS-L CIMS-Library Archival Systems
CONUS Continental United States

coor Continuity Of Operation Plan
COTS Commercial-Ofi-The-Sheli
CRP Contracts Requirements Package

CSSD-IM-P Organizational Code for Information Management, Plans
and Operations Support Division

CPM Critical Path Method

CPR Cost Performance Report

CPS Cost Project Schedule

CSR Command Status Report

DA Department of the Army

DBMS Database Management System
DCG Deputy Commanding General
DCPS Defense Civilian Pay System
DCS Deputy Chief of Staff

DCSILE Deputy Chief of Staff, Installations, Logistics & Environment
DCSIM Deputy Chief of Staff, Information Management

DCSP Deputy Chief of Staff, Personnel

DCSRM Deputy Chief of Staff, Resource Management

DDAAM Data Definition and Administration Module

DEC Digital Equipment Corporation
DECNet Digital Equipment Corporation Network
DEFAS Defense Finance and Accounting Service
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DIl COE
DMS
DoD
DODDIS
DsSU/CSU
EC/EDI
EEO

EIS
ENTRAC
FDDI
FIRMR
FMER
FTP
GFE
GOSIP
GOTS

ODCSIM
ODCSP
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Defense Information Infrastructure Common Operating Environment
Defense Message System

Department of Defense

Department of Defense Directives & Industry Standards
Data Service Unit/Channel Service Unit

Electronic Commerce/Electronic Data Interchange
Equal Employment Opportunity

Executive Information Systems

Environmental Compliance Tracking

Fiber optic Data Distribution Iinterface

Federal Information Resources Management Regulation
Funds and Man-hours Expenditure Report

File Transfer Protocol

Government Furnished Equipment

Government Open Systems Interoperability Protocols
Government Off The Shelf

Graphical Users Interface

Help Desk Enterprise Management System
Headquarters

Human Resources

Human Resource Management Office

HyperText Markup Language

In Accordance With

Institute Of Electrical And Electronic Engineers
Information Mission Area

Information Management Office

Interface Protocol

Information Service Center

Integrated Services Digital Network

Information System Security Manager

Information System Security Officer

Jukebox Interface Management System

Joint Program Office

Joint Worldwide Intelligence Communications System
Kwajalein Missile Range

Local Area Network

Labor Input Code

MICOM's Automated Timecard Entry System

Missile Defense Battle Integration Center

Missile Defense and Space Technology Center

U.S. Army Missile Command reorganized as the
U.S. Army Aviation and Missile Command (AMCOM)
Material Maintenance System

MDSTC Quarterly Report

Network Control Station

National Missile Defense

Network Security Officer

Operations and Maintenance

Optical Character Recognition

Open Database Connectivity

Office Deputy Chief of Staff, Intelligence

Office Deputy Chief of Staff, Information Management
Office Deputy Chief of Staff, Personnel
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ODCSRM  Office Deputy Chief of Staff, Resource Management
OPCR Operating Program Change Requests
0s Operating System
PAT-1 Process Action Team
PB Property Book
PCS Password Control Center
PEO Program Executive Officer
PMA Program Management Agreement
PMD Property Management Division
PO Project Office
POE Primary Organizational Elements
PR Problem Report :
PRA Probabilistic Risk Analysis
PRON Procurement Request Order Number
PSR "~ Programming Services Request
RFP Request for Proposal
R&D Research & Development
RDBMS Relational Database Management System
SCI Sensitive Compartmented Information
SCIF Sensitive Compartmented Information Facility
SCR Software Change Request
SDI Strategic Defense Initiative
SETAC Systems Engineering and Technical Assistance Contractor
SIPRNET  Secret Internet Protocol Router Network
SMDC Space and Missile Defense Command
SMTP Simple Mail Transport Protocol
SOwW Scope of Work
SOMARDS Standard Operations and Maintenance, Army Research,

Development System
88O Special Security Office
SSP System Security Plan
STARCIPS Standard Army Civilian Payroll System
STARS Suspense Tracking And Retrieval System
TBD To Be Determined
TD Technical Directive
TDA Table of Distribution and Allowances
TEA Total Enrollment Automation
THAAD Theater High Altitude Area Defense
TIM Technical Interchange Meseting
™ Technical Monitor
TMIS Technical Management Information System
TOD Tour of Duty
UPS Uninterruptible Power System
Uus1 Unclassified Sensitive 1
usS2 Unclassified Sensitive 2
USAKA U.S. Army Kwajalein Atoll
USASSDC U.S. Army Space and Strategic Defense Command
VTC Video Teleconferencing Center
WM WebMaster
WORM Write Once Read Many
WSMR White Sands Missile Range
WWW World Wide Web
XNS Xerox Network Systems
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AR 25-1

| AR 25-3

AR 25-11

AR 70-1

AR 380-5

AR 380-19
USASSDC Reg 380-19
AR 385-10

AR 385-40

ARMY PAMPHLETS
DA PAM 25-1-1

DA PAM 254

DA PAM 25-6
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APPENDIX B

APPLICABLE REGULATIONS

The Army Information Resources
Management Program

Army Life Cycle Management of
Information Systems

Record Communication and the Privacy
Communication System

Research, Development, and Acquisition, Army
Acquisition Policy (http://www.sarda.army.mil)

Department of the Army Information
Security Program Regulation
information System Security
Information System Security

Army Safety Program

Accident Reporting and Records

Installation Information Services

Information Systems Technical
Documentation

Configuration Management for Automated
Information Systems

B-1
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~ DoDD 5200.28
DoDD 5220.22-M

DoDD 77401
DoDD 7950.1

DoDD 7950.1-M
DoDD 8000.1

STANDARDS
MIL-STD-498

OTHER REFERENCES

DoD
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Security Requirements for Automated Information
Systems (AISS)

National Industrial Security Program Operating
Manual

DoD Information Resources Management Program

Automated Data Processing Resources
Management

Defense Automation Resources Management
Manual

Defense Information Management (IM) Program

Software Development And Documentation

Joint Technical Architecture V 1.0, 22 Aug 97
(Web site www-jta.itsi.disa.milf)

Industrial Operations Security (OPSEC) Guide,
Sep 1991, CSSD-IN-C
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Appendix C

SCHEDULED MAINTENANCE

SCHEDULED MAINTENANCE AS OF - March 1997
HARDWARE MAINTENANCE
VENDOR DESCRIPTION
1 {Digitai Equipment Corporation Various hardware
2 Alabama Southeastern (ASM) Air conditioning unit
3 {Cayman Systems GatorCare - routers, hub & remote access server products
4 [Clary Corporation Uninteruptable power system ‘
5 {Hewlett Packard HP system
6 [ XES VAX, color printers
7 [QMS Color printer located in DC
TOTAL (SCHEDULED) HARDWARE MAINTENANCE:
SOFTWARE LICENSES
VENDOR SOFTWARE DESCRIPTION
1 |ATTACHMATE Pathway Access |TCPIP Protocol (Internet) pkg. for VAX
2 |CAMPBELL OnTime Calendaring System for scheduling
3 |DIGITAL EQUIPMENT CORP. (DEC)|Various VMS Cperating System & components
4 |EEC SYSTEMS SuperDisk "Internal" memory
5 |[EXECUTIVE SOFTWARE DiskKeeper Disk De-fragmentation tocl
6 IFEDERAL DATA SYSTEMS/FTP OnNet TCPIP Protocol pkg. for PCs/CIMS Client Access
7 1Q SOFTWARE CORP. Intelligence Intelligence Query Scftware
8 :ORACLE Various Database Management:Browser, Windows, Form 48, SQL
9 SOFTEK INTERNATIONAL Grafsman Graphics Support for CIMS
10:SPIRE TECHNGLOGIES Word Perfect Word Perfect on the VAX
11:8UN MICROSYSTEMS various Sun Operating System and components
12 TECHNET MS Technet MicroScft Technical Software Bulletins
13- WELCOM SOFTWARE TECH. “|Open Plan Prof.  |Project Management Software
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APPENDIX D
NON-ADPE - HUNTSVILLE

VENDOR MODEL DESCRIPTION QTY
CLARY UPS 3-30K-1A-UL Uninterruptible Power System 1
CLARY Phase Loss Detector 1
LIEBERT  FH199A-CO1 Air Conditioner System Delux-3 1

NON-ADPE - WASHINGTON
VENDOR MODEL DESCRIPTION QTyY
Digital HA/1000 Uninterruptible Power System 1
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APPENDIX E
DMS CERTIFICATION AUTHORITY WORKSTATION

INTRODUCTION

This appendix is provided as a guide in performing Scope of Work SW-IM-01-98,
and defines the Certification Authority Workstation (CAW) that is required to support the
USASMDC implementation of the Defense Message System (DMS). In addition, the
CAW is an integral part of the CIMS Password Control Center that is scheduled for
development and installed as required by Scope of Work Paragraph 7.7 - Password
Control Center. The following definition appeared in the DMS-Army Newsletter, Volume
8, December 1996. For more information, you may visit the Army DMS Web Site at
http://www.monmouth.army.mil/DMS.

WHAT IS A DMS CERTIFICATION AUTHORITY WORKSTATION

The DMS Certification Authority Workstation is a National Security Agency (NSA) -
developed Multilevel Information Systems Security Initiative (MISSI) product consisting
- of commercial off-the-self (COTS) hardware components and NSA - developed
software. It is used by the DMS to provide security-management functions. The CAW's
components include a PC, a dual-slot card reader, a laser printer, a label maker, and
the CAW software. It typically resides within a central facility local to the DMS system
and is operated by a Certificate Authority (CA). The CA for the USASMDC's DMS is the
DCSIM. The CAW manages certificates, keys, and security credentials for FORTEZZA
crypto cards for up to 2000 DMS card users. Each card must be loaded with certificates
that reflect the user’s individual or organizational identities and privileges. Before the
CAW can be activated, a special NSA FORTEZZA card issued to the CA must be
inserted into the bottom slot of the CAW’s card reader and its personal identification
number (PIN) entered. The top slot of the CAW's card reader is used to program the
- user's new card.

For a user to obtain a FORTEZZA card, a request form must be submitted via an
approved method (mail carrier, for example) to the CA for processing by the CAW.
Using the CAW, the CA performs additional validation checks and then, off-line,
programs the FORTEZZA card with certificates for the user. On-line, the CA enters the
user’s information into the DMS X.500 directory. A label is printed on the CAW'’s |abel
maker which the CA affixes to the user's card to indicate its authorized security-use
level. The CA then sends the CAW-programmed card to the requesting user and
separately sends a printed copy of the user-unique PIN from the CAW's laser printer.

As part of its security-management function, the CAW also provides the users with
card updates, replacements or changes, as necessary.

USASMDC E-1
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FUNCTIONAL DESCRIPTION
| FOR
SMALL PURCHASE TRACKING SYSTEM
REQUIREMENTS ANALYSIS

SECTION1. _ GENERAL

11 Purpose of the Functional Description

This functional description for the U.S. Army Space and Strategic Defense Command
(USASSDC) Small Purchase Tracking System module requirements analysis task has
been written to provide: (a2) a system requirements to serve as a basis for mutual
understanding between the user (USASSDC) and the developer; {b) information on
performance requirements, preliminary design considerations, and user impacts including
fixed and continuing costs; and (c) a basis for development of system tests.

-Note: This software module was in the functional description phase of
development during the preparation of SOW SW-IM-01-98, and is provided as a
starting point for final design and development of the Small Purchase Tracking
System capability. Software design and development will be performed IAW the
Software Engineering requirements in SOW SW-IM-01-98.

1.2 Terms and Abbreviations

The acronyms and abbreviations used throughout this document are defined, as follows:

A. Terms

Look-Up table A data storage file for commeonly-used information

Pop-Up List Temporary window of data options available to the user
at the time of data entry or modification

Standard Report Report available for selection at any time

Table Data storage file

User-friendly Describes an environment which requires minimal user

action or knowledge

B. Abbreviations

ADP Automated Data Processing

AlS Automated Information System

DCSIM Assistant Chief of Staff for Information Management
CARN Contract Action Register Number

CIMS Command Information Management System

USASMDC F-1
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COCP
CMP
cPU’
DA
DBA
DBMS
BoD
FD
FOUO
FY
LOE
LOV
HOL
PC
POC
PR-8
RDBMS
SCR
SQL
USASSDC
VAX
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Continuity of QOperations Plan
Configuration Management Plan

Central Processing Unit

Department of Army

Database Administrator

Database Management System
Department of Defense

Functional Description

For Official Use Only

Fiscal Year

Level of Effort

List of Values

High Order Language

Personal Computer

Point of Contact

Problem Report-Software

Relational Database Management System
Software Change Request

Structured Query Language

United States Army Space and Strategic Defense Command

Virtual Address Extensions
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SECTION 2. SYSTEM SUMMARY

2.1 Background

The Small Purchase Office of USASSDC tracks and processes small purchase requests
for the entre Command. This includes verifying approvals from the appropriate
authorities, and verifying certified funding.

The Command Information Management System (CIMS) provides primary support for the
information management needs of USASSDC. Local and remote offices are connected
via personal computers (PCs) on an unclassified network to host computers which
provide centralized computing resources and data storage capabilities for the entire
organization. ‘

As USASSDC activity increases while USASSDC staffing levels decrease, the need for
data automation and compatibility within an automated information management system
environment becomes significantly greater. The design of the Small Purchase Tracking
Systern module (and its implementation on a commeon software environment platform--
i.e., Oracle RDBMS on the CIMS VAX cluster) provides a means of meeting such needs.

2.2 Objectives

The primary objective of the Small Purchase Tracking System module is the creation of
an automated system for processing and tracking small purchases from inception by the
requester through delivery and payment. The Small Purchase Tracking System module
will be compatible with—and integrated into—the existing CIMS. The system will provide
the functionality to meet the small purchase processing and tracking needs of USASSDC.

2.3 Existing Methods and Procedures

The requester completes a Request For Supplies/Equipment form, USASSDC Form 580-
R, for each item desired. The requester must then obtain approval from the hand receipt
holder (or alternate) to whom the item will ultimately belong. The requester must then
establish funding for any item(s) to be purchased. This funding can be in the form of a
pre-certified “bulk” SSDC 81 funding document, or from a specific USASSDC-generated
funding document (SSDC 81) pertaining only to this purchase. (Funding originating from
outside the Command is first placed into an internal account, where it is then allocated
using a SSDC 81. This permits accurate and consistent record-keeping.)

If the item is ADP-related, the requester must then complete, and abtain approval for, a
Capability Requirements form USASSDC 551-R-E, by the Information Management office
of DCSIM. After these steps have been completed, the Logistics office assigns a
document control number for each specific type of item purchased from a specific vendor
listed on the small purchase request. The “package” of above materials progresses to the
Small Purchase office, where specific tracking numbers (CARNS) are assigned by the
Contracts office to each vendor/item combination to be purchased. These CARNs are
used to establish Contract Action Plans (CAPs) with associated milestones, and contract
or delivery order numbers used in conjunction with 1057 reporting requirement
. information to report contract and delivery order activity to the Ballistic Missile Defense
Organization (BMDO) in Washington, DC, as well as to the United States Congress, and
to the local Chamber of Commerce. :

Finally the purchase order, Standard Form 1449, is generated, signed by the purchasing

agent in charge of the purchase order, and mailed or faxed to the vendor(s) for purchase.
As items are received, the Small Purchase Office nofifies the requester and supplies

USASMDC F-3
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him/her with instructions for item “pickup”. When the complete order has been delivered,
the Small Purchase Office instructs the Defense Finance and Accounting Office (DFAS)
to pay the vendor(s).

24 Proposed Methods and Procedures

The Small Purchase Tracking System module (see figure 2.4-1) will reside on the
USASSDC CIMS application server, and will be accessed via PCs on the existing CIMS
network. Small purchase requesis will be initiated on-line, where a unique tracking
identification number will be assigned to each request when it is entered into the
database. This tracking number will allow the requester to monitor his/her request from
inception through delivery and payment. Authorized personnel will access user-friendly
screens, menus, and reports via the module. Small purchase tracking information will be
entered in one place at one time and be reflected instantly in associated screens. Key
data elements for processing small purchase requests will include:

Request |D,

Date of Request,

ltem Description,

Manufacturer,

Model Number,

Part Number,

Quantity Requested,

Unit of Issue,

Unit Cost,

Total Cost,

Suggested Source,

Address of Suggested Source,
POC/POC Phone at Suggested Source,
GSA Contract Number,

Hand Receipt Number,

Physical Office of Hand Receipt Holder,
Room Number,

Phone Number,

Request Peint of Contact.

® & & & ¢ & & 0 2 % 8 0 P e e e 00

Only the hand receipt holder/alternate holder to whom the item(s) will ultimately belong
will be able to authorize its purchase. Only approved funding officials will be able to
establish funding for a small purchase request. Only individuals authorized by DCSIM will
be able to approve CAPR requests within an office (POE chiefs and designees). Only
authorized DCSIM officials will be able to approve an associated on-line CAPR. Only
authorized logistics officials will be able to assign document control numbers to a
request. Only authorized purchasing agents in the Contracts Office will be authorized to
indicate that any given item listed on the automated small purchase request has in fact
been purchased.

- Only authorized personnel will be able to view and update small purchase requests.
Requesters will be able to view only those requests generated by their office.

2.41 Summary of I'mprovements
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The primary improvements resulting from the Small Purchase Tracking
System module will be the automation of the manual processes and
elimination of duplicated data entry. These improvements will provide
better performance and reliability of small purchase tracking procedures.

User error will be minimized, as all inputs and modifications will be
validated where possible. These validation checks, along with the
automation of reports and data entry, will improve the overall response
time of user functions.

Restricted user access procedures will provide flexibility of data access
and efficiency of data integrity. User restriction of small purchase
tracking data will be directed by a module point of contact (POC)
appointed by the Small Purchase branch of the Contracts Office, thus
providing control of functional and data access.

implementing the Small Purchase Tracking System module on the CIMS
application server will provide direct benefits fo users with expertise in
. other areas of the CIMS. The Small Purchase Tracking System module
will be functionally compatible with other modules on the CIMS, in
addiion to having a graphical user interface with “point and click”
capability, thereby, easing learning times for other CIMS modules.

Finally, the generation and printing of hard copy versions of forms 580-R-
E, 81, 551 and 1449, can be accomplished with the click of the mouse, as
is appropriate in the case of a small purchase request.

2.4.2 Summary of Impacts
2.4.2.1 User Organizational Impacts

There are no expected impacts on the number of personnel required to
operate the automated Small Purchase Tracking Systern module.
Individual control desk managers may decide to designate one or two
individuals as “gatekeepers”, individuals who monitor the in-flow of
requests into their areas, and distribute the werkload to internal points of
contact. The assignment of a position as gatekeeper will be processed
via the existing Totai Enroliment module on the CIMS.

2.4.2.2 User Operational Impacts

An important area of operational impact stems from the controlled nature
of the Oracle database. Access to the Oracle database is controlled by
user passwords and module-specific access tables. If a user fails to login
correctly, access to the Oracle database is denied. Correct login
procedure is as follows:

» Click the CIMS Module Menu icon.

Enter user name.

Press the Tab key one time.

Enter password.

Depending on the speed of the user's machine and the network load,
the CIMS Module Menu should appear within one minute. Follow the
instructions to choose the module specific to user needs.

Configurationn management procedures will also be an important area of
operational impact. The CIMS is under a sirict set of configuration
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guidelines. Software problems and changes are reported on Problem
Reports - Sofiware (PR-Ss) and Software Change Requests (SCRs),
respectively. These refinements are then subject to approval by the
appropriate module manager and the DCSIM module oversight point of
contact, prior to implementation by the CIMS software support staff.

2.4.2.3 User Development Impacts

A test and implementaticn plan will be developed to ensure that the new
software is fully tested prior to being placed into the production
environment. 1t is expected that some period of parallel processing will
be required to fully ensure that all existing manual functionality has been
properly converied.

User manuals will be provided to all users of the Small Purchase
Tracking System module. User assistance/support will be provided by
the CIMS software support developer maintaining the module indirectly
through the module manager. Assistance may also be obtained by
contractor staff assigned to the Help Desk.

2.4.2.4 Change Control Impacts

Prior to system completion, it is reasonable to expect that certain
changes in system requirements may be requested. The ability to
complete the implementation phase of the Small Purchase Tracking
System module will be directly impacted by the nature and severity of
such changes. To ensure that potential changes are properly addressed
without impeding the design/implementation process, a pre-determined
methodology for handling change requests during this period is criticat.

All requested changes will be prioritized beginning immediately following
the submittal of this document. Prior to the approval of this document,
written change requests may be submitted to the DCSIM point of contact
for this module. However, if it is determined that the requested change is
a result of misinterpretation of the requirements resulting from the user
interview process, this document will be modified appropriately, requiring
only the module manager's approval. After approval signatures are
received, all change requests must follow the procedures outlined in the
following paragraphs. These procedures only apply during the phase
prior to system implementation. After implementation, changes will be
handled with an SCR.

The following are examples of possible requests that may be
encountered. This list is not meant to be all inclusive. Note that changes
required prior to implementation due to programming errors, omissions,
or performance enhancements that do not affect module functionality will
be initiated by the CIMS software support contractor without the
necessity of these procedures.

+ New or medified reports, screens, and other programs.
+ New or modified functional requirements as defined in this document.

+ Any request that affects the database design, such as the capture of -
additional data elements.
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¢+ Cosmetic changes.

The priority of each request will be determined by the module manager of
the requesting organization and the DCSIM module oversight point of
contact.

Anglysis will be required by the Contractor to determine the full impact of
the request. This impact would include new implementation schedules
and new man-hour and cost proposals. After the impact has been
defined, signatures will be required from the DCSIM module oversight
point of contact and the confractor task manager before the change is
implemented. After the request has been approved by these personnel,
the necessary changes will be incorporated into the Functional
Description.

SECTION 3. DETAILED CHARACTERISTICS

3.1 Specific Performance Requirements

The primary goal of developing the Small Purchase Tracking System module on the CIMS
is a fully compatible and infegrated system for tracking and procassing small purchase
request information. By developing in a common software/hardware environment, the
Small Purchase Tracking System module can share data with existing and future CIMS
applications wherever feasible. The intent is to develop the Small Purchase Tracking
Systen module within the newly standardized common graphical user interface of the
CIMS.

Users will access the system in an interactive mode through menus from which they may
choose particular tasks to be performed. Movement between the menus and screens will
allow novice users fo learn the module quickly, while allowing expert users to accomplish
their tasks expediently. All reports and other Central Processing Unit (CPU) intensive
processes will be accomplished on the user's PC, as the module will be developed using
client-server technoiogy. (Assume that the user's PC is the client, and the network and
disk drives attached to the VAX cluster are the server.} It is, therefore, essential that the
user have at least at 486-based 66 MHz PC, with at least 12 megabytes of random
access memory (RAM). A Pentium-based PC, with the above specifications is preferable
as the processing activity formerly done on the VAX cluster will now be performed on the
individual PC.

Throughout all phases of database and programming design, the highest priority will be
given to finding alternative means of accessing and updating the data in the most efficlent
manner possible. By using well-developed methodologies for these designs, response
times will be reduced to the minimum possible for the hardware and software products
used.

3.1.1  Accuracy and Validity

All entries into the module are edited for accuracy and validity. Each input field,
unless otherwise noted, possesses its own set of specific edit specification
criteria. Whenever possible, look-up tables will be used for on-line validation of
coded fields and commonly used data elements. In addition to the edit
specifications, numeric data will be further validated through a series of checks
and balances built into the module, where the checks and balances have been
defined.
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3.1.2 Timing

During normal operations, the network response time will effectively support
interactive mode operations, however during peak periods of network activity, the
user may notice some degradation in performance. Primarily, most activity will be
oceurring on the user’s PC, so network activity will probably not be a major factor
in the module’s performance.

3.1.3 Capacity Limits

The module will be capable of storing data records as required to maintain all
currently active information. The active data will reside on the VAX disc drives for
on-line review and update. Once the data is obsolete or completely inactive, it
will be archived onto magnetic or optical media for storage and possible future
use. The guidelines for determining which data is to be archived will be
established by the module manager,

Once the obsolete or inactive data has been archived, the module manager must
specifically request that the data be reloaded into the module, should the need
arise. This request should be directed to the CIMS Computer Operations staff
and coordinated with the CIMS software support point of contact, as well as the
DCSIM module oversight point of contact. The computer operator will be
responsible for loading the daita into the module’s database table(s), and
contacting the requesting user upon completion. The Database Administrator
(DBA) wilt coordinate this process.

3.2 Functional Area System Functions

The following are functional requirements for the Small Purchase Tracking System
medule. Each has been assigned a unique identifier that will be used for tracking it during
the development and test phases.

Specific requirements to support an on-line Capability Requirements (CAPR) form have
been placed at the end of this section. The on-line CAPR is treated as an available option
with the implementation of the Small Purchase Tracking System module. Although it
need not be implemented for the moduie to work, the effectiveness and purchase-tracking
ability of the module will be significantly diminished without this option, because several
days may pass while a small purchase request is under review by the DCSIM office.

S§P-01. The on-line small purchase request will be modeled after the LSASSDC 580
form, with necessary modifications making both requester-friendly and traceable via the
various control numbers assigned along the way to final delivery and payment.

SP-02. The system will contain mechanisms to prevent unauthorized access to on-line
small purchase requests.

SP-03. The system will allow the requester to enter any number of items and vendors on
a given small purchase request, with the understanding that each ADP-related item is
subject to review by DCSIM, and must be individually approved by the hand receipt
holder/alternate hand receipt holder designated by the item’s hand receipt number
assignment. -
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SP-04. The key data element for accessing and refating small purchase tracking data is
the request identification number, a uniquely computer-generated tracking number
generated for each small purchase request.

SP-05. The module will provide screens to display or allow update on the following fields

for small purchase tracking data:
FIELD NAME

REQUESTID

ITEM_NUMBER
REQUESTER_ID

APPROVER ID

APPROVAL DATE

CAPR REQUIRED

ITEM DESCRIPTION
NSN

MANUFACTURER
MODEL NO

PART NO

QUANTITY REQUESTED
UNIT OF ISSUE

EST UNIT COST

EST TOTAL COST

ACT UNIT COST
ACT TOTAL COST

SUGGESTED SOURCE(s)

COMMENT

Computer-generated, unique tracking number,
not subject to update or reuse
Computer-generated, item-specific sequence
number. Unique within a given request id.
Personnel ID of requester of smalt purchase
request submission

Personnel ID of Hand Receipt Holder/Alternate
Holder who approved request.

Date approving official logged into systern and
approved the request submission; computer-
assigned, not subject to update.

Y or N, if Yes automatically pop-up the on-line
CAPR; item does not appear on Resource
Management's pending list until after CAPR has
been approved.

Description of item requested, required
National Stock Number of item requested
Manufacturer of item requested

Model Number of item requested

Part Number of item requested

Numeric

Example (EA for each)

Estimated cost, numeric dollar value
Estimated tofal cost, numeric doliar value,

not subject to update

Actual unit cost, numeric dollar value

Actual total ¢ost, numeric dollar value,

not subject to update

Location(s) to purchase item

ADDRESS OF SUGGESTED SOURCE Text

PCCI/PHONE

GSA CONTRACT NO
HAND RECEIPT NO

REQUEST POC

REQUEST DATE

FUNDING BOCUMENT NUMBER
FUND ESTABLISHMENT DATE
FUND CERTIFICATION DATE
CAPR NUMBER

CAPR REQUEST DATE

CAPR APPROVAL DATE

DCN

DCN ASSIGNMENT DATE

DATE ORDERED

USASMDGC

Point of contact and phone number at suggested
source

GSA Contract Number used to purchase item
Hand receipt number of person who will
uitimately be responsible for item.

Point of contact for the request

Date of request, manually entered

USASSDC 81 funding document order number
Date uncertified funding was established

Date certified funding was estabiished

CAPR Number assigned to request

Date associated CAPR was assigned to request
Date associated CAPR was approved
Document control number assigned to request
Date associated document control number was
assigned by Logistics office

Date order was originafly placed to vendor
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QUANTITY RECEIVED Quantity received (for partial deliveries)
DATE RECEIVED Date alf or part of order was received
DATE PAID Date DFAS was instructed to pay vendor
HOLD DATE Date request put on hold

HOLD REQUESTER User ID/Name of person who initiated hold
HOLD REASON Text

CREATE DATE Date entry was entered into database
CREATE ID User ID of individual who actually entered
_ request into the module.

UPDATE ID User ID of individual who made the last

modification to the request.
UPDATE DATE : Date of last modification fo the request.

The following additional text commentary fields may be required for a small purchase:

» JUSTIFICATION FOR PRIORITY STATUS
SOLE SOURCE JUSTIFICATION OR NON-COMPETITIVE PROCUREMENT
SOLICITATION

s OTHER

SP-06. The system will provide an on-line approval mechanism for hand receipt holders
and afternate holders to approve the submission of a small purchase request, generated
by a requester in their physical office or subordinate physical office. (NOTE: until all
other requirements are met for CAPR and funding, this request will be automatically on
hold.)

SP-07. The system will provide a mechanism to the requester to mark a small purchase
request as competitive or non-competitive, :

SP-08. The system will require the requester to enter a sole-source justification, if the
item is marked as non-competitive.

SP-09. The system will provide a mechanism for the requester to enter a sole-source
justification.

SP-10. The system will provide a mechanism for the requester to enter a justification for
priority status,

SP-11. The system will prevent a requester from modifying a request once it has been
approved by the hand receipt/alternate hand receipt holder.

SP-12. The system will provide a mechanism to for the requester, approving officials and
other authorized personnel to print a given small purchase request at any time.

SP-13. The system will provide a mechanism to show the requester and approving
official the status of the request from inception through delivery and payment.

SP-14. The system will provide the capability for authorized personnel of Small Purchase
team in Contracts, the Logistics Office, and DCSIM to place a small purchase request
item on-hold, or to disapprove a request.

S§P-15. The system will require a hold reason if a request is placed on hold. The hold

reason will be a single line of text approximately sixty characters in length. No restrictions
on content.
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SP-18. The system will allow any authorized individual who can place a request item on
hold to release a hold, even if he/she was not the individual who placed the item on hoid.

SP-17. A release comment will be required when a hold is released from a small
_purchase request itemn.

SP-18. The system will not permit the deletion of holds from the database, as they are
essential for historical and tracking purposes.

SP-19. The system wil provide a mechanism to establish a link between a small
purchase request item and an on-line SSDC 81 entered by the Resource Management
office. -

SP-20. The system will provide a mechanism to autornatically mark the SSDC 81-
connected funding to a small purchase request item as certified.

SP-21. The system will provide a mechanism to transfer available “labor-saving”
information entered on the small purchase request item to the document register screen
once the Logistics employee has cannected to the small purchase request item, to avoid
duplicate entry of information.

SP-22. The system will provide a mechanism to the Logistics office to attach a
memeorandum to a given small purchase request item,

SP-23. The system will allow the Contract Office’s smalt purchasing agents to maintain a
list of funding approval individuafs who can enter “bulk” SSDC 81 numbers established in
the automated on-line 81 and certified by Accounting.

SP-24. The system will allow the funding approval official fo associate a respective bulk-
funding SSDC 81 Order Number with a given small purchase request item.

SP-25. The system will validate the SSDC 81 order number entered by the funding
approval official against the on-line automated SSDC 81 database table that is a part of
the Budget and Execution module.

SP-26. The system will compute the available funds based upon the base order number
of the latest amendment’s current amount and the expenditures recorded in the SPTS.

SP-27. The system will display the available funds on the screen.

SP-28. The system will provide a mechanism to connect actual funding commitments
entered into the existing Budget & Execution module to corresponding small purchase
request items.

SP-29. The system will provide a mechanism to connect SSDC 81 funding documents
entered into the existing Budget & Execution module to corresponding small purchase
requests items. :

SP-30. The system will provide Resource Management personnel with a report to show
the following information: FY, OPLIN, Current Amount from the SSDC 81 funding
document, Obligated Amount (actual purchase price including all shipping fees, efc. from
the connected small purchase requests), Current Amount - Obligated Amount, Accounting
Classification, and Fund Certification lines. This report will be subtotaled at the
Accounting Classification tevel to illustrate available funding, with a “Grand Total” line at
the end of the report. This report will show only the funding status lines associated with
small purchase requests marked as "Delivery Complete” and paid in full,
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SP-31. The system will allow the Logistics office to modify the small purchase request in
order to designate that the items(s) requested will be obtained from in-stock items or
through the GSA contract.

SP-32. The system will allow authorized DCSIM personnel to modify the small purchase
reqguest in order to designate that the items(s) requested will be obtained from in-stock
items or through the GSA contract.

S$P-33. The system will allow the Small Purchase office to modify the small purchase
request in order to designate that the items(s) requested will be obtained from in-stock
items or through the GSA contract.

SP-34. The system will route all small purchases to the small purchase gatekeeper in the
Contracts Office.

SP-35. The system will validate the small purchase gatekeeper using information
previously entered into the Total Enrollment module where the gatekeeper was enrolled.

8P-36. The Total Enroliment medule will be madified to accommodate the requirements
of the Small Purchase Tracking System module,

SP-37. The system will provide a mechanism to the small purchase gatekeeper to assign
each request to a purchasing agent.

SP-38. The system will allow any purchasing agent to view another purchasing agent’s
assigned request, but the purchasing agent will not be able to change a request not
assigned to him/her.

SP-39. The system will provide a mechanism to generate CARN extensions
automatically for each vendor grouping on a given request. This assignment will be
initiated by the purchasing agent. The CARN extensions are buiit from the master CARN
assigned by Resource Management via the automated SSDC 81.

SP-40. The system will provide a mechanism to allow for muttiple delivery promise dates
to be entered by the purchasing agent, with additicnal information ( a “short reason” and a
“long reason”) for the delay.

SP-41. The system will provide a mechanism for the purchasing agent to attach textual
information memoranda to any given small purchase as a matter of historical record.

$P-42, The system will allow any number of memoranda to be attached to a given small
purchase request.

SP-43. The system will extract information from the small purchase input form to produce
the purchase order, the 1449,

SP-44. The system will provide a mechanism for the small purchasing agent to mark an
item as “delivery complete”.

SP-45. The system will provide a mechanism for the small purchasing agent to notify the
requester of the location of his/her delivered items.

SP-46. The system will provide a mechanism for the small purchasing agent to enter the
actual cost of a purchased item.
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The following specifications are to be implemented only if the on-line CAPR is
approved and funded along with the above specifications.

SP-47. The system will provide an on-line mechanism to designate if an item has
completed the CAPR approval process. (Default to Yes.) If the item in question has been
accepted, the system will automatically “pop-up” an on-line CAPR request form and
transfer relevant information to it.

SP-48. The system will provide a mechanism to enter a CAPR on-line.

SP-49. The system will generate a “temporary” unique tracking number when the CAPR
is entered by a requester.

SP-50. The system will provide a mechanism to copy information from an existing small
purchase request to a CAPR.

SP-51. The system will allow only the requester and those with signature authority over
that CAPR to view or modify that CAPR (aside from authorized individuals in DCSIM,
Resource Management, Logistics, and Contracts).

SP-52. The system will not permit defetion or modification of a CAPR by the requester or
approving official after it has been approved by the approving official listed in the CAPR
signature authority table.

SP-53. The system will provide 2 mechanism for authorized DCSIM personnel to
maintain a “signature authority table” which lists all personnel whe can approve a CAPR
within the office of the requester. This “signature authority table” will contain the following
data items: User Account Name and POE chief designalor flag (Y/N) defaulted to N.

SP-54. The system will allow an individual listed in the CAPR “signatufe authority tabie”
marked as a POE chief fo approve his/her own CAPRs.

SP-55. The system will generate the CAPR tracking number as soon as the individual
listed in the CAPR “signature authority table” approves the CAPR on-line.

SP-56. The system will automatically feed periinent information into the existing CAPR
module from the on-line CAPR form, when it as been approved by the POE chief or
designee listed in the CAPR signature authority table.

SP-57. The system will provide a mechanism to show the requester the DCSIM customer
POC assigned to the CAPR by the CAPR gatekeeper.

SP-58. The systef‘n will allow the user's approving official to electronically
approve/disapprove a CAPR.

SP-59. The system will allow the CAPR gatekeeper of DCSIM to electronically designate
which customer POC is to oversee an in-coming CAPR.

SP-60. The system will provide a mechanism for the CAPR gatekeeper to reassign the
customer POC.

SP-61. The system will allow the customer POC to designate technical personnel to
provide technical review and approval/disapproval for a given CAPR.

SP-62. The system will provide a mechanism for the CAPR customer POC to reassign
technical reviews/approvals, if so needed.
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SP-63. The system will provide a mechanism to enter technical review memoranda on-
Hine, which can be accessed only by the originator of the memorandum or CAFPR
customer POC.

SP-64. The system will allow only designated DCSIM personnel to enter, update, or
delete technical review memoranda until the CAPR has been approved or disapproved by
the CAFR final approval authority,

SP-65. The CAPR gatekeeper will be given authority via the Total Enroliment module.
The system will verify CAPR gatekeeper authority via the Total Enrollment module
database.

SP-66. The system will allow the CAPR custemer POC to modify the CAPR in order to
change suggested items/vendors before it is sent on to Logistics.

SP-67. The system will provide a mechanism for CAPR electronic approval for each
technical evaluator and the final authority in DCSIM.

SP-68. The system will allow IL&E personnel with document control number assignment
capability to view and print the on-line CAPR,

3.3 Inputs and Outputs
3.3.1 Input/Display Screens
The following lists all screens that will be provided for small purchase tracking. The

design of the screens will be finalized through in-process review meetings in the follow-on
development task.

Small Purchase Request Submission Screen Screen used to input, update
small purchase request
submissions

Small Purchase Funding Authority Screen Screen used by purchasing

agents to authorize individuals
who can attach certified 81
numbers to SP requests.

Small Purchase Assignment Screen Screen used by SP gatekeeper
: to assign a SP request to
specific purchasing agent.

Small Purchase CARN Extension Screen - Screen used by purchasing
agents to generate CARN
extensions from the “master”
CARN on the SDC 81.

CAPR Submission Screen Screen used to input, update
CAPR submissions.
CAPR Assignment Screen Screen used by CAPR

gatekeeper to assign a CAPR
submission to specific CAPR
customer point of contact.
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3.3.2 Output Reports
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Screen used by CAPR customer
POC to assign and track
technical reviews.

Screen used by authorized
Logistics personnel to access
SP requests, associated
CAPRs, and assign document
numbers,

The term “standard reports” refers to those reports that appear on a module

menu and- are available for selection at any time.

Standard reports will be

provided to users through menus and screens. Qutput from these reports may be
directed by the user at the time of selection to the dedicated printers connected to
their PCs, or available on the network. Generated reports will also be available
for on-screen review, except for “form-type” reports such as the 580, which will
only be available in hard-copy form.

34 Database Characteristics

The following paragraphs outline an initial description of the database tables required to
support the module requirements identified. Relationships between table records will be
created via key fields to provide logical linkage.

The following database schema is a preliminary view to be further refined and
restructured for flexibility and future requirements.

SP_REQUEST_MASTER
Name

REQUEST_ID
HR_NO
REQUESTER POC_ID
REQUEST DATE
CREATE_DATE
CREATE_ID
UPDATE_ID

_ UPDATE DATE

SP_REQUEST_DETAIL

Name

REQUEST_ID
ITEM_NUMBER
APPROVER_ID
APPROVAL DATE

USASMDC

Type

NUMBER(8)
NUMBER(3)
NUMBER(6)
DATE

DATE
VARCHAR2(16)
VARCHAR2(16)
DATE

Type

NUMBER(8)
NUMBER(3)
NUMBER(6)
DATE
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CAPR_REQUIRED VARCHAR2(1)
ITEM_DESCRIPTION VARCHAR2(70)
NSN VARCHAR2(16)
MANUFACTURER VARCHAR2(50)
MODEL_NO VARCHAR2(30)
PART_NO VARCHAR2(30)
QUANTITY_REQUESTED NUMBER(4)
UNIT_OF_ISSUE VARCHAR2(8)
EST_UNIT_COST NUMBER(9,2)
EST_TOTAL_COST NUMBER(12,2)
ACT_UNIT_COST NUMBER(9,2)
ACT_TOTAL_COST NUMBER({12,2)
GSA_CONTRACT_NO VARCHAR2(20)
DATE ORDERED DATE
QUANTITY RECEIVED NUMBER(4)
DATE RECEIVED DATE

DATE PAID DATE
CREATE_ID VARCHAR2(16)
CREATE_DATE DATE
UPDATE_ID VARCHAR2(16)

UPDATE_DATE

SP_DELIVERY_PROMISE_DATES

UPDATE_DATE

SP_FUNDING_SOURCES

Name

REQUEST_ID

USASMDC

BATE

Name Type
REQUEST_ID NUMBER(8)
ITEM_NUMBER NUMBER(3)
DATE_PROMISED DATE
DATE_DELIVERED DATE
REASON_FOR_DELAY VARCHARZ2(60)
CREATE_ID VARCHARZ2(16)
CREATE_DATE DATE
UPDATE_ID VARCHARZ2(16}
UPDATE_DATE DATE
SP_REQUEST_SOURCES

Name Type
REQUEST_ID NUMBER(8)
ITEM_NUMBER NUMBER(3)
SUGGESTED_SOQOURCE VARCHAR2(70)
ADDRESS VARCHAR2(70)
POC_PHONE VARCHARZ2(20)
CREATE_ID VARCHARZ2(16)
CREATE_DATE DATE
UPDATE_ID VARCHARZ2(1i6)

DATE

Type
NUMBER(8)
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ITEM_NUMBER
FY

OPLIN

ORDER_NUMBER

CERTIFIED
FUND_ESTABLISHMENT_DATE
FUND_CERTIFIGATION_DATE
CREATE_ID

CREATE_DATE

UPDATE_ID

UPDATE_DATE

SP_CAPFRS
Name

REQUEST _ID
ITEM_NUMBER
CAPR NUMBER
CAPR_ITEM_NUMBER
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

SP_DOCUMENT_NUMBERS
Name

REQUEST_ID
ITEM_NUMBER
DOCUMENT_NUMBER

CREATE_ID
CREATE_DATE
UPDATE_ID

UPDATE_DATE

SP__HOI_.DS
Name

REQUEST_ID
ITEM_NUMBER
HOLD DATE
RELEASE_DATE
REQUESTER_ID
HOLD REASON
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

NUMBER(3)
VARCHAR2(4)
VARCHAR2(16)

~ VARCHAR2(16)
VARCHAR2(1)
DATE
DATE
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

NUMBER(8)
NUMBER(3)
VARCHAR2(16)
NUMBER(3)
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

NUMBER(8)
NUMBER(3)
VARCHAR2(18)

VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

NUMBER(8)
NUMBER(3)
DATE

DATE
NUMBER(6)
VARCHAR2(60)
VARCHAR2(16)
DATE '
VARCHAR2(16)
DATE

SP_PRIORITY_STATUS_JUSTIFICATION

Name

USASMDC

Type

F-17
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REQUEST_ID
JUSTIFICATION
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

CONTRACT #DASG60-98-C-0017

NUMBER(8)
LONG
VARCHAR2(16)
DATE
VARGHAR2(16)
DATE

SP_SOLE_SQURCE_JUSTIFICATION

Name

REQUEST_ID
JUSTIFICATION
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

SP_OTHER_ATTACHED_TEXT

Name

REQUEST ID
OTHER_TEXT
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

SP_APPROVED_REQUESTS
Name

REQUEST_ID
ITEM_NUMBER
AWARD_EFFECTIVE_DATE
SOLICITATION_NUMBER
SOLICITATION ISSUE_DATE
OFFER_DUE_DATE
ISSUED_BY_LINE1
ISSUED_BY_LINE2
ISSUED_BY_LINE3
ISSUED_BY_LINE4
DELIVER_TO_LINE1
DELIVER_TO_LINE2
DELIVER_TO_LINE3
DELIVER_TO_LINE4
ACQUISITION_TYPE
SET_ASIDE_PERCENTAGE
SMALL_BUSINESS
SMALL_DISADV_BUSINESS
8 A

RATING
METHOD_OF_SOLICITATION
ADMINISTERED_BY_LINE1

USASMDC

Type

NUMBER(8)
LONG
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

NUMBER(8)
LONG
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

NUMBER(8)
NUMBER(3)
DATE
DATE
DATE
DATE
VARCHARZ(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(1)
NUMBER(3)
VARCHAR2(1)
VARCHAR2(1)
VARCHAR2(1)
VARCHAR2(30)
VARCHAR2(1)

- VARCHARZ2(40)
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ADMINISTERED_BY_LINE2
ADMINISTERED_BY_LINE3
CONTRACTOR_OFFERER_LINE1
CONTRACTOR_OFFERER_LINE2
CONTRACTOR_OFFERER_LINE3
PAYMENT _LINE1
PAYMENT_LINE2
PAYMENT_LINE3

CREATE_ID

CREATE_DATE

UPDATE_ID

UPDATE_DATE

SP_ADDENDUMS

Name

REQUEST_ID
ITEM_NUMBER
ADDENDUM_TEXT
CREATE_ID
CREATE_DATE
UPDATE_ID .
UPDATE_DATE

SP_FUNDING_SIGNATURE_LIST

Name

FUNDING_AUTHORITY_ID
CREATE_ID
CREATE.DATE
UPDATE_ID
UPDATE_DATE

CQ_CAPR_FORM_MASTER
Name

CAPR NUMBER
REQUESTER_ID

DATE_OF .REQUEST
DCSIM_CUSTOMER_POC_ID
POC_NAME

POC_TITLE
POC_OFFICE_SYMBOL
POC_PHONE
REQ_ORG_LINEf
REQ_ORG_LINEZ
REQ_ORG_LINE3
REQ_ORG_LINE4
MR_HOLDER_ID

HR_NO

SERVICE_DATE

USASMDC
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VARCHAR2(40)
VARCHARZ2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(40)
VARCHAR2(16)
DATE

VARCHAR2(16)
DATE

Type

NUMBER(8)
NUMBER(3)
LONG
VARCHARZ2(16)
DATE
VARCHAR2(16)
DATE

Type

NUMBER(6)
VARCHARZ2(16)
DATE
VARCHAR2(16)
DATE

Type

VARCHAR2(16)
NUMBER(E)
DATE
NUMBER(E)
VARCHAR2(30)
VARCHAR2(30)
VARCHAR2(16)
VARCHAR2(14)
VARCHAR2(30)
VARCHAR2(30)
VARCHAR2(30)
VARCHAR2(30)
NUMBER(6)
NUMBER(4)
VARCHARZ(12)
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JUSTIFICATION
SECURITY_PROTECTION
COMPATIBILITY
COMPETITIVE_NONCOMPETITIVE
APPROVED_DISAPPROVED
COMMENT_INDICATOR
IMMP_NUMBER

POE_CHIEF_ID
POE_CHIEF_APPROVAL DATE
IM_APPROVAL_ID
IM_CHIEF_APPROVAL_DATE
CREATE_ID

CREATE_DATE

UPDATE_ID

UPDATE_DATE

CQ_CAPR_FORM_DETAIL

Name

CAPR NUMBER
CAPR_ITEM_NUMBER
ITEM_DESCRIPTION
ITEM_PART_NUMBER
QUANTITY_REQUESTED
UNIT_PRICE
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

CQ_CAPR_IM_COMMENTS
Name

CAPR NUMBER
COMMENT_TEXT
CREATE_ID
CREATE_DATE
UPDATE_ID
UPDATE_DATE

CQ_TECHNICAL_ASSIGNMENTS
Name

CAPR NUMBER
CAPR_ITEM_NUMBER
TECHNICAL_REVIEWER_ID
REVIEW_TEXT

CREATE_ID
CREATE_DATE

UPDATE_ID

UPDATE_DATE

CQ_SIGNATURE_AUTHORITY LIST

USASMDC
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VARCHAR2(2000)
VARCHAR2(2000)
VARCHAR2{2000)
VARCHAR2(1)
VARCHAR2(1)
VARCHAR2(1)
VARCHAR2(8)
NUMBER(S)
DATE
NUMBER(6)
DATE
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE ,

Tvpe

VARCHAR2(16)
NUMBER(3)
VARCHAR2(60)
VARCHAR2(20)
NUMBER(3)
NUMBER(9,2)
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

VARCHARZ2(16)
LONG
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE

Type

VARCHAR2(16)
NUMBER(3)
NUMBER(8)
LONG '
VARCHAR2(16)
DATE
VARCHAR2(16)
DATE
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Name Type
SIGNATURE_ID NUMBER(6)
POE_CHIEF_DESIGNATOR VARCHARZ(1)
CREATE_ID VARCHAR2(16)
CREATE_DATE DATE
UPDATE_ID VARCHAR2(16)
UPDATE_DATE DATE

3.5 Failure Contingencies

When developed, the Small Purchase Tracking System module will reside on the CIMS
application server. All measures used in both current and future enhancements to
provide for continued operations in the event of data or equipment loss will apply to the
SPTS module. These include, but are not limited to:

(1) daily backups to magnetic media of changes that oceur during the day;

(2) weekfy backups of all data resident in the Oracle database;

(3) Continuity of Operations Plan ({COOP);

(4) database-leve} audit logging

SECTION 4. DESIGN CONSIDERATIONS

4.1 System Description

The S8PTS module design assumes the use of Oracle software for the following:

=« maintenance of any tables,

» development of screens for data entry and review,

+ develepment of menus for actions and navigation, and

+ report generation

The system will take full advantage of existing Oracle tables in the current CIMS wherever
feasible. Furthermore, system design will provide users with a standard report generation
utility that will aliow options in report information. The SPTS module will be developed to
provide such an interface using Oracle Developer 2000.

4.2 System Functions

SYS-01. Users will access the system in an interactive mode through menus that

display available module options. Menus will be designed to minimize
depth of the menu hierarchy.

SYS-02. Users will access data through pre-formatted input and display screens.
When possible, data input will be validated at the time of input.

SYS-03. When appropriate, users will be provided with the capability of listing and
selecting values from master tables without exiting the current data input
screen.
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SYS-04. When possible, common data will be shared between CIMS modules.
The ultimate responsibility for cormmon data tables will rest with a single
arganizational element.

SYS-05. All appropriate on-screen data listings will provide scrolling capabitity to
enable users to view multiple lines of detail.

§YS-06. When appropriate, user-friendly warning messages will be displayed on-
line to inform the user that invalid operations have been performed, edit
specifications have not been met, or required operations have been
performed.

4.3 Flexibility

The system funclionalities have been designed with flexibility as a high priority, second
only to user requirements.

Master tables maintained by the users will be employed wherever possible, virtually
eliminating any hard-coding of specific requirements in the screens, reports, and other
programs. This will allow the system to be dynamic in nature, while eliminating massive
programming changes for each change in the data contained in master tables.

The modular design of the new system lends itself to later additions or deletions of
modules and sub-modules. New screens and reports may be added to the system at a
later date without impairing the remainder of the system.

The module will be developed as a part of the existing CIMS, thereby allowing the module

to benefit fully from any future system enhancements. It will also allow the module to
interface easily with both current and future CIMS modules. : :

44 System Data

Not applicable.

SECTION 5. ENVIRONMENT

5.1 Equipment Environment

The Small Purchase Tracking System module will use the CIMS application server
currently supporting the unclassified CIMS, and the users’ PCs, networked to the server.

Additional hardware has not been identified as a requirement for the Small Purchase
Tracking System module. Side-by printers or existing networked printers will be available
for output.

5.2 Software Support Environment

At present, it is assumed that the software developed for the Small Purchase Tracking
System module will be an integral part of the CIMS. Thus, it is expected that the Oracle
software development environment and associated tools will be used to support the data
management requirements of the SPTS module.
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5.3 Communication Requirements

Software resuliing from the SPTS module implementation on the CIMS application server
will use existing communications software and network capabilities. Local and remote
users will access the SPTS module in the same manner, and under the same
communications restraint (PCs linked to a secure network) as those users who now
access the CIMS.

5.3.1 Graphic Overview

Not applicable.

5.3.2 Hardware

No additionial hardware is needed for the CIMS VAX database server.

Users of the system will require at least a 486 PC with a minimum of 8
Mb memory to execute the client side of the software.

5.3.3 Software

The following Oracle Developer 2000 run-time products must be installed
on the user's PC prior to using the SPTS module.

SQL*Net

Cn Net

Forms 2.5 Run-time
Reports 2.5 Run-time
Graphics 2.5 Run-time

In addition, specific common files must be placed in the Windows
subdirectory on the user's PC.

54 Interfaces

There will be no interfaces with other computer systems. Any interfaces that link one
group with another will be transparent to the user.

5.5 Summary of Impacts
5.5.1 ADP Organizational Impacts
Not applicable. |
5.5.2 ADP Operational Impacts
MNone.
5.5.3 ADP Development Impacts
Reference paragraph 5.3.3.

5.6 Failure Contingencies
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5.7 Assumptions and Constraints

The design of the SPTS module assumes that the software will be developed using the
Oracle Developer 2000 designer foolkit, in conjunction with the Oracle RDBMS. It also
assumes that users will be using Windows 3.X or Windows 95 on an iBM-compatible PC.
Users with Apple Macintosh computers will be served on a case-by-case basis.

SECTION 6. SECURITY

6.1 Background Information

The Small Purchase Tracking System module will be developed on the unclassified CIMS
application server. Users of the CIMS must have individual database accounts and
passwords granted by the DCSIM.

6.2 Control Points, Vulnerabilities and Safeguards

6.2.1 Control Points

The majority of the data will be entered into the system by analysts,
specialists, and data-entry personnel located at the Huntsville branch of
USASSDC. Most types of data errors or inconsistencies will be detected
at entry, and an appropriate message will be displayed on the user's PC.

USASSDC users of the system will be able to print reports of various
types and styles to dedicated printers connected to their PCs, as well as
to printers on the network. Disposal of printed material from the system
will be handled by the originator.

6.2.2 Vulnerabilities

Although detailed edit specifications will be inherent to the completed
system, cata may be susceptible to entry errors. Additionally, SPTS
module data may be compromised if printed material is left unattended in
the user work area or on a networked printer for an extended period.

6.2.3 Safeguards

The initial safeguard consists of the user name and password for the
database. Passwords are controfled by USASSDC DCSIM, and are
assigned individually. Passwords are classified as For Official Use Only
(FOUO). Unauthorized use of a user name/password is considered a
violation.

System tables will be maintained to specify the individual users allowed
access to any given menu option on the CIMS. This begins at the initial
CIMS Module Menu and continues through all subsequent menus within
the module. Additionally, Oracle RDBMS table grants will be used to
specify, at the table level, the users granted access to certain tables.
This capability further refines user readfwrite privileges to tables.
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To safeguard against data-entry errors, the system will contain a series of
checks and balances. Whenever possible, these checks and balances
will act during input to prevent invalid eniries. Otherwise, reports will be
provided to identify unbalanced conditions and invalid data,

System Monitoring and Auditing
6.3.1 Journalizing

Journalizing will be controlled by existing functionality and requirements

+ of the current CIMS. This includes transaction monitoring by the

automated Oracle database monitoring software.
6.3.2 Audit Trail
For each database table in which the user may enter or update data,

Oracle will record the user name of the individual who created or updated
the data at the table level.

SECTION 7. SYSTEM DEVELOPMENT PLAN

The following tasks must be completed to develop and implement the Small Purchase Tracking

System:

1. Software development time (SPTS) hours
2. Develop User Guide hours
3. Develop Training Manual hours
4. Develop Test and Implementation Plan hours
5. -Develop Maintenance Manual hours

Total hours
6. Automated CAPR Development* hours

* Documentation of aufomated CAPR will be integrated with SPTS if implemented

SECTION 8. COST FACTORS

Funds should be allocated to supplement the full-time staff of the CIMS Engineering Development
and - Implementation Team for the purpose of performing the required development.

development tools and PC software are available, and would result in no additional cost.

USASMDC
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APPENDIX G
TECHNICAL SUPPORT PLANNING GUIDE

1.0 INTRODUCTION:

This appendix is provided as a guide in planning and providing continuity of full-
time on-site technical support to other locations that may be supported under the
provisions of SOW Paragraph 2.1.5.

2.0 KAWAJALEIN ON-SITE SUPPORT: On-site automated information systems
administrator support for USAKA/KMR may be required by Technical Directive as
follows.

Identify and provide on-site technical support to USAKA/KMR. This technical support
may provide, as directed, assistance to users in developing the skills needed to
effectively utilize the equipment and software provided by the Information Management
Division at USAKA/KMR and to assist in the identification and development of additional
computer/network functionality. The activities may include but not be limited to the
following.

Analyze USAKA/KMR site requirements and insure total effectiveness consistent with
USASMDC Network architecture and system policies. Work with Deputy Chief of Staff,
Information Management Division to ensure that the Kwajalein Logistics Contractor,
Information Management Staff and other computer support personnel are effectively
supporting the needs of both USAKA/KMR and contractor support network users.
Ensure that Network Security objectives are met.

Provide network administration, network integration, user consultation, maintenance
coordination with the Kwajalein Logistics Contractor, Information Management Staff,
and related technical coordination to include providing expertise in the area of DEC
ALPHA upgrades and concurrent software (usually but not necessarily Oracle based)
upgrades. Provide expertise in the area of STAMIS systems and their commercial
equivalents,

Provide support in the utilization of microcomputer (MS-DOS) hardware and software
including engineering system configuration, software configuration, peripheral interface,
and problem identification and resolution. Assist in resolving problems associated with
the design and initial installation of microcomputer hardware and software systems as
well as problems in development of software/hardware upgrade paths and problems
attendant upon upgrades. Problem resolution includes assisting with isolation of the
problem to determine the origin of the malfunction, determination of system problems
and their resolution, identification of required additional hardware or software, and

~ verification of testing of the system to verify operational ability upon resolution of the
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problem.

Provide limited end user support for the site. Support may include user requests for
assistance in the use of command supported software packages such as Microsoft
Office, for special project software, and for unique PC configurations.

Provide a focal point for technical interface and coordination with other Command
Information Management Systems (CIMS) locations.

The USAKA/KMR technical representative is to be an experienced computer
professional with demonstrated expertise with Novell networks and IBM compatible
micro-computer hardware and software and be reasonably familiar with both the VAX
and UNLX environments and must be capable in the Windows 95/Windows NT
environment. Familiarity with Intranet development, Data Warehousing, and Electronic
Filing Systems is an advantage. )

Provide the following specifically tailored information for this TD in accordance with DD
Form 1423:

Status Report

Technical Report - Study/Services
Scientific and Technical Report Summaries
Contract Funds Status Report

Funds and Man-Hour Expenditure Report

®Poo T

3.0 THAAD PROJECT OFFICE ON-SITE SUPPORT: On-site automated information
systems support may be required to support the THAAD Project Office, Huntsville, AL,
as follows.

The contractor may perform research and development as directed in new and
emerging technology to identify, evaluate, and implement system improvements to the
THAAD ADP systems. The contractor may design as directed new systems and .
subsystenis, both hardware and software, to enhance existing ADP requirements and to
meet future growth requirements. The design may be in the form of Technical Reports
and may identify requirements for development and implementation. As directed, the
contractor may identify additional resources for the development and implementation.

The contractor may provide support for the THAAD local area networks (LAN) and wide
area networks (WAN) to include network management configuration, maintenance,
documentation, and troubleshooting. The THAAD LAN/WAN environment includes the
THAAD PO LAN that interfaces with the CIMS network and a telecommunications link to
the THAAD contractor, LMSC in Huntsville, AL. The support may include new network
resources including the CALS WAN that is in process. The support may also include
the WorldTalk messaging system that may be implemented using the CALS WAN. The
contractor may also provide technical reports on new network technologies and make
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recommendations regarding enhancements and changes to the THAAD LAN/WAN
environment.

The contractor may provide systems analysis and system engineering services to
support, monitor, maintain, enhance and expand the LAN (Novell Netware, with
Netware for Macintosh). This includes specialized networked equipment such as a CD-
ROM library, optical character reader, color scanners and printers, facsimile capability
and access by remote users via network modems. The contractor may support the
network interconnectivity to other systems at contractor facilities and other government
agencies.

The contractor may operate all computer systems and supporting equipment for
approximately 200 users in two locations. The contractor may develop and maintain
operational procedures, maintain a library and a record of magnetic disk/tapes, and be
responsible for backing up the files on a routing basis.

The contractor may coordinate routing non-scheduled, on-site repair service for all
computer equipment hand-recited to the THAAD Project Office through the CIMS Help
Desk and obtain maintenance for equipment under vendor warranty in accordance with
applicable warranties.

The contractor may provide support in the utilization of microcomputer (MS-DOS and
Macintosh PC) hardware and software including system set-up and configuration,
software installation and configuration, peripheral connection and interface, and
problem identification and resolution. The contractor may resolve problems associated
with microcomputer hardware and software systems. Problem resolution includes
isolation of the problem to determine the origin of the malfunction, resolution of the
problem when possible, notification of the Help Desk when necessary, identification of
required replacement or additional hardware or software, and testing of the system to
verify operational ability upon resolution of the problem.

The contractor may provide limited orientation and training, one-on-one, to government
personnel in the utilization of microccomputer hardware and software.

The contractor may provide the following specifically tailored information for this TD in
accordance with the DD Form 1423:

Status Report

Technical Report - Study/Services
Scientific and Technical Report Summaries
Contract Funds Status Report

Funds and Man-Hour Expenditure Report

PanoTe

4.0 NMD AUTOMATED INFORMATION SYSTEMS (AIS) ON-SITE SUPPORT: On-

USASMDC G-3



USASMDC .

site National Missile Defense (NMD) automated information system support may be
required as follows.

CONTRACT #DASG60-98-C-0017

The work under this technical directive may provide operations, training, maintenance
and planning guidance for support of the National Missile Defense (NMD) Automated
Information System (AIS). The AlS is composed of multiple LANs, both classified and
unclassified. The individual selected for support of the AlS may be assigned to the
NMD office for direct support of the LANSs, and will possess at least a SECRET security
clearance. The selected individuals may travel between the NMD offices in Huntsville,
Alabama to perform their duties. A system administrator is required to support this task.

The personnel assigned to this task may maintain the NMD AIS hardware and
software. They may collaborate with and assist the DCSIM in establishing automated
network links between all suborganizations of NMD and all other PEO organizational
elements as well as with other government agencies, support contractors and prime
contractors as needed. They may give and atiend technical briefings, produce
feasibility studies for proposed and planned networking enhancements, adhere to AlS
security regulations where appropriate, and assist in training customers.

The System Administrator may operate the LANs and provide overall administrative
functions with the following duties: 1) Responsible for daily operation and efficiency
management of all hardware and software. 2) Install commercial software and
maintain standard operating procedures, training logs, trouble reports, and other reports
as deemed necessary. 3) Modify and maintain computer software applications
[databases spread sheets etc.,] within the limits of applicable licenses. 4) Maintain
records, warrantees, registrations, and cther software documents associated with the
LANs. 5) Recommend and brief AlS upgrades to improve network functionality and
capability. 6) Recommend procurement and maintain the LANs connectivity and
access to other systems including approved vendor hardware/software on-line services.
7) Develop feasibility studies detailing procurement, installation and operations to
include milestone and project schedules,

The selected individual must have a minimum of five years experience with
Macintoshes and LANs. An Apple trained technician is preferable.

The coniractor may provide the following specifically tailored information for this TD in
accordance with the DD Form 1423:

Status Report

Technical Report - Study/Services
Scientific and Technical Report Summaries
Contract Funds Status Report

Funds and Man-Hour Expenditure Report

ParooTw
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- 9.0 MISSILE DEFENSE BUDGET AND EXECUTION SYSTEM (MDBES): On-Site
technical support for the Program Executive Office (PEQ) Missile Defense Budget and
Execution System may be required as follows.

Provide on-site system support, training, and software support for modifications to the
Program Executive Office (PEO) Missile Defense Budget and Execution System
(MDBES).

Software changes requested by the PEO to the MDBES module may be evaluated and
those that can be accomplished within the period of performance of this task may be
performed in accordance with the established software development process, which
includes tracking the modifications through the Software Change Request (SCR)
process.

'The PEO MDBES Module Manager may prioritized the changes to the MDBES module
and any scheduling changes that are a result of re-prioritization may be coordinated
with and approved by the Module Manager.

Changes to the MDBES End User's Manual (EM) may be developed to accurately
reflect the software capabilities of the MDBES Module. The EM may describe
procedures at a level that may enable users to reasonably execute all functions of the
MDBES Module.

Training may be provided as required for users of the MDBES module. Training
manuals and other appropriate training materials may be produced and coordinated
with the Module Manager and the ODCSIM.

The person providing on-site system assistance may be co-located with the PEO
Missile Defense staff.

The contractor may provide the following specifically tailored information for this TD in
accordance with the DD Form 1423:

Status Report

Contract Funds Status Report

Funds and Man-Hour Expenditure Report
Technical Report

Funds and Man-Hour Expenditure Report

®ao o

6.0 USASMDC BUDGET AND EXECUTION SYSTEM : On-Site technical support
for the USASMDC Budget and Execution System may be required as follows.

Provide on-site system support, training, and software support for modifications to the
USASMDC Budget and Execution System (BES)
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Software changes to the BES module shall be evaluated and those that can be
accomplished may be performed in accordance with the established software
development process, which includes tracking the modifications through the Software
Change Request (SCR) process.

The BES Module Manager may prioritized the changes to the BES module and any
scheduling changes that are a result of re-prioritization may be coordinated with and
approved by the Module Manager.

The person providing on-site system assistance shall be co-located with the Resource
Management staff.

The contractor may provide the following specifically tailored information for this TD in
accordance with the DD Form 1423:

Status Report

Contract Funds Status Report

Funds and Man-Hour Expenditure Report
Technical Report

Funds and Man-Hour Expenditure Report

PooUTw
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STATEMENT OF NONDISCLOSURE

1. I understand the Government's obligation to prevent creation of an unfair competitive advantage as a
result of knowledge gained through access to sensitive information. Consequently, when I have access to
sensitive or classified information that belongs to another contractor or data of the Government, T shall not
disclose this information as long as il remains sensitive or classificd; and I shall refrain from using such
information for any purpose other than to perform this contract, [ further agres not to disclosc any
information without prict written approvat of the Contracting Officer,

2. { have read and undeistand procedures for protecting unclasified, classified, and sensitive information
which are a part of Contrad DASGS0-98-C- - . Accordingly, in my capacity in cotnection with the
above contract, ! understand my obligationt not to divilge to unauthorized persons within the company, or
to anyone outside the compuny other than personnel of the U, 8. Anmy Space and Missile Defenge
Commund (USASMDOC), Information Management Office (IMQ) and/or the USASMDC Contracting and
Acquisition Management Officc (CAMO), information received in connecticn with subject comract.

Signed: Date:
Typed/Printed Name:
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