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U.S. Army Space and Strategic Defense Command (USASSDC)
Huntsville, Alabama

Scope of Work
SW-DC-14-96

Simulation Center (SC)

1.0 BACKGROUND

The U.S. Army Space and Strategic Defense Command (USASSDC)
manages the Simulation Center (SC), a mission eritical computer
resources facility, for the Ballistic Missile Defense
Oorganization (BMDO) to support the development, testing, and
integration of BMDO Army elements. The Army Program Exécutive
Office - Missile Defense (PEO-MD) is the acquisition agency and
USASSDC has been authorized to develop and provide technology for
PEO-MD.

The SC is a self-contained, fully operational computer
center. The SC provides authorized contractors and other
government agencies (OGAs) a centralized resource for classified
and unclassified supercomputer processing, parallel processing,
visualization, modeling and simulation, Computational Fluid
Dynamics (CFD), networked communications, software development,
testbed, technical and administrative support services. The SC
is located at the USASSDC building in Huntsville, Alabama’s
Cummings Research Park East and is connected to the USASSDC
Advanced Research Center (ARC) located at 6724 Odyssey Drive,
Research Park West, Huntsville, AL 35806, via a T-3
communications link. The SC participates as a node to the

National Test Bed (NTB) through the T3 link to the ARC.
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2.0 OBJECTIVES

This Scope of Work (SOW) defines the technical and
engineering services, operation, maintenance, and management
requirements to be accomplished by the SC contractor. The SOW
also defines the necessary support required for efficient
utilization of the mission critical computational resources
needed by application users engaged in development, testing and
integrating BMDO Army elements.

3.0 REQUIREMENTS

The computational services being provided at the SC are
required to support the design, development, and testing of U.S.
Army Weapon System Elements that support BMDO Missile Defense
system programs. Services provided include feasibility studies,
requirement definition, and risk analyses of computational and
network resources.

The contractor shall provide personnel who are trained and
have a high degree of experience in the operation and engineering
support of supercomputers; large scale mainframe computers;
minicomputers; large scale storage devices; high performance
graphic workstations; special purpose computer systems; wide and
local area network including fiber optic communications and
computer interoperability. To meet the mission critical
computational requirements of SC users, computer system(s)
availability and reliability shall be assured through the SC

contractor’s implementation of operations and maintenance

procedures.
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3.1 EL REQUTIR S

3.1.1 The contractor employee personnel shall hold a
minimum of a SECRET security clearance.

3.1.2 The contractor shall establish an organizational
structure and staff it with key employees IAW the Special
Instructions to Offerors, Simulation Center (SC) (paragraph 4,
sections ¢ and d).

3.1.3 In the performance of this SOW, the contractor
shall use an Integrated Product Team (IPT) approach and work with
perscnnel from other contractors and governmental agencies on a
continuing basis.

3,2 ADMINISTRATIVE REQUIREMENTS

3.2.1 The contractor shall provide all the
administrative functions needed to operate, maintain, and
integrate mission critical computer resource systems.

3.2.2 The contractor shall prepare and coordinate with
IPT personnel, prior to implementation, all plans and procedures
which may affect the operation of the SC. These plans and
procedures shall include upgrade planning, systems and
operational studies, and scheduled operations. (Reference CDRL
*001)

3.2.3 The contractor shall update and maintain a
complete set of SC user procedures, to include bulletins and
memoranda necessary to provide user-required information on the

use of the SC.
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3.2.4 The contractor shall update and maintain a
complete set of up-to-date operating procedures describing all
day-to-day functions and responsibilities of the various
equipment operations, access control, and tape/disk library.
Specifically the contractor shall:

3.2.4.1 Prepare, update and maintain a SC
Configuration/Facility layout document to include a comprehensive
description of the SC facility, hardware, software, internal and
external communications links, electrical connections and
equipment locations. (Reference CDRL *001)

3.2.4.2 Maintain a SC document library. This
library shall contain user-required documentation and reference
material on various commercially-supplied software products and
sc-developed user procedures.

3.2.4.3 Update and maintain SC security
procedures. (Reference CDRL *006)

3.2.4.4 Maintain an automated system for
accurate accountability, control, and reporting of Government
Furnished Equipment (GFE) IAW the Federal Acquisition Regulation.

3.2.5 The contractor shall coordinate and manage the
moving, storage, and disposition of obsolete/excess equipment IAW
the Defense Automation Resources Management Manual DoD 7950.1-M

3.2.6 The contractor shall implement procedures to
protect proprietary software. These procedures shall be

implemented, updated, and maintained for the protection of vendor
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and user proprietary software.

3.2.7 The contractor shall acquire and fully account
for all software, licenses, software maintenance agreements,
hardware maintenance agreements, and facility environmental
maintenance agreements as required to meet SC requirements. All
proposed agreement purchases or subcontracts with a value greater
than $25,000.00 shall be submitted to the Government Technical
Monitor for approval prior to implementation.

3.3 TECHNIC. SERVICES RE TS

3.3.1 User Support

3.3.1.1 The contractor shall be responsible for
all sC computer access authorization, compliance with operating
procedures, file utilization, and with security requirements for

SC assets.

3.3.1.2 The contractor shall control and
distribute documentation of all system software used by SC users

and SC staff.
3.3.1.3 The contractor shall assist the SC

users with the resolution of any hardware or software-related
problems. All problems shall be recorded and a log of the status
of current problems shall be maintained until resolved.

3.3.1.4 The contractor shall conduct SC user

training on new operating systems and existing systems as

required.
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3.3.1.5 The contractor shall maintain a library
of storage devices for SC users. Records shall be maintained
regarding assignment, classification, and other pertinent data.
Tape management procedures shall be maintained and adhered to
regarding cleaning, degaussing, and deletions.

3.3.1.6 The contractor shall ensure that disk
resident permanent files are archived at regular intervals in
accordance with approved procedures for recovery and backup in
the event of a malfunction. A permanent file management system
shall be maintained which will purge inactive files on a regular
basis and maintain a log of storage space and utilization of all
permanent file storage. The contractor shall maintain policies
and procedures to assure availability of working storage file

space.

3.3.1.7 The contractor shall inform the
government SC technical monitor of all user problems, concerns

and solutions regarding SC services.

3.3.1.8 The contractor shall update, maintain,
and, upon approval by the government technical monitor, implement
a written set of procedures that control the issuance of user
identifications and passwords for system access.

3.3.1.9 The contractor shall perform hardware
and software performance analysis to support user requirements.

3.3.2 Systems Support

3.3.2.1 The contractor shall provide all

necessary operational support to include system problem
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analysis, development, integration, and checkout of all local
enhancements for problem resolutions, communications support and
operating system maintenance.

3.3.2.2 The contractor shall coordinate
operating system software updates with IPT members, appropriate
government, special testbed and SC user personnel. The
contractor shall maintain and update local system modification
files, and create and install new operating systems prior to
configuration updates. The contractor shall maintain a log of
all significant malfunctions, problem analysis, resolution
procedures and actions implemented.

3.3.2.3 The contractor shall develop, test, and
document any new Systems programs required to satisfy the needs

of SC users.

3.3.2.4 The contractor shall install,
integrate, checkout, update, maintain, and execute all SC special
purpose software. The contractor shall also ensure that any
special purpose software product problems are properly
identified, documented, and corrected.

3.3.2.5 The contractor shall analyze operating
system software problems and install corrective codes as
required.

3.4 RESOURCE ANALYSIS REQUIREMENTS

3.4.1 The contractor shall continually analyze SC
hardware and software resources, perform computer resources
utilization studies, provide monthly utilization reports, and
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make recommendations to the government that will maximize
utilization, efficiency, and improve reliability. (Reference CDRL
*005)

3.4.2 The contractor shall analyze new resource
requirements; shall make recommendation to the Government and
acquire, install, maintain and integrate all new hardware and
software resources as authorized by the Contracting Officer.

3.5 OPERATIONAL REQUIREMENTS

3.5.1 The contractor shall be responsible for the
operation of all SC computer systems and supporting equipment to
include equipment configuration and composition that change due
to equipment upgrade, change-out, obsclescence, and new
resources.

3.5.2 The contractor shall operate the SC in a normal
mode of operation defined as daily, Monday through Friday, from
0700 to 1700 hours. During the normal mode of operation, both
classified and unclassified processing capability shall be
available to authorized users. On occasion, the contractor shall
also be required to extend the normal mode of operation as
mutually agreed to by the government technical monitor and the
contractor program manager. The contractor shall provide remote
access to SC users for unclassified processing on a 24 hour a

day, 365 day per year schedule.
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3.5.3 The contractor shall receive and process all
jobs from authorized users, monitor and report facilities related
problems, maintain and control the consumable supplies, and
conduct security, safety and housekeeping duties.

3.5.4 The contractor shall be responsible for
monitoring all hardware maintenance and facilities to assure that
proper attention is given to all malfunctions, and that damage to
facilities or hardware is prevented.

3.5.5 The contractor shall develop and operate special
testbeds and equipment as determined by the IPT and mutually
agreed upon between contractor and government.

3.5.6 The contractor shall identify his approach for
software accounting and validation, to include: Identification
of user, times of'use, access validation, and summary reports.

3.6 MAINTENANCE REQUIREMENTS

3.6.1 Maintenance: The contractor shall provide the
repair parts, supplies and maintenance service necessary to
maintain SC operations at a high level of availability and
operations. This shall include, but not be limited to,
maintenance, calibration, testing, evaluation, and training
personnel on new equipment and software programs. The offeror
shall describe the approach for fulfilling this requirement and
include the level of detail necessary to understand how original
Equipment Manufacturer (OEM) maintenance will be performed. The

contractor shall identify those techniques and procedures
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proposed for training in-house personnel in maintenance
activities as a cost effective alternative to use of OEM or
vendor services and maintenance.

3.6.2 Scheduled Hardware Maintenance: The contractor
shall identify an approach for maintaining in good operating
conditions, all automatic data processing equipment (ADPE),
software and items described in Tables 1 through 3. The
contractor will develop a hardware maintenance plan/procedure to
insure good operating conditions for the equipment to be
maintained. Items, consistent with the categories described in
the tables, may be added or deleted, routinely, throughout the
performance of the contract. The plan shall include procedures
addressing: Scheduled preventive maintenance (PM); Remedial
Maintenance (RM); Component and system checks; Repair of
equipment malfunctions; Maintaining support-readiness status;
Inventory control warranty protection; and current equipment
lists/configurations. Maintenance shall be performed by the OEM
or by OEM certified personnel, and repair parts or parts of equal
guality shall be equivalent to OEM parts. Principal period of
maintenance is defined as eight (8) consecutive hours beginning
normally at 0700 hours, Monday through Friday, excluding holidays
observed by the Government. During such periocd, maintenance
personnel must coordinate with Government personnel and IPT

representatives and provide flexible response to the outage

10




[image: image11.png]SBA# 0459-96-607977

ASG60-96-C-0188
conditions by considering workload criticality and for the
purpose of restoring equipment to good operating conditions
without unnecessary delay. The contractor shall identify
concepts and proposed use of maintenance diagnostics.
Maintenance diagnostics are defined as software programs used to
test the components of the SC collectively and individually for
proper functioning and reliability during preventive and remedial
maintenance, system audit or problem definition.

(1) Maintenance/Repair.
(a) Preventive Maintenance (PM).

1. Preventive maintenance is defined as that
maintenance which is designed to keep the equipment in good
operating condition, and which is performed on a scheduled basis.

2. PreQentive (scheduled) maintenance shall
normally be provided during the principal period of maintenance
(PPM). Preventive maintenance may be scheduled and/or performed
concurrently with remedial maintenance.

(b) Remedial Maintenance (RM).

1. Remedial maintenance is defined as that
maintenance performed by the contractor which results from
equipment failure and which is performed as required on an
unscheduled basis. Remedial maintenance shall be performed
promptly once equipment is identified as inoperative. The
contractor shall identify a point of contact and make
arrangements to enable maintenance representatives to receive

11
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all notifications that equipment is inoperative. This
notification may be provided by SC users or by Government
personnel.

2. During the PPM, the contractor’s
maintenance personnel shall arrive at the designated point within
twenty four (24) hours from the time that the RM is required. 1In
addition to on-site maintenance service during the stated PPN,
on-call maintenance shall be provided outside the PPM. A twenty
four (24) hour response time is required for this on-call
remedial maintenance.

(c) Materials, Spares, and Replacement Parts. The
contractor shall identify an approach for the purchase and
majintenance of the materials necessary to perform the tasks
defined in this SOW, including identification for the disposal of
obsolete equipment and parts. New or remanufactured parts shall
be used in effecting repairs. The contractor shall maintain an
up-to-date service record for the system. The record shall
provide, as a minimum, the date and type of equipment, service
performed, list of parts used, man-hours utilized, and downtime.
The report shall be signed by the responsible maintenance
personnel.

3.6.3 The contractor shall maintain the SC ADPE to the
level of scheduled availability and reliability (95% or better

uptime) required to support the SC needs.
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3.6.4 The contractor shall maintain environmental
support equipment. This shall include as a minimum, preventive
maintenance for water chillers, air conditioners, and fire
protection systems to ensure proper operation and protection of
the SC equipment and facilities.

3.7 COMMUNICATIONS REQUTREMENTS

3.7.1. The contractor shall design, build, operate,
maintain and upgrade high speed (fiber optic) local networks in
the SC for integrating heterogenous high performance computing
systems and maintain state-of-the-art local network
interconnections that support SC operations.

3.7.2 The contractor shall establish procedures for
implementation of communications and access to the SC. The
procedures shall identify use of the IPT process and delineate
the necessary steps and activities needed to provide service, to
include as a minimum; cost estimates, leasing requirements,
COMSEC needs, purchase requirements, and other pertinent data and
design criteria to ensure successful interoperability with
approved users.

3.7.3 The contractor shall utilize encryption devices
and keying materials that are National Security Agency (NSA)
approved Type 1 products for classified and appropriate

communications networks.
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3.8 SECURITY REQUIREMENTS

3.8.1 The contractor shall comply with security
requirements as outlined in AR 380-19 and The National Industrial
Security Manual Program Operating Manual (NISPOM).

3.8.2 The contractor shall prepare, update and
maintain a System Security Document to describe the practices and
procedures of the SC in safequarding classified information.
(Reference CDRL *006)

3.8.3 The contractor shall operate the cryptographic
equipment IAW AR 530.2, Communications Security.

3.8.4 The contractor shall provide network security
IAW DoD Directive 5200.28, AR 380-19, and AR 380-5.

3.8.5 The contractor shall maintain a full library of
backup data, documentation, and master files at an alternate site
to assure system and master file reconstruction capability.

3.8.6 The contractor shall protect all non-classified,
company and government sensitive data required to be maintained
in the SC IAW AR 25-55, DOD Directive 5230.24 and MIL STD 1806.
The contractor shall comply with Government-provided Operations
Security Guidelines IAW AR 530-1, Operations Security (OPSEC),
for the protection of unclassified sensitive information.

3.8.7 The contractor shall provide controlled access

to the SC during hours of operation.

14
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3.9 SUPPLY REQWEREMENTS
The contractor shall provide all supplies necessary for

operation and maintenan?e_of the SC.

3.10 PHASE-OUT REQUIREMENTS

The contractor shall develop a Phase~Out plan that

states in detail the procedures, documentation that will be
provided, and the methodology for transitioning to a follow-on
contractor at the completion of the contract. This plan shall
address a thirty (30) day operationa; transition that allows an
orderly and effective transition at the end of the contract
performance period. (Reference CDRL *009)

3.11 ACCOUNTING AND REPORTING REQUIREMENTS

3.11.1 Program Reviews and Integrated Product Teams:

The contractor shall provide schedules and conduct program
reviews to assess the accomplishment of technical and
programmatic efforts. The contractor shall propose and identify
use of an Integrated Product Team (IPT) approach to ensure early
government involvement in SC activities such as: upgrade plans,
operations, maintenance, problem resolutions, and identification
and acquisition of new equipment. The proposed IPT approach
shall consider the use of government and contractor personnel
that contributes to a detailed, cost effective proposal for the

operation and maintenance of the SC.
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3.11.2 The contractor shall provide documentation of
accomplishments, in the form of periodic technical and management
reports. (Reference CDRL(s),*003,#*004 *009, *00a, *00B)

3.11.3 The contractor shall maintain separate

utilization records for each specific technical program/effort.

(Reference CDRL *005)

3.11.4 The contractor shall maintain a record of all
programs that are executed at the SC and statistics of usage.
These records shall be identified by program/system, technical
monitor, and program element on a monthly basis. (Reference CDRL
*002)

3.11.5 The contractor shall maintain a current roster
of all users, technical monitors, and IPT members.

3.12 IE OLOGY AND EOQU; ENHANC CLIN 0004

3.12.1 The contractor shall conduct analysis to
identify technology and equipment enhancements that will improve
SC operations and support. These analyses, along with
recommendations, shall be coordinated with IPT members. In
addition details shall be provided to support incrementally
funded equipment and ADPE purchases. All purchases shall be

approved by the contracting officer.

i6
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APPENDIX:
Definitions - The following definitions are applicable to
this SOW:

1.2.1 Simulation center (SC) - The facility which contains
the computer systems and associated equipment located in the
USASSDC building at Huntsville, AL. This facility provides
computer and operational services to all USASSDC and PEO Missile
Defense organizations and authorized contractors to support
complex scientific and engineering applications.

1.2.2 Automatic Data Processing (ADP) =~ The recording,
manipulating, analyzing, and reporting of data through the use of
electronic and/or electro-mechanical equipment.

1.2.3 utomatic Data Processi ipment (ADPE
Automatic data processing components and the equipment created
from them, regardless of use, size, capacity, or price, that are
designed to be applied to the solution or processing of a variety
of problems or applications. ADPE includes computer
systems, processing units, auxiliary equipment, software and
special peripheral equipment.

1.2.4 ADPE Maintenance Services - Those examination,
testing, repair, or part placement functions performed to:

(a] reduce the probability of ADPE malfunction [commonly referred
to as "preventive maintenance"], [b] restore to its proper
operating status a component of ADPE that is not functioning
properly [commonly referred to as "remedial maintenance"], or

(c] modify the ADPE in a minor way [commonly referred to as

n"field engineering change" of field modification].
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1.2.5 Operating System Software - Software designed to

control the operation of the ADPE; e.g., supervisors, compilers,

and non-hardware input/output controllers.




