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LABOR CATEGORIES DEFINITIONS




12 Aug 2004

1.0    Administrative Assistant

As tasked, the Contractor shall:

1.1    Support design of administrative procedures for routine training, exercises and CBRNE CM operations.

1.2    Support report management during training, exercises and CBRNE CM operations.

1.3    Have a thorough understanding of DoD and USNORTHCOM admin support regulations and formats,

1.4    Support office supplies and related requirements for the JTF-CS staff during routine training, exercises and CBRNE CM operations,

1.5    Update Web sites,

1.6    Prepare, update and brief maps and charts,

1.7    Be familiar with Federal, DoD and staff operational plans for Consequence Management of a CBRNE event,  

1.8    Support the administration of the JTF-CS schools’ program.

1.9   Experience: Works with limited supervision and direction.  Will be required to use judgment and initiative in problem solving.  
2.0    Command and Control, Communications, Computers, and Information (C4I) Operations Support (Comm System Planner)

As tasked, the Contractor shall:

2.1    Develop and coordinate the communications architecture for exercises, training scenarios, and contingencies, including the development of appropriate C4 annexes.  

2.2    Coordinate the installation, operation, and maintenance of JTF-CS communication systems in garrison, at exercise sites and at deployed operational sites and work operational tasks.  

2.3    Assist in the annual development and review of an overall C4 architecture for both in-garrison and deployed operations, detailing the requirement for communications connectivity between USNORTHCOM, JTF-CS, Federal, State and local entities. 

2.4    Assist the JTF-CS/J6 to coordinate with USNORTHCOM J6, and the USNORTHCOM Joint Operations Center (JOC), to acquire the necessary capabilities to implement C4 plans. 

2.5    Review JTF-CS C4 plans and operating procedures and provide input to ensure they are adequate, feasible, and supportable. 

2.6    Assist the JTF-CS J6 to coordinate with outside commands/agencies, including the Joint Communications Support Element (JCSE), the NORTHCOM Service components, and Federal, State and local agencies, as well as, commercial service providers to ensure C4 support.

2.7    Review CBRNE CM operational plans of JTF-CS subordinate units and those units identified for the Initial Entry Force (IEF); and provide input to JTF-CS J6 to ensure C4 annexes are properly developed, meet identified C4 requirements (including Satellite Communications (SATCOM) bandwidth, voice, data, messaging, VTC) and interoperability. 

2.8    Represent the JTF-CS J6 as a member in the JTF-CS Joint Planning Group (JPG). 

2.9   Develop C4 staff estimates and reviews all planning documents to ensure C4 supportability.  When directed, prepare the C4 Annex (Annex K) for all exercises, operations, and concept plans.  

2.10   Provide subject matter expert support for Federal, DoD, and staff operational plans for CBRNE CM events.  

2.11   Coordinate activities to deploy, install, operate, and maintain communications during training, exercises and CBRNE CM operations. 

2.12   Be prepared to plan and conduct planning conferences for JTF-CS J6. These conferences could be in locations throughout the United States. 

2.13   Experience: The C4 Operations Position will have a minimum of eight (8) years communications experience with DoD or Federal government communication architecture, including three (3) years of Information Systems Management.  Experience with satellite communications, data networks, voice switched networks, and tactical (deployable) communications is highly desired.  Technical skills in commercial and military communication equipment and computer networking and Information Management automation are essential.  Personnel must be familiar with communication architecture planning and Annex K formulation.  Military tours at the deployable unit level and staff or communications agency level highly desired.  Past Joint deployable communications experience is highly desired.  JOPES Vol. 1 and JOPES operator experience desired.  Military operational/contingency planning desired.
3.0    Communications Security Custodian

As tasked, the Contractor shall:

3.1    Ensure the effective and proper use and control of JTF controlled cryptographic items (CCI) and Communications Security (COMSEC) materiel.

3.2    Establish and maintain effective COMSEC training and surveillance programs.

3.3    Coordinate for COMSEC call-out and Intent to Use messages and interface with J6 planners to validate subordinate and higher headquarters COMSEC requirements.

3.4    Identify the scope, duration, and urgency of required COMSEC capability and how it is currently being met, and identify the impact if requirements are not met.

3.5    Identify cryptographic equipment required and the options for its sourcing.

3.6    Identify the provisions required to provide engineering, installation, maintenance and logistics support to CCI equipment and ensure the adequacy of existing facilities for storing COMSEC material by the recipient.

3.7    Assist in promoting an understanding within JTF-CS of existing transmission means and their vulnerability to interception and monitoring.  

3.8    Assist in the establishment of procedures to reduce electromagnetic emissions (TEMPEST).

3.9    Assist in the validation of the COMSEC architecture for exercises, training scenarios, and contingencies, including the development of appropriate COMSEC appendices.  

3.10   Coordinate the installation, operation, and maintenance of JTF-CS CCI equipment and the use of COMSEC keying material at exercise and deployed operational sites.  

3.11   Assist in the annual development and review of an overall C4 COMSEC architecture for in-garrison, exercises and deployed operations, detailing the requirement for COMSEC connectivity between USNORTHCOM, JTF-CS, Federal, State and local entities.

3.12   Assist the JTF-CS J6 to coordinate with USNORTHCOM J6 and the USNORTHCOM JOC to acquire the necessary capabilities to implement COMSEC plans. 

3.13   Review JTF-CS COMSEC plans and provide input to ensure they are adequate, feasible, and supportable. 

3.14   Assist JTF-CS to coordinate for COMSEC support from outside agencies including the local COMSEC account, USNORTHCOM, and NSA.

3.15   Review CBRNE CM plans of JTF-CS subordinate units and those units identified for the IEF; and provide input to JTF-CS to ensure COMSEC appendices are properly developed. 

3.16   Assist JTF-CS to coordinate activities to deploy, install, operate, and maintain COMSEC systems during training, exercises and CBRNE CM operations. 

3.17   Experience: The COMSEC position will have a minimum of 4 years COMSEC experience with DoD or Federal government COMSEC systems.  Experience with various COMSEC systems is highly desired.  Technical skills in commercial and military communication equipment and computer networking and Information Management automation are essential.  Personnel must be familiar with communication architecture planning and Annex K formulation.  Military tours at the deployable unit level and staff or communications agency level highly desired.  The contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

4.0    Configuration Manager

As tasked, the Contractor shall:

4.1    Support C4I plans during training, exercises and CBRNE CM operations.

4.2    Install, establish, operate, restore and maintain automated data processing and telecommunications systems in-garrison, and during training, exercises and CBRNE CM operations.

4.3    Ensure the configuration management of all command information systems meet DoD standards for configuration control and change management in accordance with DoD directives.

4.4    Document all server and client configuration baselines and subsequent changes.

4.5    Perform Level 2 administrator functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment necessary to maintain the integrity of the command’s domains.

4.6    Provide hands-on Level 2 system administration support, system maintenance and operations support of all JTF-CS servers. These include Windows 2000 servers, Oracle databases, Internet servers, web caching servers, and geographic information’s system servers and associated applications.  Systems operate in development, testing and production environments (to include deployed military operations.) 

4.7    Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with (Commercial Off the Shelf/ Government Off the Shelf) COTS/GOTS products on Windows platforms.

4.8    Perform system backups and recovery.

4.9    Provide general troubleshooting on network systems.

4.10   Maintain data files and monitor system configuration to ensure data integrity.

4.11   Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

4.12   Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  The contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

5.0    Current Operations Specialist

As tasked, the Contractor shall:

5.1    Monitor and brief Commander and JTF-CS staff on current operational situation. 

5.2    Draft, review, disseminate and transmit Execution Orders and Fragmentary Orders for all training exercises and CBRNE CM operations. 

5.3    Support coordination requirements with USNORTHCOM staff, DoD and Federal Agencies and NORTHCOM Service Components. 

5.4    Provide input to Joint After Action Reviews. 

5.5    Review CBRNE Consequence Management (CM) plans and doctrine, and provide input of necessary and suggested changes. 

5.6    Provide input to, and implement, JTF-CS Standard Operating Procedures. 

5.7    Support drafting and implementation of deployment plans. 

5.8    Assist in the coordination of JTF-CS staff during exercises and operational deployments.

5.9    Support the JTF-CS staff in the planning of exercises, training events or real world incidents that require access to Sensitive Compartmented Information (SCI) material or admittance to SCI facilities. 

5.10   Assist in the assessment and monitoring of the IEF readiness.

5.11   Experience: The Current Operations position must have a CBRNE CM background, experience in contingency planning and operations, ability to run web based programs and a knowledge of joint DoD staff operations.  Two (2) military operational tours, one (1) service specific Military Support to Civil Authorities (MSCA) tour and one (1) at the joint operations level is desired.

6.0 Doctrine and Plans Analyst 

As tasked, the Contractor shall:

6.1    Assist in the coordination of JTF-CS staff review of CBRNE CM documents and directives. 

6.2    Develop and/or coordinate review of Plans supporting JTF-CS CBRNE CM operations. 

6.3   Assist JTF-CS in providing advice and input to higher headquarters in shaping and influencing Joint Publications via email, VTC and phone attending conferences, workshops and training. 

6.4 Provide support in acquiring and analyzing CBRNE CM plans with DoD, Federal, State and local agencies. 

6.5 Be the subject matter expert on DoD, Joint DoD Staff, Service, and USNORTHCOM plans and directives.

6.6 Support development of CBRNE CM doctrine and joint tactics, techniques and procedures (JTTP.)

6.7 Support the staff in the planning of exercises, training events or real world incidents that require access to SCI material and/or admittance to SCI facilities. 

6.8 Review and conduct analysis of various documents, including but not limited to, CONPLANS, CONOPS, CAMPLANS, FUNCPLANS, briefings and case studies. 

6.9 Maintain proficiency with existing policy and planning developments and changes and advise senior staff of organizational impact. 

6.10 Support the deliberate planning and crisis planning efforts as appropriate. 

6.11 Provide technical support as necessary to support the deliberate planning and crisis action planning efforts 

6.12   Experience: The Doctrine and Policy Analyst will have an WMD/NBCR background, experience in contingency planning and operations, and a knowledge of joint DoD staff operations.  A minimum of 3 years of WMD experience is required, with one billet at the Joint/OSD policy or planning level. Basic staffing skills as to assist in developing CONOPs, Staff Estimates, Operation Orders, and associated Annexes.  Effective written and verbal communications skills sufficient to brief senior level audiences.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

7.0    Domain Administrator

As tasked, the Contractor shall:

7.1    Support C4I plans during training, exercises and CBRNE CM operations.

7.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

7.3    Administer the command’s classified and unclassified network domains in accordance with DoD directives.

7.4    Perform Level 2 administrator level functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment necessary to maintain the integrity of the command’s domains.

7.5    Provide hands-on Level 2 system administration support, system maintenance and operations support of all JTF-CS servers. These include Windows 2000 servers, Oracle databases, Interned web servers, web caching servers, and geographic information’s system servers and associated applications.  Systems operate in development, testing and production environments (to include deployed military operations.) 

7.6    Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with Commercial Off the Shelf/ Government Off the Shelf (COTS/GOTS) products on Windows platforms.

7.7    Perform system backups and recovery.

7.8    Provide general troubleshooting on network systems.       

7.9    Maintain data files and monitor system configuration to ensure data integrity. 

7.10   Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

7.11   Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.
8.0    Emergency Plans Analyst  

As tasked, the Contractor shall:

8.1    Be familiar with the military decision making process and participate in planning efforts as required by the Joint Planning Group.

8.2    Maintain action plans that support effective and efficient analysis of emergency plans.

8.3    Review city and state plans and provide analysis in accordance with the Civil Support Operating Systems (CSOS.) 

8.4    Be responsible for reviewing appropriate plans supporting JTF-CS consequence management to maintain familiarity with military CM plans. 

8.5    Assist in the coordination with higher headquarters and interagency partners for the collection of city/state emergency plans. 

8.6    Provide input on the development of the Emergency Plans database, including maintaining a prototype and being the responsible party for coordinating with software developers during the development, test and evaluation phase of the database.

8.7    Provide support in the areas of database design, development, training in data entry procedures, implementation, and administration in support of database function requirements as it relates to the Emergency Plans database.

8.8    Provide technical input at meetings and shall interview/collect information from all staff directorates to identify JTF-CS Emergency Plans database requirements. 

8.9    Support outreach initiatives including public affairs events, distinguished visitors (DV) visitors or senior level briefings as the subject matter expert for Emergency Plans analysis. 

8.10   Represent JTF-CS during exercise planning conferences, exercise master scenario event list (MSEL) development and general exercise coordination. 

8.11   Prepare correspondence for general officer level review to civilian agencies including, but not limited to, Mayors, Governors, State Adjutant Generals, State Emergency Planners and Homeland Security Managers. 

8.12   Catalog and account for incoming emergency plans and shall maintain a current plans inventory. 

8.13   Review the validity of the Civil Support Operating Systems to ensure relevancy and change as appropriate based on lessons learned from exercises and real world events. 

8.14   Support the Command Assessment Element and/or Joint Planning Augmentation Cell. 

8.15   Support the staff in the planning or exercises, training events or real world incidents that require access to SCI material or admittance to SCI facilities. 

8.16   Develop briefings and white papers for presentation to senior level audience.  May be required to deliver briefings with little or no notice in support of DV/VIP visits. 

8.17   Support the deliberate planning and crisis planning efforts.

8.18   Experience: Military background or experience in a joint DoD staff highly desired but not required. Two (2) of the candidates must be eligible for a TOP SECRET/SCI security clearance, with a current background investigation on file with the Defense Investigative Service.  Requires effective written and verbal communications skills sufficient to brief senior level audiences.

9.0    Exchange/SMS Administrator 

As tasked, the Contractor shall:

9.1    Support C4I plans during training, exercises, and CBRNE CM operations.

9.2    Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

9.3    Administer, configure, maintain, and upgrade the command’s classified and unclassified e-mail (MS Exchange) servers and system management server (SMS).

9.4    Perform Level 2 administrator level functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment.

9.5    Provide hands-on Level 2 system administration support, system maintenance and operations support of JTF-CS e-mail servers, to include deployed military operations. 

9.6    Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with COTS/GOTS products on Windows platforms.

9.7    Perform system backups and recovery.

9.8    Provide general troubleshooting on e-mail systems.

9.9    Maintain data files and monitor system configuration to ensure data integrity. 

9.10   Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

9.11   Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.
10.0   Exercise Planner 

As tasked, the Contractor shall:

10.1   Work in accordance with the Joint Exercise Life Cycle (JELC) to prepare and conduct joint exercises.  This will include:  scenario development, drafting exercise injects, Master Scenario Event List development, writing exercise directives and developing Joint After Action Review reports. 

10.2   Draft and review Execution Orders and Fragmentary Orders for all exercises and operations. 

10.3   Support coordination of plans with other DoD, Federal, State, and local agencies. 

10.4   Be familiar with Federal, DoD and staff exercises related to CBRNE Consequence Management incidents. 

10.5   Support development of CBRNE doctrine and Joint Techniques, Tactics and Procedures (JTTPs). 

10.6   Experience: A completed joint DoD tour is desired. 

11.0   Facility Manager

As tasked, the Contractor shall:

11.1   Serve as the Facility Manager for all JTF-CS assigned facilities while in garrison on Fort Monroe and at deployed locations. 

11.2   Serve as trouble call coordinator between JTF-CS and Fort Monroe Public Works and other locations. 

11.3   Develop, maintain, and execute the Multi Year Facility Maintenance and Improvement Plan for all assigned JTF-CS facilities in garrison and at deployment locations.  The Plan shall include facility surveys, project identification, scope of work development, budget estimates and required interaction with Fort Monroe Public Works, command comptroller, and other locations, as required. 

11.4   Develop and maintain a Space Utilization Plan for all assigned spaces and coordinate issues related to moving personnel within these spaces to include furniture, utility systems and communication requirements. 

11.5   Represent JTF-CS at engineering working groups or meetings related to facility management issues.   

11.6   Experience:   Four years experience in facility maintenance

12.0   Help Desk Technician

As tasked, the Contractor shall:

12.1   Support C4I plans during training, exercises and CBRNE CM operations.

12.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

12.3   Provide computer help desk and technician support to assist the JTF staff with computer problems.

12.4   Assist JTF-CS personnel with workstation configuration.

12.5   Perform administrator level functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment.

12.6   Assist workstation administrators in the performance of basic day-to-day system administration tasks.

12.7   Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with Commercial Off the Shelf/ Government Off the Shelf (COTS/GOTS) products on Windows platforms.

12.8   Maintain data files and monitor system configuration to ensure data integrity. 

12.9   Monitor network performance using assigned network management system(s).

12.10  Provide command personnel initial and recurring user network certification training.

12.11  Maintain command Automatic Data Processing Equipment (ADPE) inventories to include computers, cell phones, pagers, and other personal communication systems, as applicable.

12.12  Maintain the J6 read file covering Regional Computer Emergency Response Team (RCERT), communications systems and service status, and personnel information.

12.13  Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

12.14  Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 and 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of Information Technology (IT) hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  
13.0   Information Assurance System Administrator

As tasked, the Contractor shall:

13.1   Support C4I plans during training, exercises and CBRNE CM operations.

13.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

13.3   Provide Level 2 technical support to assist the JTF staff with computer problems.

13.4   Execute information assurance actions as directed by the DoD and document IA actions in the DoD’s master database.

13.5   Perform Level 2 administrator level functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment.

13.6   Provide hands-on Level 2 system administration support, system maintenance and operations support of all JTF-CS servers. These include Windows 2000 servers, Oracle databases, Interned web servers, web caching servers, and geographic information’s system servers and associated applications.  Systems operate in development, testing and production environments (to include deployed military operations.) 

13.7   Support the operation and maintenance of LANs, WANs, routers and firewalls.

13.8   Assist Level 1 workstation administrators in the performance of basic day-to-day system administration tasks.

13.9   Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with Commercial Off the Shelf/ Government Off the Shelf (COTS/GOTS) products on Windows platforms.

13.10  Perform system backups and recovery.

13.11  Provide general troubleshooting on network systems.

13.12  Maintain data files and monitor system configuration to ensure data integrity. 

13.13  Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

13.14  Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  The contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

14.0   Information/Database Manager

As tasked, the Contractor shall:

14.1   Support C4I plans during training, exercises and CBRNE CM operations.

14.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

14.3   Provide support in the areas of database design, development, and training in data entry procedures, implementation, and administration in support of database function requirements.   

14.4   Attend meetings addressing information management issues and policy.  

14.5   Provide technical input at meetings and shall interview/collect information from all staff directorates to identify JTFCS staff database requirements.  

14.6   Develop, maintain, and monitor command information database architectures for operations, exercises and training scenarios. 

14.7   Develop appropriate IM annexes in support of these events. 

14.8   Advise the command of scheduled and unscheduled database maintenance actions, to include software upgrades, and policy directive policy compliance actions. 

14.9   Coordinate database administration issues with command and supporting organizations. 

14.10  Develop and review the command’s overall IM database architecture for both in-garrison and deployed CBRNE CM operations, detailing the requirements as they relate to communications connectivity and software compatibility between supporting and supported organizations. 

14.11  Review command IM plans to ensure adequacy and supportability. 

14.12  Provide input to plans, training, and doctrine regarding IM database issues. 

14.13  Support deployment for exercise and contingency operational requirements. 

14.14  Assist with initial data integration and migration, to include data mapping.  

14.15  Support information management related activities, processes, data modeling, operational management, systems maintenance, courseware and training design, and training.

14.16  Maintain familiarity with Information Management concepts and business process engineering concepts.

14.17  Experience:  More than three years previous operational experience as a manager of information/knowledge management systems.  Military information management background and working knowledge of Joint DoD Staff operations are desirable.  Strong inter-personal, verbal and written communication and presentation skills required.  Ability to identify tasks, which require automation, develop plans for automation, a solid understanding of the Windows 2000-based operating system and Oracle 8i database applications, inter-process communication, devices and what drivers do, and file system concepts.  A solid understanding of networking/distributed computing environment concepts; understands principles of routing, client/server programming, the design of consistent network-wide file system layouts.  The contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

15.0   Intelligence and Infrastructure Analyst 

As tasked, the Contractor shall:

15.1   Perform detailed Intelligence Preparation of the Battlespace (IPB), identifying key terrain, lines of communications, population distribution patterns, health care centers, sources of food and water, and other pertinent information; determining airport capabilities, ground traffic patterns, main thoroughfares, potential congestion points that might effect assistance or evacuation operations; identifying potential outlying areas to shelter evacuees and determine food and potable water sources at outlying areas. Identify key locations and information distribution capabilities for local and state emergency services.

15.2   Assist in conducting analysis of foreign terrorist CBRNE capabilities and intentions of using CBRNE against domestic targets.

15.3   Develop a capability to identify, track and interpret trends and patterns among terrorist groups operating domestically.

15.4   Establish working relationships with the United States Northern Command (USNORTHCOM) Combined Intelligence Fusion Center and national-level intelligence agencies to ensure the availability of products and assessments to the JTF-CS at all times.

15.5   Provide input to determine the potential threats and their impact on the CBRNE CM mission and advise the J2 on force protection posture while deployed and in garrison.

15.6   Coordinate CBRNE threat analysis with the JTF-CS Law Enforcement/Force Protection Officer.

15.7   Model consequences and coordinate weapons effects results with the Defense Threat Reduction Agency, the Department of Energy, and the US Army Center for Health Promotion and Preventive Medicine, and other federal agencies as necessary.   

15.8   Develop, review and comment on CBRNE consequence management related intelligence doctrine, tactics, techniques and procedures. Establish basic intelligence and information requirements and direct the preparation of support packets for CBNRE CM operations.

15.9   Represent JTF-CS J2 as required in the Joint Planning Group (JPG) or Joint Planning Augmentation Cell (JPAC).

15.10  Assist in the development of Commander’s Critical Information Requirements (CCIR) and Priority Intelligence Requirements (PIR) both in garrison and in a deployed setting. 

15.11  Prepare and deliver to the JTF-CS staff intelligence threat briefings on a routine basis to support the Command situational awareness and planning efforts.

15.12  Interface with the JTF-CS staff on the issues that may require access to Sensitive Compartmented Information (SCI) or be required to attend meetings in Sensitive Compartmented Information Facilities (SCIFs).

15.13  Experience: The Intelligence analyst must have a military intelligence all-source analytic background, extensive experience in production of intelligence preparation of the battle space (IPB) products and experience in working with computer automated analytic tools, databases, and spreadsheets.  Prefer candidates with analytical experience in asymmetric threat, WMD proliferation and/or terrorism.  Familiarity with ADP systems supporting intelligence production and analysis, specifically Joint Deployable Intelligence Support System (JDISS), INTELINK and the Department of Defense Intelligence Information System (DODIIS) Automated Message Handling System (AMHS), is desirable.  Previous operational tours in a military intelligence all-source production center and/or serving in an intelligence capacity on a joint DoD staff are desired.  Effective written and verbal communications skills, to include briefing senior-level audiences, are required.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

16.0   Intelligence Exercise and Training Officer 

As tasked, the Contractor shall:

16.1   Coordinate JTF-CS scenario development to insure intelligence-specific Joint Mission Essential Task Lists (JMETLs) are exercised as required, develop exercise plans, and plan participation. 

16.2   Attend and represent Joint Task Force-Civil Support (JTF-CS) at exercise planning meetings and training events to coordinate JTF-CS/J2 participation. 

16.3   Prepare J2 Exercise After Acton Reports (AARs). 

16.4   Use Joint Uniform Lessons Learned (JULL) and prepare JULLs input for all operations, joint exercises, and other training events. JULLS and other AAR material will be kept in a database as directed by the command. 

16.5   Coordinate JTF-CS J2 training plans, including organizing schools and review of joint intelligence doctrine. 

16.6   Conduct routine/yearly required J2 staff training. 

16.7   Conduct situational training pertinent to upcoming operations and exercises. 

16.8   Assist in the coordination with United States Northern Command (USNORTHCOM) J27 for overall command training plan and opportunities.  Assist in the coordination of an annual JMETL review with USNORTHCOM staff directorate. 

16.9   Support the development of JTF-CS plans, CBRNE CM doctrine and Joint Tactics Techniques and Procedures (JTTPs). 

16.10  Support the staff on all items related to intelligence training. 

16.11  Support the staff in the planning of exercises, training events or real world incidents that require access to Sensitive Compartmented Information (SCI) material or admittance to SCI facilities. 

16.12  Support the J2 staff on the requirements of CBRNE CM training.

16.13  Build individual training courses and identify software as directed by the J2 that will support the command’s training program. 

16.14  Interface with, and fully support, those Contractors or other experts who are external to this contract that the command selects to support specified exercises and training for intelligence within the CBRNE CM. 

16.15  The Contractor will coordinate closely with J7 exercise design/implementation team and will be responsible for drafting all J2-related exercise/Master Scenario Events List (MSEL) injects.

16.16  Experience: The Intelligence Exercise and Training Officer must have at least one (1) year of current experience in the tactical, operational or strategic level of warfare, experience in operations other than war, and asymmetric threat   Experience in Nuclear, Biological, Chemical Warfare tactics and devices/agents desired. The Intelligence Training and Exercise Position must have a military intelligence background; experience with exercise design, development and validation, and a working knowledge of joint DoD staff operations.

17.0   Intelligence Planner

As tasked, the Contractor shall:

17.1   Coordinate JTF-CS staff review of intelligence documents and directives up for review or initial staffing. 

17.2   Develop or coordinate review of appropriate intelligence plans supporting CBRNE CM. 

17.3   Develop intelligence estimates, plans, annexes and appendices appropriate to supporting JTF-CS CBRNE CM exercises and operations. 

17.4   Support in coordination of CBRNE CM plans with other Intelligence Community, Department of Defense (DoD), Federal and State agencies. 

17.5   Be the subject matter expert on Intelligence Community, DoD, Joint DoD Staff, Service, and United States Northern Command (USNORTHCOM) intelligence plans and directives.  Also be familiar with Federal, DoD and staff intelligence plans applicable to Consequence Management of a Weapons of Mass Destruction (WMD) event. 

17.6   Support or serve as the J2 representative to the Joint Planning Group and the Operational Planning Group. 

17.7   Assist in the development of intelligence preparation of the battlespace (IPB)/operational net assessment (ONA) products supporting crisis action and deliberate planning. 

17.8   Support development of intelligence doctrine and Joint Tactics Techniques and Procedures (JTTPs). 

17.9   Support the JTF-CS J2 in the planning of exercises, training events or real world incidents that require access to Sensitive Compartmented Information (SCI) material or admittance to SCI facilities. 

17.10  Experience: The Intelligence planner will have an intelligence background, experience in contingency planning and operations, and knowledge of joint DoD staff operations.  A minimum of 4 years of intelligence experience is required, with at least one year in intelligence plans billet. The Contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.
18.0   Joint Operations Planning and Execution System (JOPES) Support Specialist   

As tasked, the Contractor shall:

18.1   Provide technical, clerical and administrative support in the performance of all the services required.  This includes, but is not limited to a thorough knowledge of Transportation Coordinator Automated Command and Control information system (TC-ACCIS), Computerized Movement Planning and Status System (COMPASS) as it relates to Joint Operations Planning and Execution System (JOPES).   Provide analytic skills in retrieving and evaluating unit movement data (UMD) for accuracy, validity and compliance within regulatory guidance essential.  Support the JOPES Supervisor in developing Time Phased Force Deployment Data (TPFDD) database information for all exercises and real world events.

18.2   Provide input on the development and evaluation of all movement plans, by translation Major Subordinate Commands (MSC) TC-ACCIS data into the JOPES database.  Assist in analyzing mission and resource tasking in conjunction with higher level guidance, regarding operations to develop, adapt, modify, coordinate and implement OPLANS, fragmentation orders (FRAGOS) and related planning documents.  Assist in the evaluation of deployment/redeployment plans and TPFDDs to ensure continuity.

18.3   Must have knowledge of GCCS, JOPES editing tool and COMPASS. Should have knowledge of AGCCS, TC-AIMS II and the collateral local area network.

18.4   Develop and provide input to formal presentations at the General Officer and Combatant Command level.

18.5   Attend and provide administrative and technical assistance as needed in the organization of JOPES planning conferences pertaining to the development of TPFDD, OPLANs or deployment/re-deployment of contingency forces.

18.6   Manage the communication, installation, operation and technical support for GCCS, AGCCS, and collateral local area network (Classified email system) for the movement operations center.

18.7   Participate in and provide assistance to the Joint Planning Group (JPG) as needed.

18.8   Participate as a member of the JPG, monitor current operations and exercises, identify and resolve issues affecting the mission and elevate problems if appropriate.

18.9   Be able to communicate effectively with representatives of various organizations.

18.10  Be familiar with force structure, organizations, missions and functions of Joint service organizations.

18.11  Be familiar with Video Teleconference media to coordinate unit movement requirements, schedule transportation and manage force deployment and re-deployment flow.

18.12  Possess knowledge of Unit Status Reporting (USR), planning and deployment/redeployment operations in order to provide guidelines for subordinate commands.

18.13  Be familiar with joint planning processes and strategic plan concepts.

18.14  Provide administrative support to Joint Planning Group (JPG) and JOPES Supervisor as need.

18.15  Experience: Graduate of Joint Basic Operations Course (JBOC) and Joint Planning and Execution System (JOPES)  course required.  The JOPES Specialist will have experience in contingency planning and operations, and knowledge of joint DoD staff operations.  A minimum of five (5) years JOPES experience is required, with one (1) billet at the Joint/OSD policy or planning level is desired. Familiarity with the functionality of the Global Command and Control System (GCCS) is essential.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.  Basic staffing skills as to assist in developing CONOPs, Staff Estimates, Operation Orders, and associated Annexes.  Requires effective written and verbal communications skills, to include briefing senior level audiences.

19.0  JTIMS/JTP Clerk

As tasked, the Contractor shall:

19.1   Input data into the Joint Training Information Management System (JTIMS) and print reports as required.

19.2   Deconflict and select exercise schedules IAW command guidance and applicable DoD directives.

19.3   Schedule conferences and milestones IAW command guidance and the Joint Exercise Life Cycle.

19.4   Document and post Joint After Action Review information for the Phase IV assessment.

19.5   Maintain training records and status for the command.

19.6   Assist in the preparation of the JTF-CS Joint Training Plan.

19.7   Experience:  A previous joint DoD tour is desired.

20.0   Lead Exercise Planner 

As tasked, the Contractor shall:

20.1   Work in accordance with the Joint Exercise Life Cycle to prepare and conduct joint exercises.  This will include:  scenario development, drafting exercise injects, Master Scenario Event List development, writing exercise directives and developing Joint After Action Review reports. 

20.2   Draft and review Execution Orders and Fragmentary Orders for all exercises and operations. 

20.3   Support in coordination of plans with other DoD, Federal, State, and local agencies. 

20.4   Support development of CBRNE CM doctrine and JTTPs.

20.5   Experience: A completed joint DoD tour is desired. 

21.0   Logistics Planner 

As tasked, the Contractor shall:

21.1   Coordinate the JTF-CS staff review of CBRNE CM documents and directives up for review or initial staffing. 

21.2   Develop or coordinate review of appropriate plans supporting JTF-CS consequence management. 

21.3   Support the coordination of logistics plans with other DoD, Federal, State and local agencies. 

21.4   Be the subject matter expert on DoD, Joint DoD Staff, Service, and USNORTHCOM plans and directives.

21.5   Review identified Service installation plans, benchmarking best practices and recommending appropriate changes and standards. 

21.6   Support development of CBRNE CM logistical doctrine and Joint Techniques, Tactics and Procedures (JTTPs). 

21.7   Serve as a member of a Joint Planning Augmentation Cell, other cells, or boards, as required. 

21.8   Support the JTF-CS staff in the planning or exercises, training events or real world incidents that require access to Sensitive Compartmented Information (SCI) material or admittance to SCI facilities.

21.9   Experience:  The individual shall be knowledgeable of Government regulations, manuals, technical orders, standards, and industry publications related to logistics support required.  A minimum of six (6) years of logistical experience is required and two (2) years contingency planning is desired.  Military Logistical Courses (Field Grade Level) are desired.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility, preferably with a current background investigation on file with the Defense Security Service, to complete specified tasks.

22.0   Military Medical Planner (focus-Medical Intelligence, Interagency Liaison, Non-DoD Health Service Resources and Agencies)

As tasked, the Contractor shall:

22.1   Represent JTF-CS Surgeon Directorate as required in the Joint Planning Group (JPG) or Joint Planning Augmentation Cell (JPAC). 

22.2   Support the JTF-CS on all medical issues associated with CBRNE CM training, exercises and operations. 

22.3   Provide subject matter expertise for all DoD, Joint DoD Staff, Service, and USNORTHCOM medical plans and directives. 

22.4   Assist in the coordination with DoD and non-DoD agencies to identify medical response capabilities and assets for CBRNE CM training, exercises and operations.  

22.5   Assist in the coordination of preparing and ensuring the medical readiness of JTF-CS and subordinate units for CBRNE CM training, exercises, and operations. 

22.6   Review identified Service medical plans, benchmarking best practices and recommending appropriate changes and standards. 

22.7   Support the development of CBRNE CM doctrine and Joint Techniques, Tactics, and Procedures (JTTPs). 

22.8   Survey available medical intelligence and information resources to keep the JTF-CS Surgeon and staff updated on new resources and trends in the provision of disaster related healthcare. 

22.9   Construct informational briefs for the Surgeon Directorate to ensure rapid and accurate dissemination of medical information. 

22.10  Support review of medically related Service installation plans, benchmarking best practices and recommending appropriate changes and standards.

22.11  Experience: The Medical planner position must have an CBRNE background, experience in contingency planning for CBRNE Consequence Management incidents and operations, and a knowledge of joint DoD staff operations.  A minimum of five (5) years of WMD and/or disaster medical planning experience is required.  Prior military experience including one (1) tour with a military medical CM unit is preferred.  The Contractor must possess a SECRET security clearance with TOP SECRET SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

23.0   Military Medical Planner (focus-Logistics, Laboratory, Training & Exercise)

As tasked, the Contractor shall:

23.1   Support JTF-CS on all medical logistics, medical laboratory, and medical training and exercise matters requiring CBRNE expertise. 

23.2   Support, review and remain up-to-date on latest CBRNE supply and equipment issues. 

23.3   Assist JTF-CS Nuclear, Biological, and Chemical (NBC) officer in monitoring status of all JTF-CS NBC assets and readiness status. 

23.4   Assist JTF-CS NBC officer in recommending storage and storage monitoring requirements for all medical and medically related supplies and equipment. 

23.5   Represent JTF-CS Surgeon Directorate in the Joint Planning Group (JPG) or Joint Planning Augmentation Cell (JPAC). 

23.6   Coordinate JTF-CS exercise scenario development to ensure Joint Mission Essential Tasks (JMET) are exercised.  Develop exercise plans and plan participation. 

23.7   Attend and represent the JTF-CS at exercise planning meetings and training events to coordinate JTF participation. 

23.8   Prepare Joint After Action Reviews (JAAR). 

23.9   Use Joint Uniform Lessons Learned (JULL) and prepare JULLs input for all medically related aspects of operations, joint exercises, and other training events. JULLS and other AAR material will be kept in a database as directed by the command. 

23.10  Coordinate JTF-CS medical staff elements training plans, including organizing schools and review of operational “playbooks” and operational orders. 

23.11  Conduct routine/yearly required medical staff training. 

23.12  Conduct situational training pertinent to upcoming operations and exercises. 

23.13  Support the development of JTF-CS plans, CBRNE CM doctrine and JTTPs. 

23.14  Support the JTF-CS medical staff in CBRNE CM training. 

23.15  Interface with and fully support those Contractors or other experts who are external to this contract that the command selects to support specified exercises and training for CBRNE. 

23.16  Maintain familiarity with all DoD NBC assets and capabilities that may be employed in a CBRNE CM operation.

23.17  Experience: The Medical planner position must have an CBRNE background, experience in contingency planning for CBRNE Consequence Management incidents and operations, and a knowledge of joint DoD staff operations.  A minimum of five (5) years of disaster medical planning experience is required.  Prior military experience including one tour with a military medical CM unit is preferred. Prior experience in training and exercise development and execution is required.  The Contractor must possess a SECRET security clearance with TOP SECRET SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.
24.0   Military Personnel Specialist

As tasked, the Contractor shall:

24.1   Assist in the development of a JTF-CS military fitness reports program, including a tracking mechanism for results.

24.2   Assist in the development of a JTF-CS awards and decorations program including a tracking mechanism. 

24.3   Support management of Joint Reception Center (JRC) personnel augmentation process during CBRNE CM training, exercises, and operations. 

24.4   Support JTF-CS in ensuring personnel accountability. 

24.5   Assist in the development of procedures for tracking personnel availability, casualty accountability and reporting during training, exercises and operations. 

24.6   Provide expert Microsoft Access Data Base experience to support military personnel operations and tracking. 

24.7   Support all services active and reserve component policies and instructions on personnel management. 

24.8   Develop military personnel database with tracking and query capabilities, and shall maintain the database and assist with updating the database.

24.9   Experience:   The candidate must be current in the area of DoD human resources operations, support and planning.  The candidate must be familiar with current DoD instructions, directives and doctrine.  A minimum of four (4) years of Personnel Records Management is desired.

25.0   Mortuary Affairs (MA) Planner Level 1 (Strategic/Operational)

As tasked, the Contractor shall:

25.1   Deploy in support of the Command Assessment Element, as a member of a Joint Planning Augmentation Cell or a Joint Technical Augmentation Cell as required.  

25.2   Provide support to the Joint Planning Group on MA matters.

25.3   Advise and assist in the development of MA related polices, procedures, plans, and doctrine as it applies to the JTF-CS mission to include: search and recovery, transportation, tentative identification, preservation, sanitation, decontamination, disposition, and temporary interment procedures for human remains.

25.4   Maintain current knowledge and references on state and municipal laws, regulations, procedures and practices on MA, as they pertain to potential CBRNE CM missions.

25.5   Stay current on mortuary affairs planning.

25.6   Support efforts to conduct mortuary affairs liaison relationships with appropriate DoD, Federal, State, and local agencies and entities.

25.7   Maintain contact with DoD Chief Joint Mortuary Affairs Office to include participating in meetings, policy development, etc.  Be prepared to advise the CJTF-CS on the appropriate employment of DoD forces in support of civil mortuary affairs requirements.

25.8   Prepare and deliver mortuary affairs briefings, training, and information using lecture, written media, and slides.

25.9   Review and conduct analysis of various documents, including but not limited to, CONPLANS, CONOPS, CAMPLANS, FUNCPLANS, briefings and case studies.  

25.10  May be required to assist other planning efforts as directed.  

25.11  Experience: Shall have five (5) years specialized experience in the military logistic field and general MA subject matter expertise, prefer specific MA staff or command experience as MA or Special Unit Commander, or MA Staff Planner (JMAO). Basic staffing skills as to assist in developing CONOPs, Staff Estimates, Operation Orders, and associated Annexes.  Requires effective written and verbal communications skills sufficient to brief senior level audiences. 

26.0  Mortuary Affairs (MA) Planner  Level 2 (Tactical)

As tasked, the Contractor shall:

26.1   Deploy in support of the Command Assessment Element, as a member of a Joint Planning Augmentation Cell or a Joint Technical Augmentation Cell as required.

26.2   Advise and assist in the development of mortuary affairs related polices, regulations, procedures, plans, and doctrine as it applies to the CBRNE CM operations, to include but not limited to, search and recovery, transportation, tentative identification, preservation, sanitation, decontamination, disposition, and temporary interment procedures for human remains.

26.3   Stay current on mortuary affairs planning issues to include,  making necessary phone calls, sending e-mails, developing briefings, attending meeting and conferences, and other general staffing activities.

26.4   Support efforts to conduct mortuary affairs liaison relationships with appropriate DoD, Federal, State and local agencies and entitiess.

26.5   Prepare and deliver mortuary affairs briefings, training, and information using lecture, written media, and slides.

26.6   May be required to assist other planning efforts as directed.

26.7   Experience: Shall have three (3) years specialized experience in the military logistic field and general MA subject matter expertise, prefer specific MA staff experience as a MA Senior NCO or MA Staff Planner (JMAO). Basic staffing skills are required to assist in developing CONOPs, Staff Estimates, Operation Orders, and associated Annexes.  Requires effective written and verbal communications skills.

27.0   Network and Transmission Systems Technician

As tasked, the Contractor shall:

27.1   Support Command, Control, Communications, Computers and Information (C4I) plans during training, exercises, and CBRNE CM operations.

27.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

27.3   Integrate, operate, troubleshoot, and maintain LAN and WAN components such as multiplexers, routers, firewalls, data and voice switches, modems, media converters, and COMSEC equipment.  Systems operate in development, testing and production environments (to include deployed military operations.) 

27.4   Install, operate, and maintain SATCOM systems in garrison and while deployed.  

27.5   Install, operate, and maintain deployable UHF TACSAT, Land Mobile Radio, and high frequency transceivers.  Use associated test, diagnostic, maintenance, and operational equipment.

27.6   Provide general troubleshooting on network systems.

27.7   Maintain data files and monitor system configuration to ensure data integrity. 

27.8   Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 and 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  Experience with RF systems (SATCOM and narrowband radio) mandatory. The Contractor must possess a TOP SECRET security clearance with SCI eligibility with a current background investigation on file with the Defense Security Service, to complete specified tasks.

28.0   Nuclear Biological Chemical (NBC) Equipment Technician

As tasked, the Contractor shall:

28.1   Inspect, maintain, and coordinate the necessary replacement of all JTF-CS NBC equipment.

28.2   Assist in the coordination with necessary Agencies to ensure compliance with environmental laws governing the use of NBC equipment.

28.3   Organize and provide instruction to JTF-CS on the use of individual NBC protective equipment.

28.4   Operate the JTF-CS NBC equipment secure storage area.

28.5   Support the JTF-CS Force Protection plan by planning and recommending the use of NBC warning equipment.

28.6   Support the analysis of the threat and recommend the level of NBC protection for deployed JTF-CS and subordinate units.

28.7   Experience:  The candidate must be current in the area of DoD NBC operations and planning.  The candidate must be familiar with current DoD instructions, directives and doctrine concerning NBC equipment.  A minimum of four (4) years of NBC training, operations, and equipment support is desired.

29.0   Operations Administrative Assistant

As tasked, the Contractor shall:

29.1   Support design of administrative procedures in-garrison and during CBNRE training, exercises, and operations. 

29.2   Support report management during CBNRE CM operations 

29.3   Have a thorough understanding of DoD and USNORTHCOM admin support regulations and formats. 

29.4   Support office supplies and related requirements for the JTF-CS staff in-garrison and during CBNRE training, exercises, and operations. 

29.5   Update Web sites. 

29.6   Prepare, update and brief maps and charts 

29.7   Provide Administrative support. 

29.8   Experience: Two military tours of operational experience, including two deployments at the E-6 or above level are desired.

30.0   Operations Duty Officer (ODO)

As tasked, the Contractor shall:

30.1   Receive and edit all incoming daily SITREPS from subordinate commands as required.  Draft the applicable SITREP and forward to the J3 Director as appropriate.

30.2   Screen all incoming message traffic, copy messages of interest, and provide a copy to the J3 Director.

30.3   Maintain a duty log of all significant events and actions.  This will be briefed and turned over to the incoming ODO during the shift changeover brief.

30.4   Track the location and movement of specified forces.

30.5   Establish and maintain connectivity with each subordinate command center.

30.6   Schedule and prepare slides for the weekly USNORTHCOM briefing/VTC (CSAM).

30.7   Draft messages for transmission.

30.8   Maintain proficiency in Global Command and Control System (GCCS) operations, Local Information Management System, Automated Message Handling System (AMHS), Area Security Operations Command & Control System (ASOCC), LOGBOOK, C2PC, DTCS, DMS/AMHS, Internet, Defense Red Switch Network phone operations, facsimile machine operations, and Secure phone operations.

30.9   Maintain situational awareness and provide updates to the Commander and his staff as required.

30.10  Maintain situation awareness from all available sources, to include, but not limited to, intelligence, news media, and reports from other commands/agencies as to developments and indicators that could lead to the deployment of DoD forces for CBRNE CM.

30.11  Serves as the command representative and point of contact.

30.12  Maintain a thorough understanding of Commander’s critical Information Requirements (CCIR) and required reporting of CCIRs.

30.13  IAW guidance provided, identify informatkion to be brought to the immediate attention of CJTF-CS, Command Group and/or key JTF-CS staff members.

30.14..Experience:  Must have a minimum of four (4) years government experience.  Requires poise and oral/written communication skills appropriate to communicate with senior Commanders and other external commands and agencies.

31.0   Physical Security Specialist

As tasked, the Contractor shall:

31.1   Provide physical, clerical and administrative support to USNORTHCOM/JTF-CS Physical Security Officer.  This includes, but is not limited to the development of security regulations, establishment of administrative and emergency procedures, conducting site surveys, designing CCTV/surveillance plans and ensuring compliance with SCIF physical security standards. 

31.2   Action Officer for physical security planning in-garrison and for training, exercises and CBRNE CM operations. 

31.3  Prepare correspondence, written internal control procedures, publications and other similar program documentation related to overall physical security functions. 

31.4   Ensure a 24/7 ready capability exist for deployment of access control and surveillance equipment and personnel. 

31.5   Establish and maintain an awareness of new technology to combat against physical intrusion. 

31.6   Maintain applicable physical security directives, regulations, manuals, and guidelines to adequately discharge Physical Security duties and responsibilities. 

31.7   Attend installation and Air Force physical security meetings. 

31.8   Serve as member of JTF-CS Threat Working Group, Facilities Working Group, Financial Working Group and Exercise Planning Group. 

31.9   Be responsible for all security containers, locks, combinations, etc. 

31.10  Be responsible for developing deployment security plans that integrate into city, state, agency, base support installation and separate facility/unit emergency plans. 

31.11  Ensure appropriate accreditation documentation is available for all surveillance equipment and SCIFs. 

31.12  Develop deployment plans and operating procedures for deployment, setup and tear down of Tactical SCIF (TSCIF).

31.13  Ability to deploy, setup and provide physical security for a TSCIF.

31.14  Experience:  Incumbent must have at least 5 years experience working in a SCI and collateral physical security environments.  Incumbent must be familiar with DoD and Defense Central Intelligence physical security standards.  Incumbent must have attended formal DoD physical security training.   The Contractor must possess a TOP SECRET security clearance with SCI eligibility with a current background investigation on file with the Defense Security Service, to complete specified tasks.

32.0   Program Manager

As tasked, the Contractor shall:

32.1   Support management of the Contractor support team across all elements of JTF-CS. 

32.2   Provide monthly contract status reports to the JTF-CS Chief of Staff and Contracting Officers Representative (COR).

32.3   Interface with JTF-CS staff on status of task performance. 

32.4   Provide interface to Contractor for capability of follow-on tasks and access to expertise. 

32.5   Coordinate program review meetings including arranging for facilities and equipment, developing agendas, preparing attendance lists, and publishing meeting results.

32.6   Provide advice to the Command Group for the Strategic Vision Initiative.

32.7   Experience:  Ten years of senior leadership and management background.  The Program Manager shall have three (3) years Chemical Biological Radiological Nuclear or High Yield Explosive (CBRNE) experience.  

33.0   Public Affairs (Community Relations) Specialist

As tasked, the Contractor shall:

33.1   Plan, direct, and conduct the JTF-CS community relations/civic outreach program.  Elements of that program include:  managing the task force speaker’s bureau, managing the command exhibit program and managing the production of the marketing products needed for the unit’s outreach efforts (brochures, command briefing, command video, display audiovisual elements).  Coordinate any outreach performed by JTF-CS members.  Maintains documentation of all contacts, presentations, and correspondence.  Provides written analysis of program activities to unit leadership. 

33.2   Assist in the development of the overall marketing plan for the JTF-CS.  Establishes and maintains contact and effective working relationships with the local businesses, civic leaders, and public affairs offices.  Establishes and maintains contact with social and civic groups.  Plans and conducts special programs, arranges for military speakers, prepares displays and conducts presentations to audiences with the objective of sustaining a high degree of public awareness, understanding, and support of JTF-CS. 

33.3   Accomplishes periodic and one-time projects directed by higher headquarters.   Exercise one-time projects to develop a standard Unit Type Code (UTC) for deployments of public affairs (PA) personnel to Interagency Joint Information Centers during CBRNE CM operations, involving planning and manpower requirements, and responses necessary to support domestic CBRNE CM training, exercises, and operations.  Interprets directives of higher headquarters, determines necessary steps to complete the project, and provides guidance to command organizations to submit data or take actions in order to accomplish the purposes of the project.  Maintains written and electronic contact with key personnel in the field to ensure understanding of project requirements and timely meeting of milestone events, and with project managers at higher headquarters, to seek guidance when needed. When necessary, obtains coordination within the headquarters of those staff elements concerned with the project. Ensures all follow-on actions of the project are accomplished and documented. 

33.4   Attends conferences and meetings. Develops and delivers oral presentations to large gatherings of contemporary consequence management professionals and interested publics. 

33.5   Determines and accurately estimates and assesses resource (human and other) support requirements. 

33.6   Writes news releases, feature articles, scripts and announcements for local, regional, national and international news media outlets to acquaint the public JTF-CS, current local manpower requirements, actions and mission of the unit.  Gathers background information and factual material by interviewing visiting officials and operations personnel; searching records, documents, and publications; and personally observing functions, events and activities. Gathers information for official spokespersons to use in addressing public relations problems.  Recommends various public affairs techniques, tactics and procedures to mitigate problems.  

33.7   Performs other Public Affairs functions, as needed. 

33.8   Assists in training of public affair augmentation personnel to support a CBRNE CM operation.

33.9   Experience:  Weapons of Mass Destruction/Chemical Biological Chemical, Radiological and High Yield Explosive (WMD/CBRNE) background is desired.   Eight (8) years of public affairs experience required.

34.0   Reserve Personnel Coordinator

As tasked, the Contractor shall:

34.1   Assist in the management of the JTF-CS Reserve program. 

34.2   Develop the Reserve Component (RC) yearly requirements. 

34.3   Assist in the development and management of the yearly RC budget requirements. 

34.4   Provide administrative support and office management to the section. 

34.5   Be familiar with all DOD, RC regulations and directives for each Service. 

34.8   Be familiar with preparing RC manning briefings as required. 

34.9   Experience:  Works with limited supervision and direction.  Will be required to use judgment and initiative in problem solving.  Prior experience working with management of RC human resources is required.

35.0   Security Administration Specialist

As tasked, the Contractor shall:

35.1   Provide clerical and administrative support to USNORTHCOM/JTF-CS Command Security Manager, including, but not limited to, the development of security regulations, processing inbound and outbound personnel security requirements, badging personnel, database management, answering telephones, taking notes, scheduling activities and providing service support to customers. 

35.2   Process visitor request forms for personnel visits to other locations. 

35.3   Conduct courier briefings and oral attestations. 

35.4   Prepare courier cards and courier authorization letters. 

35.5   Ensure a 24/7 ready capability exists for deployment of access control equipment, badges and other required equipment. 

35.6   Work with Facility Security Officers and Agency Security Managers in processing inbound clearances and visitor request forms. 

35.7   Maintain applicable personnel and industrial security directives, regulations, manuals, and guidelines to adequately discharge Personnel/Industrial Security duties and responsibilities. 

35.8   Attend Air Force and other agency personnel security meetings. 

35.9   Brief Command Security Manager on new initiatives in the Personnel/Industrial Security areas. 

35.10  Input and retrieve data from the Joint Personnel Adjudication System (JPAS). 

35.11  Be responsible for reviewing Electronic Personnel Security Questionnaire information submitted by JTF-CS members. 

35.12  Upon receipt of particular knowledge, notify Command Security Manager of any personnel issues that would negatively impact a JTF-CS member’s ability to be approved for, or retain, a Security clearance. 

35.13  Process purchase request forms and maintain funds accountability for the Command Security Office. 

35.14  Requisition supplies for the Command Security Office. 

35.15  Be proficient in Microsoft Visio software programs.

35.16  Experience:  Incumbent must have at least 4 years experience working in collateral security environments.  Incumbent must be familiar with DoD personnel security standards and NISPOM.  Incumbent must have attended formal DoD personnel and information security training.   

36.0   Senior Doctrine and Plans Analyst 

As tasked, the Contractor shall:

36.1   Coordinate the JTF-CS staff review of Weapons of Mass Destruction (WMD)/CBRNE documents and directives up for review or initial staffing. 

36.2   Develop or coordinate review of appropriate plans supporting JTF-CS CBRNE CM training, exercises, and operations. 

36.3   Assist JTF-CS in providing input to higher headquarters that shapes and influences Joint Publications by providing input via email, VTC and phone.  

36.4   Provide support in coordination of plans with other DoD, Federal, State, and local agencies. 

36.5   Be the subject matter expert on DoD, Joint DoD Staff, Service, and USNORTHCOM plans and directives. 

36.6   Review identified Service installation plans, benchmarking best practices and recommend appropriate changes and standards. 

36.7   Support development of CBRNE CM doctrine and Joint Techniques, Tactics and Procedures (JTTPs). 

36.8   Deploy in support of the Command Assessment Element, as a member of a Joint Planning Augmentation Cell or a Joint Technical Augmentation Cell as required. 

36.9   Support the staff in the planning of exercises, training events or real world incidents that require access to Sensitive Compartmented Information (SCI) material or admittance to SCI facilities. 

36.10  Review and conduct analysis of various documents including  but not limited to CONPLANS, CONOPS, CAMPLANS, FUNCPLANS, briefings and case studies. 

36.11  Establish and maintain proficiency with existing policy and planning developments and changes and advise senior staff of organizational impact. 

36.12  Assist in maintaining JTF-CS’ Knowledge Management (KM) program by developing plans and policies and having input to processes that will support the KM initiative 

36.13  Develop briefings and white papers for presentation to senior level audience.  May be required to deliver no-notice briefings in support of DV/VIP visits. 

36.14  Support the deliberate planning and crisis planning efforts as appropriate.

36.15  Experience: The Senior Doctrine and Plans Analyst will have an WMD/CBRNE background, experience in contingency planning and operations, and a knowledge of joint DoD staff operations.  A minimum of five (5) years of WMD experience is required, with one billet at the Joint/OSD policy or planning level desired. The Contractor must possess a TOP SECRET security clearance with SCI eligibility with a current background investigation on file with the Defense Security Service, to complete specified tasks.  Basic staffing skills as to assist in developing CONOPs, Staff Estimates, Operation Orders, and associated Annexes.  Requires effective written and verbal communications skills sufficient to brief senior level audiences.

37.0   Senior Exercise Planner

As tasked, the Contractor shall:

37.1   Prepare, conduct and evaluate joint exercises in accordance with the Joint Exercise Life Cycle, including:  scenario development, drafting exercise injects, Master Scenario Event List development, writing exercise directives and developing Joint After Action Reviews. 

37.2   Draft and review Execution Orders and Fragmentary Orders for dissemination by JTF-CS in training, exercises and CBRNE CM operations. 

37.3   Support coordination of plans with other DoD, Federal, State and local agencies. 

37.4   Support development of CBRNE doctrine and JTTPs. 

37.5   Establish, and maintain, a thorough understanding of Joint Doctrine and the Joint Training System.

37.6   Experience: The Exercise Planner will have completed a joint DoD tour.  At least four (4) years experience planning/participating in Joint Exercises.  Served as lead planner for at least two (2) Joint Exercises is desired.  

38.0   Senior Emergency Plans Analyst and Strategic Vision Manager Support

As tasked, the Contractor shall:

38.1   Be familiar with the military decision making process and participate in planning efforts as required by the Joint Planning Group.

38.2   Supervise other Contractors working as Emergency Plans Analyst and shall manage workload assignments, personnel issues and serve as Branch Chief for the Emergency Plans Analyst Team.

38.3   Maintain action plans that support effective and efficient analysis of emergency plans.

38.4   Review city and state emergency operations plans and provide analysis in accordance with the Civil Support Operating Systems (CSOS).

38.5   Be responsible for reviewing appropriate plans supporting JTF-CS CBRNE CM training, exercises, and operations to maintain familiarity with CBRNE CM plans. 

38.6   Assist JTF-CS in coordinating with higher headquarters and interagency partners for the collection of city and state emergency operations plans.

38.7   Assist in the development of the Emergency Plans database, including maintaining a prototype and being the responsible party coordinating with software developers during the development, testing and evaluation phases of the database.

38.8   Provide support in the areas of database design, development, training in data entry procedures, implementation, and administration in support of database function requirements as it relates to the Emergency Plans database.

38.9   Provide technical input at meetings and shall interview/collect information from all staff directorates to identify JTF-CS Emergency Plans database requirements. 

38.10  Support JTF-CS outreach initiatives, including public affairs events, Distinguished Visitor (DV) visits or senior level briefings as the subject matter expert for Emergency Plans analysis. 

38.11  Prepare correspondence for general officer level review to civilian agencies including, but not limited to Mayors, Governors, State Adjutant Generals, State Emergency Planners and Homeland Security Managers. 

38.12  Be responsible for cataloging and accounting for incoming plans and maintaining a current plans inventory.

38.13  Review the validity of the Civil Support Operating Systems to ensure relevancy and make changes, as appropriate, based on lessons learned from exercises and real world events.

38.14  Support the staff in the planning or exercises, training events or real world incidents that require access to SCI material or admittance to SCI facilities.

38.15  Develop briefings and white papers for presentation to senior level audience.  May be required to deliver short fuse briefings in support of DV/VIP visits. 

38.16  Support the deliberate planning and crisis planning efforts as appropriate. 

38.17  Serve as facilitator of the organizational Strategic Vision initiative and serve as primary coordinator for this effort.

38.18  Recommend changes to JTF-CS business processes or initiatives to maintain the effectiveness and efficiency of day-to-day operations.

38.19  Attend training and workshops as necessary to maintain proficiency with quality management initiatives.

38.20  Assist in maintaining the Strategic Vision and assist in maintaining the Knowledge Management Plan.

38.21  Serve as a business process advisor and process improvement facilitator as required.

38.22  Experience: Military background or experience in a joint DoD staff highly desired but not required. Requires effective written and verbal communications skills sufficient to brief senior level audiences.
39.0   System Administrator (Level 1)

As tasked, the Contractor shall:

39.1   Support CC4I plans during training, exercises and CBRNE CM operations.

39.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

39.3   Provide technical support to assist the JTF staff with computer problems.

39.4   Assist JTF-CS personnel with workstation configuration.

39.5   Perform administrator level functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment.

39.6   Provide basic hands-on system administration support, system maintenance and training, exercises and CBRNE CM operations support of all JTF-CS servers. These include Windows 2000 servers, Oracle databases, Interned web servers, web caching servers, and geospatial information’s system servers and associated applications.  Systems operate in development, testing and production environments (to include deployed military operations.) 

39.7   Support the operation and maintenance of LANs, WANs, routers and firewalls.

39.8   Assist Level 2 administrators in the performance of basic day-to-day system administration tasks.

39.9   Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with Commercial Off the Shelf/ Government Off the Shelf (COTS/GOTS) products on Windows platforms.

39.10  Perform system backups and recovery.

39.11  Provide general troubleshooting on network systems.

39.12  Maintain data files and monitor system configuration to ensure data integrity. 

39.13  Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

39.14  Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products.  Possess the ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility with a current background investigation on file with the Defense Security Service, to complete specified tasks.

40.0   System Administrator (Level 2)

As tasked, the Contractor shall:

40.1   Support Command, Control, Communications, Computer and Information (C4I) plans during training, exercises, and CBRNE CM operations.

40.2   Deploy, install, establish, operate, restore and maintain automated data processing and telecommunications systems during training, exercises and CBRNE CM operations.

40.3   Provide Level 2 technical support to assist the JTF staff with computer problems.

40.4   Assist JTF-CS personnel with workstation configuration.

40.5   Perform Level 2 administrator level functions, installation of software, virus patches, upgrades and other daily maintenance procedures to JTF-CS automated data processing equipment.

40.6   Provide hands-on Level 2 system administration support, system maintenance and training, exercises and CBRNE CM operations support of all JTF-CS servers. These include Windows 2000 servers, Oracle databases, Interned web servers, web caching servers, and geographic information’s system servers and associated applications.  Systems operate in development, testing and production environments, to include deployed military operations.

40.7   Support the operation and maintenance of Local Area Networks (LANs), Wide Area Network (WANs,) routers and firewalls.

40.8   Assist Level 1 workstation administrators in the performance of basic day-to-day system administration tasks.

40.9   Assist in the management of the installation of new software releases, system upgrades, evaluation and installation of patches, resolution of software related problems associated with Commercial Off the Shelf/ Government Off the Shelf COTS/GOTS products on Windows platforms.

40.10  Perform system backups and recovery.

40.11  Provide general troubleshooting on network systems.

40.12  Maintain data files and monitor system configuration to ensure data integrity.

40.13  Perform administrator level functions, installations of software, virus patches, upgrades, other daily maintenance procedures and inventory actions to JTF-CS automated data processing equipment.

40.14  Experience:  Demonstrated experience in installing, troubleshooting, maintaining, and upgrading MS Windows 2000 Operating Systems.  Experience in multiple PC hardware platforms, supporting MS Office products. Possess the ability to configure systems, communications devices, and peripheral equipment.  Ability to train site personnel in the proper use of IT hardware and software, provide computer support in a networked environment, have understanding of basic computer network concepts, and excellent customer service skills.  The Contractor must possess a TOP SECRET security clearance with SCI eligibility with a current background investigation on file with the Defense Security Service, to complete specified tasks.

41.0   Training Support

As tasked, the Contractor shall:

41.1   Coordinate and conduct training conferences and training meetings. 

41.2   Compile directorate inputs and produce the Annual Training and Exercise Plan, Joint Training Plan and Quarterly Training Briefs. 

41.3   Maintain the command’s training calendar. 

41.4   Review, gain command approve for, and schedule all command approved individual and collective training, training plans and schools. 

41.5   Coordinate and facilitate the DoD Emergency Preparedness Course Mobile Training Team. 

41.6   Maintain proficiency in Chemical Biological Radiological Nuclear or High Yield Explosive (CBRNE) for deployments as a Joint Planning Augmentation Cell (JPAC) Team member. 

41.7   Coordinate JTF-CS scenario development to ensure Joint Mission Essential Tasks (JMETL) are exercised as required, develop exercise plans, and plan participation. 

41.8   Attend and represent the JTF-CS at exercise planning meetings and training events to coordinate JTF participation. 

41.9   Prepare Joint After Action Reviews (JAAR). 

41.10  Use Joint Uniform Lessons Learned (JULL) and prepare JULLs input for all operations, joint exercises, and other training events. JULLS and other AAR material will be kept in a database as directed by the command. 

41.11  Conduct situational training pertinent to upcoming operations and exercises. 

41.12  Support J7 liaison with USNORTHCOM staff for overall command training plan and opportunities.   Coordinate annual JMETL review with USNORTHCOM staff. 

41.13  Support the development of JTF-CS plans, CBRNE CM doctrine and Joint Tactical Training Plans (JTTPs) 

41.14  Build individual training courses and software that will support the command’s training program. 

41.15  Experience:  A military background and working knowledge of joint DoD staff operations with a minimum of two (2) DoD tours in training or exercise related billets is desired.  
42.0  Video Systems Technician

As tasked, the Contractor shall:

42.1   Support C4 plans during training, exercises and CBRNE CM operations.

42.2   Pack, unpack, and operationally maintain home station and deployable video equipment and associated equipment required to support video teleconferencing to include cameraman/mixer communications equipment.  Operates video teleconferencing equipment during production.  Operationally maintains audio/video teleconferencing equipment and components.

42.3   Coordinate Video Telecommunications (VTC) sessions and input session into the command’s master event schedule.

42.4   Support the command’s audio visual requirements by supporting daily briefings and meetings, and presentations to command visitors.

42.5   Assist communications engineers with the planning of the command’s communications requirements and configurations communications architectures.

42.6   Assist communications operations personnel with the configuration, testing and operation of all the command’s communications equipment.

42.7   Deploy, install, establish, operate, restore and maintain automated data processing systems during training, exercises and CBRNE CM operations.

42.8   Assist system administrators in providing computer help desk and technician support to the JTF staff.

42.9   Assist JTF-CS personnel with workstation configuration.

42.10  Experience: Two (2) years experience in operating video camera in a studio atmosphere, to include set up, testing, and operator maintenance or a vocational/technical school diploma in audio/visual related field.  Two (2) years experience in the operation and configuration of local area networks (LAN); Video Teleconferencing equipment; and current military cryptographic equipment is desired.  The contractor must possess a TOP SECRET security clearance with SCI eligibility, with a current background investigation on file with the Defense Security Service, to complete specified tasks.

43.0   Web Manager/Information Manager

As tasked, the Contractor shall:

43.1   Provide support in the areas of database design, development, and training in data entry procedures, implementation, and administration in support of database function requirements.   

43.2   Attend meetings addressing information management issues and policy.  

43.3   Provide technical input at meetings and shall interview/collect information from all staff directorates to identify JTFCS staff database requirements.  

43.4   Act as the subject matter expert on all issues related to the operation and maintenance of command web sites. 

43.5   Serve as administrative officer for the J6 IM effort. 

43.6   Assist the IM Director with information management requirements. 

43.7   Train staff, assigned forces and interagency augmentees on Windows 2000-based operating system, Microsoft Office applications, and web browsing capabilities of command web-based systems. 

43.8   Develop, maintain, and monitor command information database architectures for operations, exercises and training scenarios.  

43.9   Develop appropriate IM annexes in support of these events. 

43.10  Develop and review the command’s overall IM database architecture for both home station and deployed operations, detailing the requirements as they relate to communications connectivity and software compatibility between supporting and supported organizations. 

43.11  Review command IM plans to ensure adequacy and supportability. 

43.12  Provide input to plans, training, and doctrine regarding IM issues. 

43.13  Support deployment for exercise and contingency operational requirements. 

43.14  Support information management related activities, processes, data modeling, operational management, systems maintenance, courseware and training design, and training. 

43.15  Maintain familiarity with Information Management concepts and business process engineering concepts. 
43.16  Experience:  Three (3) years previous operational experience as a manager of information/knowledge management systems.  Military information management background and working knowledge of joint DoD staff operations are desirable.  Strong inter-personal, verbal and written communication and presentation skills required.  Ability to identify tasks, which require automation, develop plans for automation, a solid understanding of the Windows 2000-based operating system and Oracle 8i database applications, inter-process communication, devices and what drivers do, and file system concepts.  A solid understanding of networking/distributed computing environment concepts; understands principles of routing, client/server Programming, the design of consistent network-wide file system layouts.  The contractor must possess a TOP SECRET security clearance with SCI eligibility,with a current background investigation on file with the Defense Security Service, to complete specified tasks.
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