
ANNEX A – INFORMATION MANAGEMENT INFRASTRUCTURE


The proposed Information Management System must include tailorable infrastructure, procedures and processes pertinent to installation organizations.  CBRN information management reflects the unique nature of the CBRN threat, the time sensitive detection and identification needs, the greatly expanded decision support and course of action (COA) requirements and the critical warning, response and restoration command and control.  Each site will have unique geographical and local area considerations, as well as Service and even Commander-specific requirements.  No single solution will be a “best-fit” across the board.  The general Information Architecture is depicted below.
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Effective Information management capability as depicted above will require:

1. Immediate reporting of detection to appropriate assessment, decision and response elements.

2. Sending of appropriately formatted information from sensor/sensor cluster to centralized tactical data storage for subsequent decision support activities especially if CBRN threat is capable of destroying the sensor collection capability (important for forensics and determining sensor reliability).

3. Support for identification and validation processes.


The Installation Protection Program Concept of Operations will require the ability to rapidly and effectively gather information related to a CBRN incident (Sense), integrate and fuse available information to quickly make appropriate decisions, (Shape).  These decisions will support appropriate response actions to include 1st and emergency response actions, implementation of protection measures (Shield) and initiation of restoration actions (Sustain). 
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Specific information management capabilities required to support this construct include:

1. The ability to selectively warn and report sensor data and processed information.

2. The ability to rapidly estimate the potential extent of the incident and the ability to report the progress/status of survey and control measures to include restoration operations.

3. The ability to share distributed, collaborative information between command elements as needed for determination of course of action.  (e.g. response and/or consequence management actions such as evacuations and road-blocks)

4. An ability to package and distribute raw data and information to other prediction/consequence management tools using common interfaces or standards. 
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