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1.0   INTRODUCTION

1.1	OVERVIEW

USASMDC/ARSTRAT conducts space and missile defense operations and provides planning, integration, control and coordination of Army forces and capabilities in support of U.S. Strategic Command (USSTRATCOM) missions (strategic deterrence, integrated missile defense, space operations and cyberspace operations); serves as the specified proponent for space, high altitude and ground-based midcourse defense; serves as the Army operational integrator for global missile defense; and conducts mission-related research and development in support of Army Title 10 responsibilities.    The primary USASMDC/ARSTRAT performance requirements include:  

1)  Problem Analysis/Research (Define Requirements/Need)
2)  Research and Development (Technology Exploration/Enhancement)
3)  Test and Evaluation Assessments
4)  Fielding
5)  Operational

This organizational structure is designed to provide dominant space and missile defense capabilities for the Army and to plan and integrate Army capabilities in support of USSTRATCOM missions.  

1.2   BACKGROUND

USASMDC/ARSTRAT requires a contractual vehicle that will fulfill a gap in ability to design, develop, demonstrate and integrate products focused on the development of space, missile defense, high altitude capabilities, and other requirements identified in paragraph 2.0 that enable the Army Warfighter to effectively support USSTRATCOM, other Combatant Commands (COCOMs) and Department of Defense (DOD) and other Government agencies in the mission areas of Strategic Deterrence, Global Strike, Intelligence, Surveillance, and Reconnaissance (ISR), Combating Weapons of Mass Destruction (WMD), Cyberspace, and Information Operations and other areas.  It is anticipated that Design, Development, Demonstration, and Integration (D3I) Domain 2 will provide USASMDC/ARSTRAT with the ability to procure a broad range of missile defense, space and other applicable Warfighter solutions in support of customers’ developmental and operational requirements.    

1.3   PURPOSE

The purpose of this document is to describe the technical support areas and performance requirements to provide the capability to formulate concepts and to design, develop, fabricate, modify, test, deliver, produce and sustain space, cyber and missile defense technological advancements in the form of architectures and systems to support DOD, Department of Army (DA), USASMDC/ARSTRAT, USSTRATCOM and our allies, and other customer efforts requiring technology development within the USASMDC/ ARSTRAT mission areas.  The D3I Program Domain 2 will provide USASMDC/ARSTRAT and its customers with the ability to procure a broad range of missile defense, space and other applicable Warfighter solutions in support of developmental and operational requirements.  The overarching program requirements provide D3I solutions that include, but are not limited to, design, development, demonstration, and integration of future capability gap architectures, technologies, test and evaluation, assessments, integration, and operations capabilities.  The efforts described in this PWS follow a “concept to combat” philosophy.  

1.4 	TECHNICAL SUPPORT AREAS

In support of the D3I Domain 2 goals and objectives, the Government may issue individual Task Orders (TOs) related to the following technical support areas including both hardware and software associated with hardware development or physics based modeling and simulation:

· Information Integration and Data Exploitation:  
· C4ISR
· Cyberspace
· Data Fusion
· Net Centric
· Data Exploitation
 
[bookmark: _Toc179961970][bookmark: _Toc476985433][bookmark: _Toc476982858][bookmark: _Toc182382122][bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK6]2.0	PERFORMANCE REQUIREMENTS

The performance requirements that may be supported by this contract are set forth below.  These requirements are not meant to be definitive, but rather represent in summary form the general areas to be supported.  Therefore, this PWS is deemed to be a basic expression of the contract requirement.  Specific performance requirements will be set forth in individual TOs issued during the course of contract performance.  The requirements defined herein include (but are not limited to) technology gap identification, design, development, fabrication, integration, modification, testing, delivery, product transition, fielding, sustainment, and testing of systems, components and architectures.  These requirements are applicable for the technical support areas described above and as further delineated below.   The TOs will be issued in accordance with the Task Order Procedures clause of the basic contract for one or more of the following performance requirements.  Each TO will contain additional specific details that will further define the required services and/or deliverable products to include technology benefit/regret analysis, retrofit requirement analysis, technology investment, and feasibility issues for all performance requirements.

2.1   REQUIREMENTS DEFINITION (System, Component, Sub-Component, Operations, Process)

The contractor shall support the definition of requirements for the technical support areas as required by the specific Task Orders (TO).  Activities can include, but are not limited to, the definition of functional requirements, system architecture requirements, performance requirements, quality requirements, and product/component specifications.  The requirements levied by subsequent task orders shall flow down to components or technologies.  The contractor shall also develop or assist the Government with the development of a requirements verification matrix, which articulates how the requirements will be verified by either test, inspection, demonstration, or other means.  The requirements shall be traced and prioritized when required by the TOs.  The contractor shall possess an in-depth understanding of diverse architectures, interface controls, the JCIDS documentation guidelines, system of system interactions and evaluation of requirements from an economical, operational, and technical approach against feasibility, practicality, and functionality.  Requirements include technical examination of system deficiencies, technological needs, and analysis of current technology candidates and identification of technology investment areas.  Specific tasks may include, but are not limited to, the following requirements areas:

2.1.1 Provide macro view of projects through technical determination, to include development and implementation processes and/or plans to meet goals mapped against articulation of technical solutions identified.  

2.1.2  Develop end products to include the creation of requirements through a portfolio of activities and tasks that will meet desired objectives, as well as an examination of economical, operational, and technical approaches against feasibility, practicality and functionality.  

2.1.3 Identify and develop requirements against objectives that include future potential for upgrades and possibilities for new requirements based on project research and flexibility of the project.  The contractor shall include potential growth alternatives outside its current objectives as part of the technical examination of the project.

2.2   TECHNOLOGY EXPLORATION, ENHANCEMENT, AND INNOVATIONS

The contractor shall perform work towards enhancement or development of technologies in accordance with TO requirements.  The contractor shall possess an in-depth understanding of the defined requirements for a component or subsystem.   System components and subsystems shall be integrally tied to the function and intended technology goals.  Specific tasks may include, but are not limited to, the following requirements areas:

2.2.1 Research and technical examination of technological needs, component or subcomponent enhancements, and system requirements to increase functionality and/or performance.  

2.2.2 Articulate, define, and select system technical components; analyze existing or current technology candidates; use theoretical and practical insight to narrow potential options based on practicality and feasibility; define performance metrics and pass/fail criteria; and develop schedules with associated cost analysis and implementation issues.  

2.2.3 Define, propose and/or conduct technology development initiatives suitable for meeting enhancement needs for desired functionality or performance and technology areas for exploration.  

2.2.4 Identify of technology readiness level (TRL) challenges and provide risk analysis/mitigation plans in terms of technical complexity, cost, schedule, special material development and alternative technology development paths.  

2.2.5 Analyze components to determine alternatives, develop and refine approaches or solutions to address the shortfalls and create a solution based approach which increases system functionality and/or system performance or reduces life-cycle costs and sustainability requirements. 

2.2.6 Examine innovations and/or enhancements based on solving system/component inadequacies and analysis of potential current technology candidates by identification of technology maturity level and associated impact to form fit, function, and performance.  

2.2.7 Develop one or more technical approaches within cost and schedule.  Articulate the theoretical increased fidelity of technology to a level where determination of performance and functionality based on feasibility, practicality, cost, and implementation are further defined within the materiel solution.  Materiel solutions shall be defined or proposed using current technology and/or development modifications suitable for component enhancement, technological availability, and suitability yet are mindful of integration issues.  

2.2.8 Identify technology maturity levels relevant to current and past uses or demonstrations; relevant to performance, functionality, and implementation interfaces; and relevant to retrofit interface modification requirements.

2.3   SUB-COMPONENT OR COMPONENT DEVELOPMENT/ENHANCEMENT

The contractor shall possess an in-depth understanding of the system and functionality of sub-component or component intent, uses, interfaces and impacts of modifications to other components or system interfaces which will affect system performance.  Specific tasks may include, but are not limited to, the following requirements areas:

2.3.1  Modify, change, or enhance existing components or sub-components focused on meeting requirements and/or goals with the intent to increase functionality and performance or decrease life-cycle costs and sustainability requirements.   

2.3.2 Develop, fabricate, or modify components or sub-components for the purpose of integration into a broader system.

2.3.3 Assess and evaluate the component enhanced end product’s ability to meet intended objectives and performance requirements.  

2.3.4 Identify quality control measures, integration interfaces, and manufacturing process details. 

2.4   PRODUCT DESIGN

The contractor shall possess an in-depth understanding of the detailed intricacies of system construction, component construction, and technologies, and the design details of the fundamental parts that make up a system to include understanding of platform or architecture physical constraints, available energy, integration, input and output limitations, and others.  Specific tasks may include, but are not limited to, the following requirements areas:  

2.4.1  Develop detailed system alteration schemas or new design approaches that are focused on advancing theoretical concepts, technology enhancement ideas, innovations, existing designs, or conventional component coupling in order to create higher fidelity system designs.  The contractor shall be able to describe the new system of modules, components, technologies, or subsystems with varying levels of fidelity.    

2.4.2 Explicitly identify details that aid in decisions to proceed with Sub-component bench testing, prototype development or fabrication.

2.4.3 Identify coupled designs using existing systems into a new architecture or design of new and future products.

2.4.4 Develop product designs of systems, components, and sub-components to meet product requirements.

2.5   PROTOTYPE DEVELOPMENT

The contractor shall possess an in-depth understanding of the requirements, designs, and enhancement methods focused on developing baseline products and/or architectures for the purposes of demonstrating functionality, performance, or feasibility of capability.  Specific tasks may include, but are not limited to, the following requirements areas:

[bookmark: OLE_LINK3][bookmark: OLE_LINK4]2.5.1 Develop prototypes of varying levels of fidelity utilizing designs and analytical solutions.  

2.5.2 Translate designs, plans, and architectures into sub-systems and/or systems that will allow qualitative and/or quantitative analysis of feasibility, functionality, performance, and/or utility of use and/or integration into a system.  

2.5.3 Provide technology demonstration, theoretical versus practical performance, and determination of ability to meet functional/objective design metrics.  


2.6   DEVELOPMENT, INTERFACE, AND INTEGRATION

The contractor shall possess an in-depth understanding of the overall system architecture, system design, and functionality requirements to include system of systems integration interfaces.  Specific tasks may include, but are not limited to, the following requirements areas:

2.6.1 Develop, fabricate, manufacture, and/or modify systems to meet specific performance requirements and/or goals.  The contractor shall identify all modifications to the component or system.  

2.6.2 Develop products that meet integration and interface requirements focused on meeting system performance objectives without adversely affecting the broader systems’ performance. 

2.6.3 Develop, fabricate, and build a system or group of systems designed to meet specific or broadly defined objectives of performance or functionality based on mission requirements, designs, and/or enhancement needs.   

2.6.4 Identify all issues associated with the ability to achieve the planned or desired system and/or sub-system performance specifications.  The ability of the system or sub-system to meet the performance specifications shall be measured in terms of the desired functionality, performance, cost, schedule, and physical constraints or limitations.  Associative mitigation plans shall also be developed, maintained, and followed as required.

2.7   LIMITED QUANTITY PRODUCTION

The contractor shall possess an in-depth understanding of manufacturing techniques and equipment, production schedules, quantity requirements, and system/sub-system fabrication needs, and shall maintain access to production facilities, manufacturing machines, and personnel.  Manufacturing performance will also require substantial knowledge about the production of a system or subsystem in limited quantity to provide articles for the purposes of research, development, and/or operational test and evaluation to establish an initial production technology baseline, or to permit an orderly increase in the production rate upon determination to proceed to higher-rate of production.  Specific tasks may include, but are not limited to, the following requirements areas:

2.7.1 Produce systems and sub-systems in accordance with production rate schedules and funding profiles.  

2.7.2 Develop and/or coordinate facility availabilities for the fabrication, assembly, and integration required for production to include necessary quality assurance plans and requirements verification checks.  

2.7.3 Identify required Government furnished equipment, facilities, property and all long lead specialized materials, special test production equipment and fabrication equipment.

2.8   TESTING (Ground, Flight, Component, Sub-Component, Prototype, and Production) 

The contractor shall possess an in-depth understanding of the specific test objectives and performance characteristics of system or sub-system to include other components that are involved in the testing event.  Further, the contractor shall possess an in-depth understanding of testing resources, test ranges, and testing methods appropriate for the specific test objectives or item under test.  The contractor shall be responsible for obtaining all approvals, licenses, certificates, or other approvals such as frequency allocation, Federal Aviation Administration (FAA), and Federal Communications Commission (FCC) as required prior to the test approval event.  Specific tasks may include, but are not limited to, the following requirements areas:

2.8.1 Develop plans, schedules, execution approaches, and cost to meet a variety of testing objectives.  

2.8.2 Conduct execution of acceptance testing, component testing, algorithm testing, software testing, anti-tamper component-level verification testing, hardware-in-the-loop testing, and/or full system or product testing.  Attention must be provided to range considerations and impacts to the ability to execute as well as mitigation alternatives to ensure test execution success.  

2.8.3 Identify and understand range/facility capabilities and coordinate issues associated with multiple ranges located within the United States and, as required, throughout the world.  

2.8.4 Execute the full range of test execution activities, including the development of cost, schedule, risk assessment, and test event activities tied to range and or facility availabilities.  

2.8.5 Identify, design, develop and/or procure special test infrastructure, tools, equipment, and/or test articles or scenarios necessary to achieve the test objectives.  

2.8.6 Identify personnel to specific test execution responsibilities commensurate with their training, experience, and education.

2.9   ASSESSMENT, EVALUATION, VERIFICATION (System to Sub-Component Operations, Performance, and Acceptance) 

The contractor shall possess an in-depth understanding of operating requirements, design constraints, and acceptability requirements of systems or components.  Further the contractor shall be capable of calculating and/or interpreting test data to predict or define the performance, form, fit and function in relation to the task objectives, specifications, or requirements.  Specific tasks may include, but are not limited to, the following requirements areas:

2.9.1 Assess performance and/or functionality of systems, subsystems, or components against pre-defined criteria, metrics, specifications, or requirements.  Develop the criteria or metric for which the performance and/or functionality will be assessed.  Describe the pass or fail values for each criteria or metric.

2.9.2 Define one or more approaches to examine the functionality of systems to quantitatively and/or qualitatively measure whether the criteria were met in the examination of an activity, demonstration, test or event.    

2.9.3 Conduct pre-test analyses and assessments prior to demonstrations and test events, and provide post test data analyses and assessments after completion of a demonstration or test events.  

2.9.4 Identify any alternative methods/approaches to conducting examination (non-destructive testing, code walk-through, sub-component interrogation, etc.), which are focused on providing data which supports evaluation of acceptability either statistically or deterministically.

2.9.5 Develop processes and plans aligned with incremental program milestones that are focused on quantitative and/or qualitative examination of requirements, mission needs and development strategies against development progress to ensure developments meet acceptable metrics. (e.g., entry and exit criteria and performance for particular phases of development). 

2.9.6 Deliver detailed assessments and/or evaluations to examining activities of product development to determine if performance, form, fit and function meets pre-defined requirements or functionality of a system’s ability to meet program objectives.  

2.10  INFORMATION SUPERIORITY 

The contractor shall possess an in-depth understanding of information superiority, to include the capability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary's ability to do the same.  All systems developed under this contract should be secure, reliable, interoperable, and able to communicate across a universal information technology (IT) infrastructure, to include National Security Systems (NSS).  This IT infrastructure includes the data, information, processes, organizational interactions, skills, and analytical expertise, as well as systems, networks, and information exchange capabilities. Information superiority inherently depends on program design, but equally depends on the readiness of the implemented technology to provide direct user capabilities and the readiness of the supporting infrastructures that apply these technologies to be successfully employed.

2.10.1  Information Interoperability

For the purposes of this paragraph, information interoperability means the exchange and use of information in any electronic form.   The contractor shall have an in-depth understanding of information interoperability and shall design, develop, and test products that interoperate with each other.  The contractor may be required to characterize information interoperability, as applicable, within a family of systems, a mission area, and a mission; verify and maintain information interoperability; and participate in interoperability and supportability M&S assessments. 

2.10.2    Command, Control, Communications, Computers, and Intelligence (C4I)

The contractor shall have a an in-depth understanding of the C4I systems within the technical area it is supporting, to include an understanding of the DOD Information Architecture, required DOD acquisition support documentation for C4I, and related infrastructure programs.  The contractor shall address and resolve critical interoperability and supportability concerns; tailor C4I documentation based on the complexity, scale, mission criticality, or other unique aspects of the program or system's IT, including NSS, support and interface requirements; provide progressively more detailed and specific, time-phased descriptions of the types of information needed; operational, systems, and technical architecture requirements; IERs; spectrum, supportability, security, connectivity, and interoperability issues; and IT, including NSS, infrastructure and support shortfalls.  

2.10.3   Electromagnetic Environmental Effects (E3) and Spectrum Supportability


The contractor shall have in-depth knowledge of MIL-STD-464B and an in-depth understanding of electromagnetic environmental effects and spectrum allocation, analysis, and support.  The contract shall design all electric or electronic systems/equipment to be mutually compatible with other electric or electronic systems/ equipment and the operational electromagnetic environment; and shall design ordnance and associated systems to preclude inadvertent ignition, and to perform effectively, during or after exposure to the operational electromagnetic environment.  The contractor shall comply with statutory spectrum supportability management requirements and the National Telecommunications and Information Administration Manual of Regulations and Procedures for Federal Radio Frequency Management and shall address requirements to achieve appropriate international spectrum supportability.  Design criteria for systems that use the electromagnetic spectrum (spectrum dependent) must take into consideration other current and future DOD spectrum dependent systems, as well as, current and projected Government/non-DOD and civil spectrum use.

2.10.4    Information Assurance

The contractor shall engineer information systems using the best processes and practices known to reduce security risks, including the risks to timely accreditation.  The contractor shall ensure appropriate availability, integrity, authentication, confidentiality, and non-repudiation of program and system information and the information systems themselves.  The contractor shall also provide for the survivability of information by incorporating protection, detection, reaction, and reconstitution capabilities into the system design, as appropriate.  The contractor shall conduct a system risk assessment based on system criticality, threat, and vulnerabilities;  incorporate appropriate countermeasures; demonstrate the effectiveness of those countermeasures through  the certification process; ensure that the responsible designated approving authority accredits the system; and, incorporate existing, or develop new, protection profiles to consolidate security-related requirements and provide effective management oversight of the overall security program.

2.10.5   Technology Protection

The contractor shall identify critical elements (referred to as Critical Program Information (CPI)) of the technology, subcomponent, component, or system described in the TO.  This applies to any technology area that requires protection to prevent unauthorized disclosure or inadvertent transfer of leading-edge technologies and sensitive data or systems, otherwise referred to as “compromise.” CPI may be identified during the requirements generation process, may be integral to the program, may be inherited from a supporting program, or may result from acquisition techniques such as flexible technology insertion.   The contractor shall prioritize identified protection vulnerabilities based upon the mission consequences if the CPI is lost or compromised, allowing a foreign interest to exploit the CPI.  Systems of extraordinary importance to the national security, such as space, strategic, and C4ISR systems, shall have particularly stringent protection requirements, planning, and oversight due to the broad, serious, and enduring consequences of degradation or loss to the President, the Secretary of Defense, and the combatant commands.  As technology allows, systems engineering activities shall use encryption, packaging or bundling, and other tamper-proofing techniques to maximize CPI protection.  The contractor shall consider anti-tamper techniques intended to prevent or delay exploitation of military critical technologies in weapons systems.  As required, the program protection plan shall address information systems security, defensive information warfare, TEMPEST, personnel security, classification management, physical security, operations security, technology transfer, counterintelligence, and international security requirements.   Systems protection shall consider: Information Assurance, Information Security, Anti-Terrorism, Counter-Terrorism, Force Protection, Continuity of Operations, Physical Security, Information Security, Operations Security, Threat Warning/Attack Assessment, Personnel Security, Foreign Disclosure, Technology Transfer, etc.

2.10.6  Anti-Tamper Measures

The contractor shall have a thorough understanding of anti-tamper measures and shall consider anti-tamper measures for use on any system with CPI, developed with allied partners, likely to be sold or provided to U.S. allies and friendly foreign Governments, or likely to fall into enemy hands.  The contractor shall conduct and document anti-tamper analysis, including cost/benefit assessments, and recommendation to use or not to use anti-tamper measures in a classified annex to the program protection plan.  

2.11   SAFETY

The contractor shall possess in-depth knowledge of safety engineering and system safety methods and techniques in order to prevent, eliminate, and control safety hazards and risks in proposed or existing system testing, operation or manufacturing processes.  The contractor shall possess in-depth knowledge of environmental engineering and the methods and techniques in order to prevent, eliminate, and control environmental hazards and risks caused by proposed or existing systems testing, operation or manufacturing processes.

2.11.1  Safety Engineering

The contractor shall have in-depth knowledge of failure mode and effects analysis (FMECA), criticality analysis of FMECA, fault tree analysis, and other types of hazard analyses to identify risks and to specify design safety features and procedures to strategically mitigate risk to acceptable levels before the system design is approved.  The contractor shall provide the necessary planning, coordinating, and engineering analysis to identify the safety-related functions (safety critical and safety significant) of the system and establish a protocol of analysis, design, test, and verification and validation of those functions in order to prevent failure and protect humans.  The contractor shall provide fail-safe and fault-tolerant recommendations as required.

2.11.2  Software System Safety

The contractor shall have in-depth knowledge of software system safety and be able to optimize system safety in the design, development, use, and maintenance of software systems and its integration with safety critical hardware systems in an operational environment.  The contractor shall be able to identify software specification errors, design flaws, or the lack of generic safety critical requirements and provide recommendations to achieve an acceptable level of safety for software used in critical applications.  The contractor shall design, execute, and analyze software tests to verify and validate the software will support safe operation of the system.

2.11.3  Safety Testing

The contractor shall have in-depth knowledge of safety testing subcomponents, components, and systems to ensure the test article is safe for human operation.  The contractor shall provide the planning, execution and analysis of safety testing, and insure that safe practices are implemented through the conduct of the test.

2.12  ENVIRONMENTAL

2.12.1  Environmental Engineering

The contractor shall have in-depth knowledge of the science and engineering principles to ensure the subcomponent, component, or system can successfully perform in their operational environments.  The contractor shall analyze system requirements and designs and make recommendations to ensure they are adequate to perform in their operational environment.

2.12.2  Environmental Testing

The contractor shall have in-depth knowledge of the analysis, test, validation, and certification techniques to ensure subcomponents, components or systems can successfully perform in their operational environments.  The contractor shall provide the necessary planning, documentation, execution and analysis of environmental testing, which may include thermal testing, moisture testing, dust testing, shock testing, vibration testing, vacuum chamber testing, EMI/EMR testing, etc. to certify the system can perform in its operational environment.

2.13   LOGISTICS AND TRANSPORTATION 

The contractor shall possess an in-depth understanding of the system reliability, availability and maintainability (RAM) needs, physical and logistical requirements for movement, transportation limitations, and special systems needed for accomplishment of activities and/or delivery requirements.  Specific tasks may include, but are not limited to the following requirements areas:

2.13.1 Define the needed processes and activities required for the transport, movement, or relocation of components or systems.  RAM capabilities should be considered as appropriate.

2.13.2  Develop and deliver detailed schedule of events with identification of responsible parties, required documentation, special considerations, available storage facilities, and appropriate security measures to be in place though the “cradle to grave” movement/transportation of system, components, and/or equipment.  

2.13.3 Identify all cost, security, facilities, and other issues to facilitate the efficient movement of systems, components and/or equipment needed for logistical and transportation support along with viable alternatives to minimize program risk.

2.13.4 Provide transportation of equipment according to program requirements, which shall be included within the TOs.  Provide logistics for the purchase of materials, equipment, supplies, and other logistics items to include storage of inert and explosive items required by the program in the execution of the TOs.

2.14   OPERATIONS (Fielding, Deployment, Readiness, Utility)

[bookmark: OLE_LINK5]The contractor shall possess an in-depth understanding of component through system sustainment, life cycle, and configuration management as related to operational system specific performance within the technical support areas discussed within Paragraph 1.4, including an understanding of integration and implementation of upgrades within developed systems.  Specific tasks may include, but are not limited to, the following requirements areas:

2.14.1 Field, deploy, experiment and sustain equipment and/or software for demonstrations and operational contingencies or missions in multiple geographic areas both CONUS and OCONUS.  

2.14.2 Integrate developed or modified systems into future force organizations through manufacturing, training, and fielding of systems. 

2.14.3 Develop technical requirements, improvements, enhancements, and execution planning documents based on exercise results and evaluation of systems performance. 

2.15   TRAINING AND EXERCISE

The contractor shall possess an in-depth understanding of the hardware or software training tools to be used.  The contractor shall also provide exercise capabilities which include knowledge in both hardware and software related items.  Specific tasks may include, but are not limited to, the following requirements areas:

2.15.1 Provide training and exercise support to units, or other entities as listed in the TOs, in order to ensure the workforce and contractors have the needed skills to execute mission functions.  Conduct demonstrations and support exercises, including integration of products into other Government organizations or contractor facilities for the purposes of training groups to execute or facilitate the operation of missions or events.  

2.15.2 Plan development of events based on timelines in relation to performance objectives, and determine performance of a unit’s ability to utilize equipment and or weapon systems effectively and appropriately.  

2.15.3 Modify operating procedures that would result in increased performance or functionality.

2.15.4 Develop training manuals and other training documentation or training aids, to include electronic training applications such as video teleconferencing and computer-based training. 

3.0	GENERAL REQUIREMENTS

[bookmark: _Toc126052506]3.1	PROGRAM MANAGEMENT

The contractor shall establish a management process to accomplish the administrative, managerial and financial aspects for the contract and provide a lead for each TO.  This process shall provide the overall management of contract, personnel, planning, quality control, direction, coordination, and reviews necessary to ensure effective contract performance.  

The contractor TO lead shall provide all management of TO activities to include personnel, planning, and quality.  

The capability to perform a wide variety of tasks (to be defined by individual TOs)  shall be maintained, including the capability to provide flexible, responsive, and high quality management, systems analysis/development, special operations, and technical support relating to the TO requirements. 

Changes in emphasis and program direction are highly likely, and may be frequent in approved TOs.  The contractor shall be responsive to such changes as they arise during the performance of TOs.  

The contractor shall assume total performance responsibility for work performed and delivered under each TO, shall ensure proper management of subcontractors through analysis, critique, and assessment of the adequacy, timeliness, and cost effectiveness of work performed, and shall adhere to any small business subcontracting plans incorporated into this contract.  

The contractor must comply with all Federal, State, and local laws in performance of any TO issued under the contract.  If performance at Government facilities is required, the contractor shall comply with the most stringent of DOD, Army, Federal, State, and local laws, requirements and regulations while at Government facilities, and the most stringent of DOD and Army regulations while at a Government installation.

3.1.1 Meetings/Briefings 
   
The contractor shall participate in Technical Interchange Meetings (TIMs), to be scheduled upon request of the responsible Contracting Officer, Contracting Officer’s Representative (COR) or Contracting Officer’s Technical Representative (COTR) as outlined in the TO, to discuss and informally evaluate the contractor’s efforts and accomplishments in direct relation to specific TOs.  During these meetings, the contractor shall present requested and necessary data to enable a joint review of its various assigned tasks, along with attendant schedules, and resource expenditures.  The contractor shall present and participate in technical discussions and shall inform, in a timely fashion, the COR of any problems with contract execution and any proposed solutions.  The contractor shall attend and participate in Program Management Reviews (PMRs), Integrated Process Teams (IPTs), and other meetings, as scheduled by the responsible Contracting Officer, COR, or COTR as applicable.  The contractor shall provide technical briefings, as required.  

3.1.2 Publications

The contractor shall create or develop, review and edit, and submit white papers, technical reports, studies, after action reports of meetings or conferences, logistics support publications and/or other deliverables as required by applicable TOs.  All program requirements, contract actions and data interchange shall be conducted in a digital environment using electronic and web-based applications.  At minimum, such data shall be compatible with the Microsoft® Office 2007 family of products.  

3.2	LOCATION OF PERFORMANCE

3.2.1 Primary Performance

The primary location of performance for awarded task orders shall be the contractor’s facility unless otherwise identified in the TO.

3.2.2 Temporary Duty (TDY)   

The contractor may be required to work in a TDY/non‑local travel status in performance of certain TOs.  The TDY locations may include various CONUS and OCONUS locations or facilities.  

3.2.3 OCONUS Performance

The contractor may be required to perform work in dangerous areas including theaters of operations, combat zones and partner nations.  The contractor may be required to attend DOD training prior to traveling and working in OCONUS locations.  Unless otherwise provided in a specific TO, all related training, continuing education, certification courses, and other similar events are the financial responsibility of the contractor.

[bookmark: _Toc126052491]3.3	MATERIALS, EQUIPMENT AND FACILITIES

[bookmark: _Toc126052493]3.3.1 Contractor-Acquired Property

The contractor shall purchase all material, equipment, hardware, software, etc. required to accomplish each task, unless Government-Furnished Property (GFP) is otherwise indicated in the TO.  Software integrity shall be maintained by the contractor within the specific commercial licensing agreements of the producer until such software is delivered to the Government, or otherwise disposed of in accordance with Government direction.
[bookmark: _Toc126052494]
3.3.2 Government-Furnished Property, Equipment, Information, and Facilities

Certain Government-Furnished Property/Equipment (GFP/GFE), services, and/or facilities (to include office or laboratory space) may be provided to the contractor in support of specific task efforts.  The Government COR designated for each TO will provide the contractor access to all such items as required by and specified in each TO.  The contractor shall provide the appropriate documentation (e.g. non-disclosure, non-compete statements) when necessary to gain access to sensitive or “rights guarded” data.  

3.3.3  Testing Facilities

The contractor shall have access to appropriate test facilities.  Additionally, on an as needed basis, the Government may provide the contractor access to Government test facilities in support of a specific task as specified at the TO level.

3.4  DEMILITARIZATION, DISPOSAL, RECYCLING AND POLLUTION PREVENTION

3.4.1.  Disposal and Demilitarization

The contractor shall identify, evaluate, and integrate demilitarization requirements and disposal mechanisms and techniques during all aspects of D3I Domain 2.  The contractor shall manage the selection, use, and disposal of hazardous materials consistent with Environment, Safety, and Occupational Health (ESOH) regulatory requirements and program cost, schedule, and performance goals.  The contractor shall determine reutilization and hazardous-property disposal for system equipment and by-products, and shall document the parts of the system that will require demilitarization and disposal, and the associated waste streams produced by the preferred demilitarization/disposition process.  Demilitarization and disposal planning shall not consider open burn as the primary methods of demilitarization or disposal.  

3.4.2  Recycling and Pollution Prevention

The contractor shall identify the impacts of the system on the environment during its life, including disposal, the types and amounts of pollution from all sources (air, water, noise, etc.) that will be release to the environment, actions needed to prevent or control the impacts, ESOH risks associated with using the new system, and other information needed to identify source reduction, alternative technologies, and recycling opportunities.  The contractor’s pollution prevention program shall serve to minimize system impacts on the environment and human health, as well as environmental compliance impacts.  The contractor shall identify and quantify impacts, such as noise, as early as possible during the system development to identify and implement actions needed to prevent or abate the impacts.  The contractor shall consider using recovered materials and reusable products and shall further consider life-cycle costs, recyclability, the use of environmentally preferable products, waste prevention (including toxicity reduction or elimination), and disposal as appropriate.
[bookmark: _Toc126052500]
3.5   NON-DEVELOPMENTAL ITEMS AND COMMERCIAL PROCESSES

3.5.1  Non-Developmental Items

In order to facilitate low total life-cycle cost of systems, Commercial Off-the-Shelf / Non-development Items (COTS/NDI) should be used to the greatest extent possible.  The contractor shall provide justification for any non-COTS/NDI hardware, operating systems, or software.  The Application Program Interfaces (APIs) for all non-COTS/NDI hardware, operating systems, and NDI shall be documented, and provided to the Government at conclusion of this task.  All APIs created by the contractor shall be fully owned and maintained by the Government for use in further contracting efforts.  The contractor shall identify to the Government all COTS/NDI components, their functionality and proposed use in the system, and provide copies of license agreements related to the use of these components for Government approval prior to use.

3.5.2  Use of Commercial/Military Processes and Standards

In order to facilitate the Government’s ability to procure systems with a low total life-cycle cost (i.e. modular, reusable, easily upgradeable, scalable, facilitates technology insertion, and hardware independent) the contractor shall develop and maintain an architecture that incorporates commercial and/or military processes, technologies and standards.  Additionally, the contractor may, with prior Contracting Officer approval, provide a standard of its own creation.  Any standards created by the contractor will be fully owned and maintained by the Government for use in further contracting efforts.

[bookmark: _Toc126052501]3.6    SAFETY AND ENVIRONMENTAL CONSIDERATIONS

The contractor shall comply with all applicable Occupational Safety and Health Administration (OSHA), DOD, Army, Federal, State and local safety, health and environmental regulations, including the National Environmental Policy Act (NEPA).  Furthermore, for OCONUS performance and in accordance with applicable Federal law, such as U.S. international treaties, the contractor shall comply with any regulations applicable to the operating region or partner nation.  The contractor shall possess an in-depth understanding of a broad range of safety activities associated with identifying a system, architecture, process or activity and the application required by DOD, Army or customer safety laws and regulations.  

3.6.1 System Safety and Health Hazards

The contractor shall develop comprehensive safety architectures that identify practices and/or actions to ensure safe interaction of activities in the development or operation of processes or systems.  The contractor shall develop procedures and/or plans for implementing safety programs, along with any risk area analysis which pre-determines safety concerns and mitigation techniques intent on preserving safe operation activities.  The contractor shall identify and evaluate system safety and health hazards, define risk levels, and establish a program that manages the probability and severity of all hazards associated with contractual tasks in accordance with AR 385-10, paragraph 4-3.  Safety and health hazards shall be managed consistently with mission requirements.  All inherent hazards shall be identified, evaluated and either eliminated or controlled to ensure minimum risk to the environment and personnel.  In accordance with applicable Federal law, such as U.S. international treaties, the contractor shall comply with applicable safety and health regulations in effect in the operating area.  Records shall be kept for the life of the contract plus two years.  Two weeks prior to any planned Government scheduled demonstrations, experiments, tests, or other activities at the contractor’s facilities, the contractor shall submit DA Form 7564, Composite Risk Management Worksheet, to the Contracting Officer for approval.  These records shall be made available to the Government upon request.
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3.6.2 Hazardous Materials

The contractor shall implement a Hazardous Material Management Program to reduce and control hazardous materials utilized in the performance of this contract.  The use of hazardous or corrosive materials shall be reduced in accordance with DODD 4210.15.  Class I Ozone Depleting Substances shall not be used or delivered in the performance of this contract.

3.6.3 Pollution Prevention Program

The contractor shall implement a Pollution Prevention Program to minimize the environmental impact and costs associated with environmental compliance.  Pollution shall be prevented or reduced at the source whenever feasible.  Pollution that cannot be prevented or recycled shall be processed in an environmentally safe manner, and in accordance with applicable environmental regulations.

3.6.4 Safety and Occupational Health Program

The contractor shall implement and maintain a Safety and Occupational Health Program (AR 358-10 and DA PAM 385-10).  The goal of this program is to produce effective technologies, components, products and systems that operate as designed without placing at risk the safety and health of operators, maintenance personnel and others.

[bookmark: _Toc126052522]3.7   QUALITY ASSURANCE 

The contractor shall implement and maintain a Quality Assurance System to ensure that product integrity meets the requirements established below.  These requirements are commonly accepted practices employed by industry both in national and international environments.

[bookmark: _Toc126052523]3.7.1 Quality Approach

The contractor shall establish/maintain an approach to ensure product quality and to satisfy contract or order requirements.

[bookmark: _Toc126052524]3.7.2 Initial Quality Planning

During the earliest practical phase of the contract, the contractor shall conduct a complete review of the contract requirements to identify all test and inspection resources necessary for assuring product integrity.
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3.7.3 Document Control

The contractor shall ensure that the latest revisions of drawings, specifications, work instructions, inspection/test instructions, and other documents required to satisfy the contract are utilized in production, inspection, and test.

[bookmark: _Toc126052526]3.7.4 Records

The contractor shall maintain records of all inspections and tests to demonstrate that the quality approach satisfies contract requirements.

[bookmark: _Toc126052527]3.7.5 Control of Purchases

The contractor shall ensure that all procured supplies and services conform to contract requirements.  The contractor shall require that their subcontractors control the quality of their services and supplies.

[bookmark: _Toc126052528]3.7.6 GFE

For all GFE received under this contract and/or individual TOs, the contractor shall be responsible for conducting all necessary examinations, inspections, maintenance, and tests.  The contractor shall be responsible for reporting all inspection results, maintenance actions, losses, and damage to the Government.  

[bookmark: _Toc126052529]3.7.7   Materials Control

The contractor shall maintain controls over all materials and products throughout the manufacturing process.  These controls shall enable the identification of materials that have passed inspection from those which have not passed inspection.  The contractor shall maintain records identifying the status and final destination of all materials/products. 
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3.7.8   Nonconforming Material

The contractor shall establish and maintain an approach for controlling material that does not satisfy contract requirements, including procedures for its identification, segregation, and disposition (rework/repair, scrap, etc.).

[bookmark: _Toc126052531]3.7.9   Corrective Action

The contractor shall promptly act to correct nonconforming materials and processes to preclude the recurrence of the problem and to satisfy contract requirements. 

[bookmark: _Toc126052532]3.7.10   Manufacturing Operations/Process Controls

The contractor’s quality approach shall be responsible for assuring/monitoring that all manufacturing operations/processes are accomplished under controlled conditions.  Controlled conditions include documented work instructions (including workmanship), production equipment, special work environments, inspections/test operations, work specifications, and approval/rejection criteria.

3.7.11  Software Development

The contractor shall maintain a software development plan to ensure quality software is delivered for every TO containing software end items.  This plan shall be made available for Government inspection.  Software design shall follow an open architecture design.  The software shall be documented sufficiently in a form to retain the software design for re-use in later systems.  All software shall undergo rigorous testing to verify and validate its performance. 

[bookmark: _Toc126052533]3.7.12   Inspection and Testing

The quality approach shall assure that all inspections and tests required to satisfy contract requirements are conducted.

[bookmark: _Toc126052534]3.7.13   Measuring, Testing, and Inspection Equipment

The contractor shall provide and maintain gauges (including production tooling used for inspection purposes) and other measuring and testing equipment to assure that products conform to contract requirements.  These devices shall be calibrated against certified measurement standards that are traceable back to national/international standards. 

[bookmark: _Toc126052535]3.7.14   Inspection and Test Status

The contractor shall maintain a system for the identification of the inspection and test status of all products throughout the manufacturing cycle.  

[bookmark: _Toc126052536]3.7.15   Quality Review

The contractor shall assure effectiveness of quality (e.g., internal quality audits, statistical process control, and related measures).

[bookmark: _Toc126052537]3.7.16   Training Requirements

The contractor shall identify/provide for the training needs of its personnel performing quality functions.

[bookmark: _Toc126052538]3.7.17   Statistical Quality Control and Analysis

The contractor’s quality approach shall establish/utilize statistical methods whenever appropriate to satisfy the contract or order requirements.

[bookmark: _Toc126052539]3.7.18   Continuous Process Improvement

The contractor shall monitor the effectiveness of its quality system and continually improve quality processes.

[bookmark: _Toc126052540]3.7.19   Handling, Storage, Preservation, Packaging, and Shipping

The contractor shall establish/maintain procedures for handling, storage, preservation, packaging, and shipping to protect the quality of products and prevent damage, loss, deterioration, degradation or substitution of products.

3.8   CERTIFICATION 

The contractor shall obtain and keep current required commercial and/or military certifications/authorizations/licenses for new or modified parts, subsystems, platforms, designs, equipment or installations in accordance with applicable FAA and DOD standards specified by corresponding TOs.  Any acceptance testing required to meet certification requirements shall be accomplished in accordance with the above paragraph.

3.9  OWNERSHIP, PROPERTY, DATA, AND INFORMATION

3.9.1  Reserved (TBD) 

4.0   SECURITY

4.1 Contractor personnel may be required to access, view, possess, process and/or use classified information, information systems and workspaces to successfully complete certain functions as defined in individual TOs.  The security clearance level required for contractor personnel will be defined in each TO.  At a minimum, all key personnel performing under this contract must possess a SECRET security clearance, with some efforts requiring a TOP SECRET clearance. 

4.2 In addition, certain TOs may require some of the contractor personnel to possess TOP SECRET (TS)/Sensitive Compartmented Information (SCI) CLEARANCE access and/or be eligible for immediate adjudication by the appropriate cognizant security authority upon award of the contract.  Requirements for SCI-eligible personnel shall be established by individual TOs.  The responsible Contracting Officer or written designee shall apprise the contractor of any increased security requirements.  

4.3 The contractor shall submit completed clearance packages within ten (10) calendar days of identification of any increased security requirements.  Security requirements are defined by the DOD Contract Security Classification Specification, DD Form 254, located elsewhere in the basic contract. 

4.4 Some TOs issued under this contract may require access to, and clearance for, Special Access Programs (SAPs) up to and including the TS/SAP level.  The TOs requiring such access will be awarded or modified accordingly with a task-specific DD Form 254 allowing appropriate access and outlining the specific security requirements.

4.5 As identified in individual TOs, the Government shall provide a limited, temporary work area for two to three contractor personnel on an "as needed" basis at Government Sensitive Compartmented Information Facilities (SCIFs).  Storage space, network access, and SCI indoctrination support shall be provided by the Government.  

4.6 Contract and TO performance may require access to SCI data in order to perform analysis and assess the adequacy of the work performed by other contractors.  This data and other related information will be used to check the adequacy of sources to provide the COR with an accurate assessment of the threat to the system and assist in the planning and the conduct of analyses, simulations, assessments, system tests, and other related tasks.  The SCI-cleared contractors will be required in conjunction with their SCI contract monitor to interface with key Government personnel, and enter into SCI discussions to assist in assessment and decisions on the programs.

4.7 The contractor shall perform in accordance with the National Industrial Security Program Operating Manual (NISPOM) (DOD 5220.22-M) and ensure that all classified material is handled in accordance with the NISPOM and the appropriate Security/Program Guides/Directives.   The contractor shall obtain appropriate security clearances for required personnel.  

4.8 OPSEC Plan.  The contractor shall develop and implement an OPSEC Plan for control of critical program information, classified material, and sensitive data.  The plan, as updated, shall continue to conform to the requirements of the DD Form 1423, DD Form 254 (DOD Contract Security Classification Specification), and further instructions contained in the current AR 530-1 (Operations Security).

[bookmark: _Toc50783981]5.0     REPORTING AND DATA REQUIREMENTS

5.1 The contractor shall prepare and deliver to the Government the technical data in accordance with the requirements and schedules set forth in the Contract Data Requirements List (DD Form 1423).  All deliverables, either stated in a given TO or required as a standard item pursuant to this contract, will be strictly in accordance with the DD Form 1423.  

5.2 Documentation developed under this contract shall be delivered as specified in individual TOs.  Individual TOs will indicate the media type, as well as the quantity of copies of the work products required for delivery.  The contractor shall be proficient in the use of the current Government/command-standard software and shall possess the capability to deliver the automated data in the command-standard software format.  Delivery will typically be required only in electronic media form; all such deliveries shall be virus free. 

5.3 Reserved (TBD)

5.4 Any commercial computer hardware, software, and/or systems delivered under this contract shall successfully operate in the twenty-first century with the correct system date and without human intervention, including leap year calculations.  Furthermore, they must produce fault-free performance in processing of date and date-related data (including, but not limited to, calculating, comparing, and sequencing). 

5.5 Create or generate necessary documentation as required by TO CDRLs or TO PWSs.

6.0 PERIOD OF PERFORMANCE

6.1  The period of performance shall be for a Base Period of 5 years with a 2-year option period.  

7.0  DELIVERABLES

Reserved (TBD)
		



-  End of Document -


Page 1 of 25
DISTRIBUTION A.  Approved for public release; distribution unlimited.

image1.png




image2.jpeg




