SMDC-IN-ST  Policy No. 380-22*                        JAN 8 1999

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  Reporting Derogatory/Unfavorable Information

1.  References.


a.
AR 380-67, Personnel Security Program.


b.
DOD 5200.2-R, Change 3, Personnel Security Program.

2.  Purpose.  This policy memorandum establishes command policy and responsibilities for reporting derogatory/unfavorable information.

3.  Applicability.  This policy is applicable to all personnel assigned or attached to the U.S. Army Space and Missile Defense Command (USASMDC), and, by concurrence, to those personnel belonging to elements of the Program Executive Office Air and Missile Defense (PEO AMD) serviced by the USASMDC.

4.  Responsibilities.  


a.
Supervisors and commanders must ensure their personnel

are aware of their responsibility to report unfavorable information, maintain high standards of trustworthiness and loyalty, and avoid any personal behavior that would result in rendering themselves ineligible for a security clearance.



(1)  In accordance with para 8-101, AR 380-67, all USASMDC and applicable PEO AMD military and civilian personnel will report to their Security Manager or Command Security Officer any unfavorable information concerning any government or DOD contractor personnel.  Examples can be found at the enclosure. If there is doubt about the applicability of reporting information, contact your Command Security Officer or Security Manager for guidance.  
________________

*This policy supersedes SMDC-IN-ST Policy No. 380-22, 26 Feb 98.
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(2)  Commanders and supervisors must ensure their employees are aware of actions, behaviors, and conditions constituting a reportable matter as described in references.  


b.  Commanders and supervisors are required to have a copy of the most recent version of the USASMDC Initial Security Handbook.  The handbook is on the command intranet at http://www.smdc.army.mil/intell.html or a copy may be obtained from the USASMDC Office of the Deputy Chief of Staff, Intelligence.  Additionally, a copy of the USASSDC/PEO MD Desktop Guide for Supervisors on Reporting Credible Derogatory Information must be available for reference.



c.  When reporting derogatory information, supervisors and commanders must be prepared to recommend to their Security Manager or Command Security Officer whether or not a person’s access to classified data should be suspended and to provide justification.



d.
In accordance with paragraphs 9-102.d of references, supervisors will consider the discharge of an employee's security responsibilities on an annual basis, such as, at the time they are evaluating their performance.


e.  Commanders and supervisors will ensure this memorandum is reviewed by all of their personnel.

5.  The reporting of unfavorable information will not necessarily result in the individual’s security clearance being suspended.  The information provided will be considered in conjunction with other factors, to include the individual’s previous record, recommendations of the supervisor, and 
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mitigating circumstances.  In many cases, personnel security specialists can help the individual obtain the assistance he or she needs, e.g., financial, mental, drug, or alcohol counseling. 

FOR THE COMMANDER:







        /s/   

Encl

                   ROBERT C. POLLARD, JR.






            Colonel, GS
                                Chief of Staff

DISTRIBUTION:

A (PLUS PEO AMD)
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EXAMPLES OF REPORTABLE INFORMATION

1.  An arrest, even if charges were dropped or reduced, for anything other than a minor traffic violation (the individual was fined less than $150).

2.  Military or civilian personnel who are AWOL, or any other conduct meriting formal disciplinary action.

3.  Indications of drug and/or alcohol problems including work related problems, positive drug or alcohol tests, and any alcohol or drug related arrest.

4.  Indications of mental instability including violent or irrational acts, erratic behavior, and any attempted suicide or suicidal gesture/ideation.

5.
Indications of financial irresponsibility, e.g., bounced checks, letters or calls from collection agencies, garnishments, bankruptcy, or unexplained financial affluence.

6.  Conduct which could subject a person to coercion, pressure, or influence to act contrary to the interest of the U.S., or conduct which suggests recklessness, dishonesty, poor judgment or irresponsibility.

7.  A tendency toward disregard for security regulations and procedures, to include procrastination in filling out forms for security investigations.

8.  Any illegal or unauthorized use of government information systems, e.g., computers, telephones, facsimile machines, etc., to include unauthorized entry, removal, modification, destruction, or manipulation of data.

9.  Any foreign connections, foreign financial interests, foreign travel (official or personal), or non-routine foreign contacts, not reported to your servicing Intelligence/Security Office.  Foreign travel includes any travel to Canada, Mexico, the Bahamas, non-U.S. Caribbean Islands, and The Republic of  the Marshall Islands.

10.
 Advocacy of the use of force or violence, or membership in organizations which advocate force to overthrow the U.S. government, or to alter the form of the government by unconstitutional means.  Any indication of disloyalty to the U.S. or preference of another country over the U.S.        


