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Section C - Descriptions and Specifications

A. SOW
“Automated Joint Threat Systems Handbook (AJTSH) Modifications for the Joint Warfighting Center” Statement of
Work

1.0 The contractor shall develop alternatives for organizing and presenting Joint Forces Command’s (JFCOM’s)
Opposing Forces (OPFOR) oriented data to assist joint exercise planners. The contractor shall design an
environment to serve as principal repository for hosting disparate information, to include information operations
(10) resources, asymmetric threat resources such as Improvised Explosive Devices (suit case bombs, low slow
flyers, etc), and para-military resources in support of joint exercise activities. The contractor shall work with the
existing AJTSH technical support teams to determine data for inclusion into the existing AJTSH database structure
versus data to be hosted within the threats and OPFOR data repository, but outside of the specific AJTSH
application. Data includes:

1.1 Understanding and documentation of the use of threat assets as Information Operations (IO) “capabilities”
(tactics, technologies, and procedures) when used in joint exercises versus the physical threat assets used in
traditional operational test and evaluation activities.

1.2 Key personnel for conducting Information Operations (I0) exercises related to threat capabilities for inclusion
in the AJTSH system.

1.3 Actual threat IO capabilities for use in joint exercises (€.g., red teams, etc).

1.4 JFCOM-specific requirements for retrieving threat capability assets.

1.5 Core JFCOM customer base requiring access to the new threat capability resource.

2.0 Performance of this effort requires SIPRNET access.

3.0 All work will be performed in the Norfolk, VA area, which is near the JFCOM facility.

4.0 All products resulting from this work will have no restrictions on further use and dissemination once provided
to the Government. This will include source code and executable code for any computer software that may be
developed under this effort. The documentation of all products will be included in the deliverables to the
government. These products will be delivered under CRDL A005. The contractor agrees not to assert or authorize

others to assert any rights or establish any claims to copyright in any copyrightable work first produced, created,
generated, or modified under this task order.
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