SYSTEMS ENGINEERING & TECHNICAL ASSISTANCE CONTRACT (SETAC)

TASK ORDER REQUIREMENTS PACKAGE (T/ORP)

“Army Space Program – Engineering, Analysis and Programmatic Support/SAP Access Only” 

Statement of Work” T/ORP # 0035



SUSPENSE DATE:  6 April 2004

SUSPENSE TIME:  4:00 pm Central Time 
This action is:

__X_  a directed subcontractor requirement previously performed under Contract DASG60-98-C-0036 with Sparta, Inc.

____  a new requirement resulting from a marketing presentation 

____  a new requirement/no precedent

____  other

DESCRIPTION: 

1.0   INTRODUCTION AND BACKGROUND:  The work under this effort is limited to work that requires the contractor/subcontractor to possess Top Secret/Sensitive Compartmented Information (SCI) clearance and specific classified access under designated Special Access Program(s) (TS/SAP) in accordance with the task-order level DD254.  Further, performance of this effort is directed to SPARTA in accordance with the Directed Subcontractor clause incorporated into Section H of the Systems Engineering and Technical Assistance Contract (SETAC).  The reason for this direction is because SPARTA personnel are already “read on” to the applicable SAP.

1.1   The U.S. Army Space and Missile Defense Command (USASMDC) is chartered to develop advanced technologies and system concepts for Army space programs.  The USASMDC mission is to conduct a coordinated research and development program for advanced Army capabilities in accordance with Department of Defense and Army guidance.  The goal of the services hereby obtained is to ensure a timely, energetic, and cost effective development of technologies and services for defense against evolving threats; to maximize benefits of USASMDC technology development programs across the full spectrum of Army and joint service applications; ensure long term programmatic planning and coordination of Army technology initiatives and ensure programs are in lawful and regulatory compliance.  

1.2   The Space programs are continually changing based on evolving threats, new technologies, requirements, doctrinal changes, changing government emphasis, and the Army’s Transformation initiative.  The USASMDC has structured research programs integrating a wide range of technologies and support functions into system concepts and hardware components, systems, and platforms.  The purpose of this task order is to obtain objective engineering and analysis support and independent program assessment support for the various tasks under the Army Space mission area.

2.0   SCOPE.  In support of USASMDC , the contractor shall provide engineering, analysis and programmatic support.  This support shall include conducting studies, and providing concept system definition and related documentation to support the study results; providing independent analyses, technological assessments; and perform other related tasks in systems definition, experiments, technology demonstrations, production, fielding, and sustainment plan evaluations.  The Contractor shall develop, review and analyze alternatives, programmatics, courses of action, documents, studies, proposals, briefings, and presentations.  The Contractor shall independently assess government developed technology plans and projected/planned program costs, performance issues, scheduled risks, and formulate and provide alternatives for risk mitigation and issue resolution.  In performing this SOW, the Contractor may be required to interact with other Contractors and other governmental agencies as directed by the Task Order Monitor (T/OM).

2.1  Changes in emphasis and significant changes in program direction are inevitable with respect to approved projects.  The Contractor shall be responsive to such changes as they are defined by the Task Order Monitor (T/OM).  However, the contractor shall notify the Contracting Officer prior to commencing performance if such direction is deemed to be outside the scope of work of this task order.  

2.2  The contractor shall support space control as follows:

2.2.1  Assess government defined operational requirements, performance parameters, and employment strategies for evolving or theoretical technology concepts or applications.  Assess the operational and performance impacts of such technology concepts in candidate Army deployment architectures designated to support this mission area.  Assess risks and mitigation options which can be attributed to specific technology development paths and ultimately to employments options relative to future Army architectures.    Ensure technologies and supported programs are incorporating efforts to maintain appropriate architectural interfaces at all phases of development.  

2.2.1.1   Provide operational requirements coordination with Army combat developers and user representatives to ensure military needs and future operational capabilities are well understood by the developer and translatable into technical requirements for operational concepts supporting the Army mission.  

2.2.1.2   Maintain requirements traceability to support technology analysis and simulation activities.   Provide independent assessment of requirement impacts to support system trade studies, evaluate options for  new technology insertions or utilizations, and perform rapid prototyping of subsystems and components to support technology demonstration, test or simulations objectives.  Planning efforts will include the Special Access Programs (SAP), Science and Technology Objectives (STO) and Program Objective Memorandum (POM) processes.  Provide program assessments to support government reviews of technology plans and assist in their implementation. Systems engineering and trade analysis will be conducted to support technical and budgetary decisions concurrent with long range government plans. 

2.2.1.3   Review and assess government generated acquisition strategies for completeness of detail, optimal coordination, and concurrency with established government funds allocations and schedules.  

2.2.1.4   Evaluate USASMDC technologies and supported joint programs for their applicability as transformation candidates for submission to the appropriate Line of Operation managers and inclusion and funding by the Department of the Army (DA) Transformation Program and Army Future Forces Office.  The Contractor shall develop and maintain technology matrices comprised of the relevant technology corresponding interfaces with associated transformation categories to relate how the technologies and supported programs link to the Objective Force, external customers, as well as the Legacy and Army Future Forces. The contractor shall support the development of briefing materials and technical papers and provide independent technical review for accuracy and content.  .  

3.0  MEETINGS/BRIEFINGS/PUBLICATIONS

3.1   The contractor shall present and participate in technical discussions and shall immediately notify the T/OM of any problems.

3.2   The contractor shall attend and participate in technical meetings as scheduled by the T/OM.

3.3   The contractor shall provide technical orientation briefings, as directed by the T/OM.

PERIOD OF PERFORMANCE:  Date of T/O award through 23 Apr 2007 
ESTIMATED FUNDING (Level of effort FY04 through FY07):
$    100,000 (FY04) 






                             $    300,000 (FY05)







                             $ 1,700,000 (FY06)




  


                            $  1,300,000 (FY07)







                            $ 3,400,000 (TOTAL PROGRAM)

ESTIMATED MATERIAL OPTION (FY04 through FY07):
$ Undetermined   

The task order may be increased to $4,400,000 based on actual 

Material requirements which are to be determined after award.






            







 
DELIVERABLES:  

Item/Title


CDRL#

# Copies 
Delivery Date

Task Order Management Plan
A001

1 *

Per CDRL          


FMER



A003

1 *

Per CDRL

Progress Report


A004

1  

Monthly


Final Technical Report

A005

2 *

23 April 2007

Quarterly Transmittal Listing
A007

1

Per CDRL

*  Plus Electronic Version.

ESTIMATED TRAVEL:  The contractor has no authority to incur travel costs without explicit written approval (email acceptable) of the T/OM.  Under no circumstance shall the contractor incur travel costs in excess of the NTE amount stated herein.  The contractor is not authorized to travel outside the continental United States without explicit written approval by the contacting officer.  NTE:  $120,000

ESTIMATED COST FOR MATERIALS AND/OR SPECIAL TEST EQUIPMENT:  The contractor has no authority to incur material costs without the explicit prior written approval of the contracting officer.  Prior to forwarding requests to the contracting officer, the contractor shall obtain the Task Order Monitor’s concurrence.  Electronic Mail (email) shall be utilized for both steps in this process.  Under no circumstance shall the contractor incur materials costs in excess of the NTE amount stated herein.  NTE: Underdetermined; will be specified after award. 
RESPONSES DUE/SPECIAL INSTRUCTIONS: 

NOTE:  Direct contact with the technical office and/or task order monitor concerning this effort is not permitted.  Any questions pertaining to this requirement must be submitted in writing from the SETAC prime contractor to the contract specialist listed below. 

An electronic version of the written proposal (to include the technical/management, key personnel/staffing, pricing, OCI and Data Right Identification/Assertion portions) is due to the Task Order Monitor (with an electronic copy furnished to the SMDC Contract Specialist) on 6 April 2004 at 4:00 pm Central time.

A copy of the required SETAC Proposal Format is posted on the SETAC webpage under “SETAC Forms.”

The technical/management portion shall not exceed 2 pages.  The font for the technical/management proposal shall be no smaller than Times New Roman 12.  

The key personnel/staffing portion shall not exceed a total of 2 pages.  The font for the key personnel/staffing response shall be no smaller than Times New Roman 12.  The key personnel/staffing portion shall consist of mini resumes (4 or 5 bullets), which are limited to significant capabilities directly related to the this initial requirement.  Up to 10 mini resumes may be submitted for key personnel.  Up to 5 mini resumes may be submitted for other personnel.    
The pricing portion shall not exceed a total of five (5) pages.  The pricing proposal shall be in landscape format with each twelve-month period detailed on a separate page.  Legal size paper may be used if necessary.  The font for the pricing proposal shall be no smaller than Times New Roman 10.    

The OCI portion (if applicable) shall not exceed a total of two (2) pages.  The font for the OCI response shall be no smaller than Times New Roman 12. 

The Data Right Identification/Assertion portion (if applicable) shall not exceed a total of one (1) page.  The font for the Data Right Identification/Assertion response shall be no smaller than Times New Roman 12. 
Cost data shall be segregated/vouchered/reported/paid at the ACRN level.

The "Limitation of Funds" clause is applicable at the ACRN level.

The effort described in the Task Order Statement of Work anticipated to be performed in FY04 thru FY07 is subject to the Clause at FAR 52.232-18, Availability of Funds.

All of the terms and conditions of the contract listed above are applicable to this T/O.

All of the provisions and clauses of the contract listed above are applicable to this T/O.

It is incumbent upon the contractor and/or subcontractor to ensure that appropriate Technical Assistance Agreements (TAAs) and/or applicable export licenses are in place before conducting any activity under the SOW which requires such approval and documentation.

The following Government Furnished Property or Test Facilities are available for use in performance of this Task Order:    

GFP On-Site Requirements:  The contractor/subcontractor is required to work on-site at a government-specified location (i.e., a government approved Sensitive Compartmented Information Facility (SCIF)).  The SCIF may be located at a government facility or at another contractor’s facility.  Therefore, government site rates are appropriate for this effort.  The contractor will have access to government office space, equipment, and a secure program approved environment required to perform the task order (as detemined to be necessary and available by the task order monitor).  

SOW (All Paragraphs):  100% Government Site

 _X_ Applicable  ___ Not Applicable:  Effort completed under this T/O requires access to Sensitive Compartmented Information (SCI) data.  The SCI access is allowable in accordance with the DD Form 254, Contract Security Classification Specification, incorporated into the contract under which this T/O is executed. 

_X_ Applicable  ___ Not Applicable:  Performance of this T/O will also require access to Special Access Program (SAP) information.  The DD Form 254, Contract Security Classification Specification, will be provided and will be applicable to this T/O only. 
_ _ Applicable  _X__ Not Applicable:  Support outside the United States is required under this effort.   

SMDC CONTRACT SPECIALIST:  Astrid C. Lahiere, 256-955-3003 (Voice), 256-955-4240 (FAX), astrid.lahiere@smdc.army.mil

TASK ORDER MONITOR:  Donald H. Severn, 256-955-2782 (Voice), 256-955-2428 (FAX), don.severn@smdc.army.mil
MAILING ADDRESS:  U.S. Army Space and Missile Defense Command, Attn: SMDC-IN-I (D. Severn), P.O. Box 1500, Huntsville, AL 35807-3801

EVALUATION CRITERIA/ORDER OF PRECEDENCE: 

  This task order will be awarded to SPARTA, Inc. and will be assessed based on the following: 

    a.  Order of Precedence:  Due to the fact that the Government is directing the subcontractor for this effort, the proposed price and associated labor mix are considered to be the most important criterion.  The goal of this competition is maximization of DPPH under the appropriate labor categories while staying within the total projected labor amount.  Management (including proposed subcontract management) is more important than Technical.

    b.  TASK-SPECIFIC TEAM COMPOSITION:  A response is not required for this criterion under this action since the Government is directing the subcontract effort, however, the contractor may provide any information deemed relevant.  While not separately rated, the contractor’s proposed Task-Specific Team Composition response and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer.  

    c.  OVERALL APPROACH:  While not separately rated, the contractor’s Overall Approach response and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer.  

    d.  TASK-RELATED PAST PERFORMANCE EXAMPLES:  A response is not required for this criterion under this action since the Government is directing the subcontract effort, however, the contractor may provide any information deemed relevant.  While not separately rated, the contractor’s proposed Task Related Past Performance Examples and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer. 

    e.  PRINCIPAL TEAM DISCRIMINATOR:  While not separately rated, the contractor’s Principal Team Discriminator response and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer.  

    f.  TASK-SPECIFIC EVALUATION CRITERION #1:  The contractor’s demonstrated ability to utilize SPARTA, Inc. in the performance of this effort and to immediately assume the on-going project without disruption to current operations.  There are currently multiple SETAC prime contractors that have listed SPARTA as a subcontractor for their company, therefore, any of these primes are automatically eligible to propose on this effort.  Any other SETAC prime who responds to this task order requirements package must include with their proposal submission a letter of intent (signed by SPARTA) in order to verify that SPARTA has agreed to support the prime under this effort.

    g.  GFE REQUIREMENTS:  While not separately rated, the contractor’s proposed GFE Requirements and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer. 

    h.  TRAVEL REQUIRMENTS:  Not rated.  The offeror shall include the Government NTE amount in the Price/DPPH Matrix which is provided in response to this T/ORP.  

    i.  MATERIALS/ODCs REQUIREMENT:  Not rated.  The offeror shall include the Government NTE amount in the Price/DPPH Matrix which is provided in response to this T/ORP. 

    j.  SPECIAL REQUIREMENTS (i.e., Security, SCI Billets, Technical Assistance Agreement (TAA), Travel Outside the U.S., or other such requirements):  While not separately rated, the contractor’s proposed Special Requirements and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer.  NOTE:  The prime should note that only specific employees of SPARTA, Inc. are currently accessed into Special Program channels involving this SOW.  This roster will not be expanded to facilitate this SOW.  The proposal must identify the number of SCI billets required to perform this effort and provide specific personnel names designated to perform this work. 

    k.  KEY PERSONNEL/STAFFING:  While not separately rated, the contractor’s Key Personnel/Staffing response and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer. 

    l.  PRICE/DPPH MATRIX:  The contractor shall provide a separate price/DPPH matrix for each year of task order performance.  Each yearly matrix shall specify the hours and price proposed, by month, for each labor category proposed.  A separate matrix which rolls up the information detailed in the yearly matrixes shall also be submitted.  Note:  While not separately rated, the price of the T/O based on the proposed labor mix and the government’s assessment thereof  will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer.  Note:  This competitive T/ORP action is a “best value” competition and not intended to be a “price” competition.  The projected funding information specified in this T/ORP represents the Government’s anticipated budget for the effort described.  Offerors should demonstrate how they can best utilize the anticipated budget to support the proposed effort. 
    m.  OCI ISSUES:  The proposal will be evaluated relative to any organizational conflict of interest (OCI) involving either the prime and/or any of its proposed team members or subcontractors.  If an actual or potential OCI is identified, the evaluation will include an assessment of the task-specific risk mitigation plan submitted by the prime contractor.  
    n.  DATA RIGHTS IDENTIFICATION/ASSERTION:  During evaluation of the proposal, consideration will be given to the offeror’s response to the Data Right Identification/Assertion response.  While not separately rated, the offeror’s response and the government’s assessment thereof will be utilized in relation to the task-specific evaluation criteria and during the best-value determination/recommendation provided to the Contracting Officer. 

	PRIVATE 
 
DEPARTMENT OF DEFENSEPRIVATE 


 CONTRACT SECURITY CLASSIFICATION SPECIFICATION

 (The requirements of the National Industrial Security Program Operating Manual apply to all security aspects of this effort)
	1. CLEARANCE AND SAFEGUARDING

	
	a. FACILITY CLEARANCE REQUIRED:      TOP SECRET

	
	b. LEVEL OF SAFEGUARDING REQUIRED:  TOP SECRET

	PRIVATE 
2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	XPRIVATE 
 
	a. PRIME CONTRACT NUMBER

    DASG60-02-D-00(TBD) / TASK ORDER # (TBD)
	 
	a. ORIGINAL (Complete date in all cases)
	Date (YYYYMMDD)
 2004 03 29

	  
	b. SUBCONTRACT NUMBER

                              
	 
	b. REVISED (Supersedes all previous specs)
	Revision No.


	Date (YYYYMMDD)
  

	  
	c. SOLICITATION OR OTHER NUMBER

                              
	Due Date (YYYYMMDD)

                    
	  
	c. FINAL (Complete item 5 in all cases)
	Date (YYYYMMDD)

               

	PRIVATE 
4. IS THIS A FOLLOW-ON CONTRACT?  [   ] YES  [ X] NO, If yes, complete the following

Classified material received or generated under                                      (Preceding Contract Number) is transferred to this follow-on contract

	5. IS THIS A FINAL DD FORM 254    [   ] YES  [X ] NO, If yes, complete the following:

In response to the contractors request dated                   ,retention of the identified classified material is authorized for a period of:                       

	PRIVATE 
6. CONTRACTOR  (Include Commercial and Government Entity (CAGE) Code) 
	
	

	a. NAME, ADDRESS, AND ZIP


	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)



	7. SUBCONTRACTOR
	
	

	a. NAME, ADDRESS, AND ZIP


	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 



	8. ACTUAL PERFORMANCE
	
	

	a. LOCATION              

COLLATERAL ACCESS:  Same as block 6.a.

SCI ACCESS:  See  Block 13 – Remarks, SCI ADDENDUM

SAP ACCESS:  SEE BLOCK 13 – REMARKS (Continuation Pages)

                . 


	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)


	PRIVATE 
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

  SYSTEMS ENGINEERING AND TECHNICAL ASSISTANCE CONTRACT (SPACE PACE PROGRAM SUPPORT)



	PRIVATE 
10.THIS CONTRACT WILL REQUIRE ACCESS TO 
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: 
	YES
	NO

	a.COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	X
	 
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR GOVERNMENT ACTIVITY
	
	X

	b. RESTRICTED DATA
	X
	
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	X

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	X
	 
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	X
	

	d. FORMERLY RESTRICTED DATA
	X
	
	d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	 
	X

	e. INTELLIGENCE INFORMATION
	
	
	e. PERFORM SERVICES ONLY
	
	X

	   (1) Sensitive Compartmented Information  (SCI)
	X
	 
	f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	X
	 

	   (2) Non-SCI


	X
	
	g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY          DISTRIBUTION CENTER
	X
	

	f. SPECIAL ACCESS INFORMATION
	X
	 
	h. REQUIRE A COMSEC ACCOUNT     (TRADITIONAL ACCOUNT)
	X
	 

	g. NATO INFORMATION
	X
	 
	i. HAVE TEMPEST REQUIREMENTS
	
	X

	h. FOREIGN GOVERNMENT INFORMATION
	X
	 
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	X
	

	i. LIMITED DISSEMINATION INFORMATION
	
	X
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	X
	 

	j. FOR OFFICIAL USE ONLY INFORMATION
	X
	
	l. OTHER (specify)
	X
	

	k. OTHER (Specify)   (Classified Information Systems Processing)
	X
	  
	                      SEE BLOCK 13 REMARKS
	  
	


DD Form 254, DEC 99                     Previous editions are obsolete
	PRIVATE 
12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the National Industrial Security Program Operating Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for approval prior to release.

                                                                                                                                          PUBLIC RELEASE OF SCI & SAP NOT AUTHORIZED

    [  ] DIRECT    [ X ] THROUGH (Specify)        Deputy Commanding General, Research, Development, & Acquisition (RDA)

                                                                         U.S. Army Space and Missile Defense Command (USASMDC)

                                                                         (SMDC-PA), P.O. Box 1500

                                                                         Huntsville, AL 35807-3801                                                                    
 to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below.  If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort.  Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.)
THIS DD FORM 254 APPLIES TO CONTRACT NUMBER:  TBD 

See Attached Pages (DD Form 254 Continuation Pages and SCI Addendum) for Additional Security Guidance.

REFERENCE BLOCK 10e(1); This contract requires access to Sensitive Compartmented Information (SCI).  Requirements for the SCI portion of this contract are contained in the enclosed U.S. Army SCI Addendum to DD Form 254.

[image: image1.png]



____________________________

William E. Cooper

SCI Monitor



	14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to NISPOM requirements, are established for this contract.    [X ] YES    [  ] NO
(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies additional requirements.  Provide a copy of the requirements to the cognizant security office. Use Item 13 if additional space is required.)
SCI & NON-SCI INTELLIGENCE INFORMATION, SAP INFORMATION, TEMPEST ANALYSIS & OPSEC REQUIRED – SEE BLOCK 13, REMARKS 

SEE ENCLOSED SCI ADDENDUM FOR ADDITIONAL SECURITY REQUIREMENTS.

	15. INSPECTIONS. ELEMENTS OF THIS CONTRACT ARE OUTSIDE THE INSPECTION RESPONSIBILITY OF THE COGNIZANT SECURITY OFFICE. (If yes, explain and     [ ] YES   [X ] NO 

identify specific areas or elements carved out  and the activity responsible for inspections. Use Item 13 if more space is needed.) 



	16. CLASSIFICATION AND SIGNATURE.   Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	PRIVATE 
a. TYPED NAME OF CERTIFYING OFFICIAL

    THERESA B. HORNUNG
	b. TITLE

          Alternate Contracting Officer’s

          Representative for Industrial Security                                

                                 
	c. TELEPHONE (Include Area Code)
(256) 955-1726            

	PRIVATE 
d. ADDRESS (Include Zip Code) 

  Deputy Commanding General, RDA 

   U.S. Army Space and Missile Defense Command

   (SMDC-IN-S), P.O. Box 1500

   Huntsville, AL 35807-3801                                  

                             
	17. REQUIRED DISTRIBUTION 

SMDC-IN (SSO)    SMDC-IM-PM   SMDC-IN-S   

[X ]  a. CONTRACTOR

[   ]  b. SUBCONTRACTOR

[X ]  c. COGNIZANT SECURITY OFFICE FOR PRIME & SUBCONTRACTOR 

[   ]  d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

[ X]  e. ADMINISTRATIVE CONTRACTING OFFICER

[X ]  f. OTHERS AS NECESSARY

	e. SIGNATURE

  [image: image2.png]



	INSCOM, Contractor Support Element, (IASE-CSE), Bldg. 4554,                 Llewellyn Avenue, Fort Meade, MD 20755

Def. Cour. Svc., Bldg. PT 830, Fort Meade, MD 20755-5370


DD Form 254 (BACK), DEC 99

ITEM 13 Continuation

REFERENCE BLOCK 10a;  Access to Communications Security (COMSEC) Information.

Contractor shall comply with the requirements of National Security Agency (NSA) Manual 90-1, NSA Industrial COMSEC Manual. Contractor shall include COMSEC requirements to subcontractors, if applicable. 
REFERENCE BLOCKS 10b,c, and d;  Access to Restricted Data (RD), Critical Nuclear Weapon Design Information (CNWDI), and Formerly Restricted Data (FRD). 

    a.  Contractor shall comply with CG-W-5, Joint DOE/DOD Nuclear Weapon Classification Policy Guide, January 1984, and all updates thereto.  Prior to receipt of this document, contractors must obtain appointment of individuals to serve as official RD Classifiers in accordance with the NISPOM and DOE guidelines.  This appointment is required for derivative classification authority and generation of RD/FRD material for all related facilities and systems.  

    b.  It will be required that RD classifiers be appointed and trained under Government Agency procedures by the DOE before access may be granted.  Chapter 9, Section 1 and Chapter 9, Section 2 of the NISPOM will apply.  

REFERENCE BLOCK 10e(2);  Access to Intelligence Information (non-SCI)

    The following guidelines concerning control and dissemination of intelligence information are based on DCID 6/6, 11 July 2001:

    a.  Intelligence information released under this contract or Request for Proposal (RFP) remains the property of the U.S. Government and may be withdrawn upon notice.

    b.  The contractor will maintain a record of all classified intelligence material released to your custody.  Unclassified intelligence information will be treated as For Official Use Only (FOUO).

    c.  All reproductions of intelligence material will be classified, marked, and controlled in the same manner as original(s).

    d.  Prior to granting an employee access to intelligence materials, employees will be briefed on their obligation to comply with these procedures and will be debriefed when access to the material is terminated.  A permanent list of all employees having had access to the intelligence materials during this      

contract will be maintained by the company and will be available for DSS inspection.

e. You will not release intelligence material to any 

activity, employee, or other person not directly engaged in providing services under this contract unless specific written authorization for such release is received from the Government Contacting Activity (GCA).  This prohibition precludes release without authority to another contractor, Government agency, private individual, or organization unless a contractual relationship exists in support of this contract.  Specific written authorization for such release will be received from Deputy Commanding General, Research, Development, & Acquisition, (RDA), U.S. Army Space & Missile Defense Command, (SMDC-IN-S), P.O. Box 1500, Huntsville, AL 35807-3801.

    f.  The intelligence materials will not be released to foreign nations, non-U.S. citizens or U.S. citizens representing foreign entities except with specific written authorization from the GCA and USASMDC Foreign Disclosure Officer (FDO).

    g.  Intelligence materials released to you will be destroyed upon contract completion unless the GCA requests the return of the materials.  A copy of the destruction certificate referencing USASMDC control number will be mailed to Deputy Commanding General, RDA, U.S. Army Space and Missile Defense Command, (SMDC-IN-S), P.O. Box 1500, Huntsville, AL  35807-3801, in order to remove contractor accountability from USASMDC records.  However, returned intelligence information will be sent to the attention of the contract technical monitor, address identified in Section H of the contract.  In the event the contract is extended or a new similar contract requiring the released data is initiated, it is the responsibility of the contract monitor to effect an extension or document transfer with the GCA.

    h. All actions or inquiries concerning intelligence

materials on this contract shall identify any USASMDC control numbers, if applicable, and shall be sent to the following address:  Deputy Commanding General, RDA, U.S. Army Space and Missile Defense Command, (SMDC-IN-S), P.O. Box 1500, Huntsville, AL 35807-3801.

REFERENCE BLOCK 10f;  Special Access Program (SAP) Information.

    a.  This contract requires access to Special Access Program (SAP) information to evaluate, exercise, and refine advanced space control.  

    b.  The contractor will comply with DOD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), June 1995 with Supplement 1; and Supplement 1 to DOD Overprint, to the NISPOM Supplement, 14 January 1998, or subsequent version of each document, apply to this contract.  

    c.  Access to SAP information will occur only at the approved Government program facility.  Storage of SAP information by the contractor at locations other than such approved facility is not authorized.  

    d.  Contractor will comply with appropriate program-specific security procedures and security classification guide(s).  These program-unique guides will be furnished by the government and will be stored in U.S. Government-approved SAP facilities.

    e.  Security oversight for this SAP is the responsibility of the Defense Security Service (DSS).

    f.  All documents will be provided at U.S. Government-approved SAP facilities.  

    g.  Public release for SAP information related to this contract is not authorized.  

    h.  Contractor personnel nominated for SAP access must submit a copy of their Standard Form 86 (EPSQ) (current within 90 days) to the Government Program Manager for program access eligibility screenings.

    i.  Contractor personnel requiring access to SAP information in performance of this contract are subject to random selection for Counterintelligence Scope Polygraph examinations in accordance with DOD Directive 5210.48.  Failure of selected individuals to submit to the polygraph examinations may result in suspension of their access to SAP information.

    j.  Contractor personnel requiring access to SAP information during the performance of this contract may be subject to random selection for Urinalysis Testing.  Failure of selected individual to submit to urinalysis may result in suspension of their access to SAP information.

    k.  Contractor personnel granted access to SAP information must have a security clearance based on a favorable personnel security investigation completed within five years of the date of access.  For continued SAP access, the investigation must remain current within five years.

    l.  Any communications with outside activities that are not involved with this SAP is PROHIBITED, unless otherwise authorized by the Government SAP Security Manager.

    m.  SAP work requires access to Sensitive Compartmented Information.

REFERENCE BLOCK 10g; Access to NATO Information.

a. Upon expiration of the contract, all NATO material

released to your company will be returned to the USASMDC NATO Subregistry, Deputy Commanding General, Research, Development, and Acquisition, U.S. Army Space and Missile Defense Command (SMDC-IM-PM), P.O. Box 1500, Huntsville, AL 35807-3801.

    b.  NATO material released to your company will not be destroyed unless written authorization for such destruction is   

received from the USASMDC NATO Subregistry.  A copy of the 

destruction certificate will be sent to the USASMDC NATO Subregistry, SMDC-IM-PM.

REFERENCE BLOCK 10h; Foreign Government Information.

a. Foreign government information is described as 

information provided to the U.S. by a foreign government or information produced by the U.S. as a result of a joint arrangement with a foreign government requiring that the information or arrangement be held in confidence.

b. Procedures for access to foreign government information

in Chapter 10, Section 3 of the NISPOM apply. 

c. Classified foreign government information will be

afforded the same degree of protection as U.S. classified.  Procedures in Chapter 10 and Appendix B of the NISPOM apply.

REFERENCE BLOCK 10j; For Official Use Only (FOUO) Information.

    a.  Contractors may disseminate “For Official Use Only” information to their employees and subcontractors who have a need for the information in connection with this contract.

    b.  Removal of the “For Official Use Only” marking can only be accomplished by the GCA.  Request for public release of “For Official Use Only” shall be accomplished in accordance with item 12 of the DD Form 254-E.

    c.  “For Official Use Only” information shall be stored in locked receptacles such as file cabinets, desks, or bookcases.

When such internal security control is not exercised, locked buildings or rooms will provide adequate after-hours protection. During working hours, the information shall be placed in an out-of-sight location if the work area is accessible to persons who do not have a need for the information.

    d.  “For Official Use Only” information may be sent via first-class mail or parcel post.  Bulky shipments may be sent by fourth-class mail.  Facsimile communications marked FOUO may be transmitted by nonsecure terminals with the FOUO marking intact between U.S. Department of Defense, and other U.S. Government agencies, and U.S. Government support contractors for official purposes.

    e.  When no longer needed, FOUO information may be disposed of by tearing each copy into pieces to preclude reconstructing, and placing it in a regular trash container.

    f.  Unauthorized disclosure of “For Official Use Only” information does not constitute a security violation, but the GCA shall be informed of any unauthorized disclosure.  The unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal sanctions.

REFERENCE BLOCK 11c;  Receive and Generate Classified Material.

The below listed security classification guides apply to this specification.  In the event that a security classification guide is superseded or replaced, it is the responsibility of the Contract Monitor to provide such guides to the contractor.

a. U.S. Army Strategic Defense Command Ballistic Missile

Defense (BMD) Classification Guide, 3 July 1989.

    b.  Airborne Surveillance Testbed (AST) Security Classification Guide, 29 January 1999.

    c.  Airborne Surveillance Testbed (AST) Topic 700 Attributes of Reentry Objects/Topic 900 Sensitive Programs, 29 January 1999.

    d.  U.S. Army Strategic Defense Command Survivability, Lethality, and Key Technologies (SLKT) Classification Guide, July 1992.

    e.  U.S. Army Space and Missile Defense Command Lethality Program Security Classification Guide, 27 December 1996.  

    f.  Mark 12 and Mark 12A Reentry Vehicle (RV) Security Classification Guide, 15 April 1989.

    g.  High-Endoatmospheric Defense Interceptor (HEDI) Classification Guide, 28 March 1991.

    h.  Program Executive Office, Air and Missile Defense, Theater High Altitude Area Defense (THAAD) Project Security Classification Guide (SCG), 29 November 2001, THAAD SCG Change 1, 12 May 2003; and THAAD SCG Change 2, 20 August 2003.    

    i.  Concealment and Deception Technology (CDT) Security Classification Guide, October 1990.

j. PEO Tactical Missiles Common Missile System Security 

Classification Guide, 29 January 2001.

    k.  Ballistic Missile Defense Organization Security Classification Guide, Directive Number 5230-M, 27 January 2000.

    l.  SDIO/BMC3 Security Classification Guide, Including Information Control Procedures, May 1988.

    m.  Joint United States (U.S.) – Government of Israel (GOI) Israeli Technology Experiment Program (ISTEP) Classification Guide, 17 May 1988.

    n.  Minuteman Program Security Classification Guide, 

30 July 1990.

    o.  Peacekeeper Program Security Classification Guide, 

30 January 1990.

    p.  Pony Express Security Classification Guide, 31 July 1999.

    q.  Mark 21 Reentry Vehicle (RV) Security Classification Guide, 27 April 1997.

    r.  PATRIOT Air Defense Missile System Security Classification Guide, 6 June 2000.   

    s.  Red Tigress Security Classification Guide, 14 September 1995.

    t.  ZODIAC BEAUCHAMP Security Classification Guide, May 1990.

    u.  BMDO Countermeasures Program Security Classification Guide, March 1995.

    v.  Brilliant Pebble (BP) Program, Pre-Full Scale Development (FSD) Flight Tests BP-1M and BP-TD Security Classification Guide, February 1993.

    w.  Exoatmospheric Discrimination Experiment Security Classification Guide, 29 August 1990.

    x.  Kinetic Energy Anti-Satellite (KE-ASAT) Initiative  Security Classification Guide, 21 September 1998.

    y.  Operational and Development Experiments Simulator (ODES) Security Classification Guide, 3 August 1998.

    z.  Joint DoD-DoE Radiation Hardened Microelectronics Classification Guide, January 1989.

    aa.  BMDO Laser Radar Program Security Classification Guide, 

5 May 1995.

    ab.  Ground Based Surveillance and Tracking System (GSTS) 

Security Classification Guide, 15 May 1992.

    ac.  Joint Tactical Missile Defense System Security Classification Guide, February 1990.

    ad.  SDIO Command and Control (C2E) Security Classification Guide, 15 June 1992.

    ae.  Department of Defense, Missile Defense Agency, Ground-Based Midcourse Defense (GMD) Security Classification Guide (SCG), September 6, 2002, GMD SCG Change 1, September 24, 2002, and Change 2, August 25, 2003.

    af.  Target Reentry Vehicle Security Classification Guide, 

8 November 1999.

    ag.  DoD Instruction #0-5210.85, 27 April 1993.

    ah.  U.S. Navy Revised Security Classification Guide for Standard Missile-2/3, 1 May 1997.

    ai.  U.S. Navy Aegis, MK7 Security Classification Guide, 

22 April 1996.

    aj.  Pershing II (PII) Guided Missile System Security Classification Guide, 15 August 1990.

    ak.  Cobra Brass Overhead Non-Imaging Infrared (ONIR) Sensor Programs Security Classification Guide, 31 May 2001 (National Air Intelligence Center). 

    al.  BMDO Directive 5230-M, Ballistic Missile Defense Program Security Classification Guide, January 27, 2000.

    am.  U.S. Army Space and Missile Defense Command Long Range Nuclear Target (LRNT) Security Classification Guide (SCG), 

12 December 2000.

    an.  Department of Defense, Missile Defense Agency, Ballistic Missile Defense Target Systems Security Classification Guide, 

3 December 2003.

    ao.  Additional classification guides will be provided under separate cover in anticipation of work that involves specific additional classification situations.

The marking to identify derivative source on classified documents generated shall cite the appropriate Security Classification Guide/s listed above, or otherwise shall cite the applicable derivative source material when classification is derived from source(s) other than the above security classification guides.  All security markings shall be appropriately applied to comply with the NISPOM.

REFERENCE BLOCK 11f; Access to U.S. Classified Information Outside the U.S., Puerto Rico, U.S. Possessions and Trust Territories.

    This contract may require your company to have access to classified information in an overseas area.  The specific overseas area(s) will be provided by the Contract Monitor or the Contracting Officer.  Classified information or materials will remain under the direct control of the U.S. government while in an overseas area unless prior approval is granted by this command.  Release of classified information to a foreign entity will be accomplished in accordance with Chapter 10, NISPOM.

REFERENCE BLOCK 11g;  Authorized to Use the Services of the Defense Technical Information Center (DTIC) or Other Secondary Distribution Center.

    Special Access Program Information will not be released to DTIC.  However, DTIC may be used as a source of information ONLY and will be used at the discretion of the program manager.  

REFERENCE BLOCK 11h; Require a COMSEC Account.

The contractor will maintain a current listing of all COMSEC accountable equipment and/or material associated with this contract.  A copy of this listing will be filed with the contract DD Form 254.

REFERENCE BLOCK 11j;  Have OPSEC Requirements.

This contract requires the application of Operations Security

(OPSEC).  Contractors will follow the USASMDC SETAC Operations 

Security (OPSEC) Plan.  This plan will be provided under separate cover.

REFERENCE BLOCK 11l;  

    a.  Use Of Non-U.S. Citizens:

        (1)  Prior approval to use non-U.S. citizens on this contract must be obtained from the USASMDC Contracting Officer (CO) and USASMDC Foreign Disclosure Officer (FDO).  However, if 

approval is granted, U.S. Export Laws still apply and the contractor must obtain required export licenses.  When requesting 

non-U.S. citizen access to the contract include the individual’s full name, date and place of birth, social security account number and official status within the U.S.

        (2)  The contractor is not authorized to release any data to foreign nationals or foreign representatives without an approved export license.

        (3)  Sub-contracting with foreign industry is not allowed unless approved by the USASMDC CO and the USASMDC FDO.  Foreign sub-contractors must agree that only citizens of their country or the U.S. will be allowed to perform on the contract.  The U.S. Contractor is responsible for obtaining export licenses and providing the license number to the USASMDC CO and USASMDC FDO.

        (4)  The contractor is not authorized to release information, orally, visually, or documentary to anyone not associated with this contract.    

    b.  Requirement for TEMPEST Analysis. 

        (1)  The contractor shall conduct an analysis in accordance with Decision Trees at Figures 4-1 and 4-2, Army Regulation (AR) 381-14(C), “Technical Counterintelligence (TCI)” (U), to determine if a TEMPEST Countermeasure Review (TCR) is required.  Results of the analysis shall be documented in a letter and forwarded within 45 days after contract modification to the following address:  

    Deputy Commanding General, Acquisition 

    U.S. Army Space and Missile Defense Command

    (SMDC-IM-A / Mr. Thaddus Small); P.O. Box 1500

    Huntsville, AL 35807-3801  

        (2)  If analysis shows a TCR is required, the contractor 

shall also prepare, and submit with the above letter, a Facility Technical Threat Assessment (FTTA) in accordance with paragraph 2-2, AR 381-14.  

        (3)  The USASMDC Technical Security Officer (TSO) shall ensure the conduct of any TCR.  Contractor shall not implement any specific TEMPEST countermeasures unless notified in a revised 

DD Form 254.  

(Contact Mr. Thaddus Small, USASMDC TSO, (256) 955-1802, for any needed assistance in completing the TEMPEST analysis & FTTA).

(Contact Ms. Terri Hornung, USASMDC Alternate COR for Industrial Security, (256) 955-1726, for a copy of AR 381-14).  

    c.  All questions regarding security requirements indicated herein will be referred to the Contact Technical Monitor, if one is designated in Section H of the contract, or the Contracting Officer.

US ARMY SCI ADDENDUM TO DD FORM 254, 12 February 2003
XXX   (1)  This contract requires access to Sensitive Compartmented Information (SCI).  The Commander, US Army Intelligence and Security Command (INSCOM), acting on behalf of the DA Deputy Chief of Staff (DCS),   G-2 as the Cognizant Security Authority (CSA) for the US Army, has exclusive security responsibility for all SCI released to the contractor or developed under the contract and held within the Contractor's SCI Facility (SCIF) or Co-utilization Agreement (CUA) SCIF.   The Defense Intelligence Agency  (DIA) has security inspection responsibility for SCI and the Defense Security Service (DSS) retains responsibility for all collateral information released or developed under the contract and held within the DoD Contractor's SCIF.  The manuals, regulations and directives checked below provide the necessary guidance for physical, personnel, and information security for safeguarding SCI, and are part of the security classification specification for this contract: 

XXX   DoD 5105.21-M-1, SCI Security Manual, Administrative Security

XXX   DoD TS-5105.21-M-2, SCI Manual, COMINT Policy

XXX   DoD TS-5105.21-M-3, TK policy

NA      DCID  6/3, Protecting Sensitive Compartmented Information within Information Systems

NA      DCID 6/9, Physical Security Standards for Construction of SCIFs

NA      DIAM 50-4, DoD Intelligence Information System.

NA      DIAM 50-24, Security for Using Communications Equipment in a SCIF 

NA      AR 380-19, Information System Security 

XXX   AR 380-28, DA Special Security System 

NA      AR 380-381, Special Access Programs (SAPS)       

XXX   Army Handbook for SCI Contracts

NA      Other

XXX   (2)  Contract estimated completion date:    23 April 2007.

XXX   (3) The name, telephone number and address of the Contract Monitor (CM) for the SCI portion of this contract is:   Mr. William E. Cooper,  (256) 955-1451, DSN 645-1451, e-mail:  william.cooper@smdc.army.mil, Deputy Commanding, RDA, U.S. Army Space and Missile Defense Command, (SMDC-IN), P.O. Box 1500, Huntsville, AL 35807-3801.

     CONTRACTOR SECURITY POC:  

XXX   (4)  All DD Forms 254 prepared for subcontracts involving access to SCI under this prime contract must be forwarded to the CM for approval and then to HQ INSCOM, ACofS Security, G2, Contractor Support Element (CSE) for review and concurrence prior to award of the subcontract. 

XXX   (5)  The contractor will submit the request for SCI visit certifications through the CM for approval of  the visit.  The certification request must arrive at the Contractor Support Element at least ten (10) working days prior to the visit. 

XXX   (6)  The contractor will not reproduce any SCI related material without prior written permission of the CM.

 NA     (7)  Security Classification Guides or extracts are attached or will be provided under separate cover.

 NA     (8)  Electronic processing of SCI requires accreditation of the equipment in accordance with DCID 6/3,  DIAM 50-4, and AR 380-19  (Note: Check only if item 11l indicates that a requirement exists for SCI AIS processing.) 

NO     (9)  This contract requires a contractor SCIF.

XXX   (10) This contract requires ___ (SI)    10    (SI/TK)          (G)           HCS  Accesses     OTHER: _______     

 (This number is total number of billets authorized for contract to include subcontractor & task order billets.   This number will not exceed 10 billets per contract.  Each nominee for SCI access will require a written justification to be submitted for approval to the government SCI Monitor identified in paragraph 3 above).

XXX   (11)  The contractor will perform SCI work under this contract at the following locations:   USASMDC, Huntsville, AL, & other accredited SCIFs as identified by the SMDC SCI Monitor. 

