	PRIVATE 
 
DEPARTMENT OF DEFENSEPRIVATE 


 CONTRACT SECURITY CLASSIFICATION SPECIFICATION

 (The requirements of the National Industrial Security Program Operating Manual apply to all security aspects of this effort)
	1. CLEARANCE AND SAFEGUARDING

	
	a. FACILITY CLEARANCE REQUIRED:    SECRET

	
	b. LEVEL OF SAFEGUARDING REQUIRED:  SECRET

	PRIVATE 
2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	 
	a. PRIME CONTRACT NUMBER

                    
	X
	a. ORIGINAL (Complete date in all cases)
	Date (YYYYMMDD)
2004 01 13

	  
	b. SUBCONTRACT NUMBER

                              
	  
	b. REVISED (Supersedes all previous specs)
	Revision No.

  
	Date (YYYYMMDD)
           

	 X
	c. SOLICITATION OR OTHER NUMBER

   W9113M-04-R-0007           
	Due Date (YYYYMMDD)

                    
	  
	c. FINAL (Complete item 5 in all cases)
	Date (YYYYMMDD)

               

	PRIVATE 
4. IS THIS A FOLLOW-ON CONTRACT?  [   ] YES  [X ] NO, If yes, complete the following

Classified material received or generated under                              (Preceding Contract Number) is transferred to this follow-on contract

	5. IS THIS A FINAL DD FORM 254    [   ] YES  [X ] NO, If yes, complete the following:

In response to the contractors request dated                   ,retention of the identified classified material is authorized for a period of:                       

	PRIVATE 
6. CONTRACTOR  (Include Commercial and Government Entity (CAGE) Code) 
	
	

	a. NAME, ADDRESS, AND ZIP


	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

    

	7. SUBCONTRACTOR
	
	

	a. NAME, ADDRESS, AND ZIP


	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 



	8. ACTUAL PERFORMANCE
	
	

	a. LOCATION              

1.  Contractor Location

2.  Buildings 7768 & 7770 (Labs 7 & 9)

     Redstone Arsenal, AL 35898


	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)


	PRIVATE 
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

   ADVANCED MEASUREMENTS OPTICAL RANGE (AMOR) SUPPORT                                 



	PRIVATE 
10.THIS CONTRACT WILL REQUIRE ACCESS TO 
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: 
	YES
	NO

	a.COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	  
	X
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR GOVERNMENT ACTIVITY
	
	X

	b. RESTRICTED DATA
	 
	X
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	X

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	 
	X
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	X
	

	d. FORMERLY RESTRICTED DATA
	 
	X
	d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	 
	X

	e. INTELLIGENCE INFORMATION
	
	
	e. PERFORM SERVICES ONLY
	
	X

	   (1) Sensitive Compartmented Information  (SCI)
	 
	X
	f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	 
	X

	   (2) Non-SCI


	X
	
	g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY          DISTRIBUTION CENTER
	X
	

	f. SPECIAL ACCESS INFORMATION
	
	X
	h. REQUIRE A COMSEC ACCOUNT                       
	 
	X

	g. NATO INFORMATION
	 
	X
	i. HAVE TEMPEST REQUIREMENTS
	
	X

	h. FOREIGN GOVERNMENT INFORMATION
	 
	X
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	 
	X

	i. LIMITED DISSEMINATION INFORMATION
	
	X
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	 
	X

	j. FOR OFFICIAL USE ONLY INFORMATION
	X
	
	l. OTHER (specify)
	X
	

	k. OTHER (Specify)  (CLASSIFIED AIS PROCESSING – SEE BLOCK 13)
	X
	 
	                      SEE BLOCK 13 REMARKS
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	PRIVATE 
12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the National Industrial Security Program Operating Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for approval prior to release.

    [  ] DIRECT    [ X ] THROUGH (Specify) )                                                                                                           

                                                                    Deputy Commanding General, Research, Development, & Acquisition (RDA)                      

                                                                    U.S. Army Space and Missile Defense Command 

                                                                    (SMDC-PA), P.O. Box 1500

                                                                    Huntsville, AL 35807-3801                                                                                             

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below.  If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort.  Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.)
REFERENCE BLOCK 10k;  Classified AIS Processing. 

Contractor authorized SECRET level and below AIS processing at the contractor location.  Classified processing will be in accordance with Chapter 8, NISPOM.    
SEE ATTACHED PAGES FOR ADDITIONAL SECURITY GUIDANCE (Continuation Pages 3-6)   



	14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to NISPOM requirements, are established for this contract.    [X ] YES    [  ] NO
(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies additional requirements.  Provide a copy of the requirements to the cognizant security office. Use Item 13 if additional space is required.)
NON-SCI INTELLIGENCE INFORMATION, TEMPEST ANALYSIS – SEE BLOCK 13, REMARKS 

	15. INSPECTIONS. ELEMENTS OF THIS CONTRACT ARE OUTSIDE THE INSPECTION RESPONSIBILITY OF THE COGNIZANT SECURITY OFFICE. (If yes, explain and     [  ] YES   [X ] NO 

identify specific areas or elements carved out  and the activity responsible for inspections. Use Item 13 if more space is needed.) 



	16. CLASSIFICATION AND SIGNATURE.   Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	PRIVATE 
a. TYPED NAME OF CERTIFYING OFFICIAL

    THERESA B. HORNUNG
	b. TITLE

          Alternate Contracting Officer’s

          Representative for Industrial Security                                

                                 
	c. TELEPHONE (Include Area Code)
(256) 955-1726            

	PRIVATE 
d. ADDRESS (Include Zip Code) 

  Deputy Commanding General, RDA 

   U.S. Army Space and Missile Defense Command

   (SMDC-IN-S), P.O. Box 1500

   Huntsville, AL 35807-3801                                  

                             
	17. REQUIRED DISTRIBUTION 

SMDC-IN-S   SMDC-RD-TC-MT-N    SMDC-IM-I    

[X  ]  a. CONTRACTOR

[   ]  b. SUBCONTRACTOR

[ X ]  c. COGNIZANT SECURITY OFFICE FOR PRIME & SUBCONTRACTOR 

[   ]  d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

[ X ]  e. ADMINISTRATIVE CONTRACTING OFFICER

[X ]  f. OTHERS AS NECESSARY

	e. SIGNATURE

[image: image1.png]
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ITEM 13 Continuation

REFERENCE BLOCK 10e(2);  Access to Intelligence Information (non-SCI)

    The following guidelines concerning control and dissemination of intelligence information are based on DCID 6/6, 11 July 2001:

    a.  Intelligence information released under this contract or Request for Proposal (RFP) remains the property of the U.S. Government and may be withdrawn upon notice.

    b.  The contractor will maintain a record of all classified intelligence material released to your custody.  Unclassified intelligence information will be treated as For Official Use Only (FOUO).

    c.  All reproductions of intelligence material will be classified, marked, and controlled in the same manner as original(s).

    d.  Prior to granting an employee access to intelligence materials, employees will be briefed on their obligation to comply with these procedures and will be debriefed when access to the material is terminated.  A permanent list of all employees having had access to the intelligence materials during this      

contract will be maintained by the company and will be available for DSS inspection.

e. You will not release intelligence material to any 

activity, employee, or other person not directly engaged in providing services under this contract unless specific written authorization for such release is received from the Government Contacting Activity (GCA).  This prohibition precludes release without authority to another contractor, Government agency, private individual, or organization unless a contractual relationship exists in support of this contract.  Specific written authorization for such release will be received from Deputy Commanding General, Research, Development, & Acquisition, (RDA), U.S. Army Space & Missile Defense Command, (SMDC-IN-S), P.O. Box 1500, Huntsville, AL 35807-3801.

    f.  The intelligence materials will not be released to foreign nations, non-U.S. citizens or U.S. citizens representing foreign entities except with specific written authorization from the GCA and USASMDC Foreign Disclosure Officer (FDO).

    g.  Intelligence materials released to you will be destroyed upon contract completion unless the GCA requests the return of the materials.  A copy of the destruction certificate referencing USASMDC control number will be mailed to Deputy Commanding General, RDA, U.S. Army Space and Missile Defense Command, (SMDC-IN-S), P.O. Box 1500, Huntsville, AL  35807-3801, in order to remove contractor accountability from USASMDC records.  However, returned intelligence information will be sent to the attention of the contract technical monitor, address identified in Section H of the contract.  In the event the contract is extended or a new similar contract requiring the released data is initiated, it is the responsibility of the contract monitor to effect an extension or document transfer with the GCA.

    h. All actions or inquiries concerning intelligence

materials on this contract shall identify any USASMDC control numbers, if applicable, and shall be sent to the following address:  Deputy Commanding General, RDA, U.S. Army Space and Missile Defense Command, (SMDC-IN-S), P.O. Box 1500, Huntsville, AL 35807-3801.

REFERENCE BLOCK 10j;  For Official Use Only (FOUO) Information.

a. Contractors may disseminate “For Official Use Only” 

 information to their employees and subcontractors who have a need for the information in connection with this contract.

b.  Removal of the “For Official Use Only” marking can only 

be accomplished by the GCA.  Request for public release of “For Official Use Only” shall be accomplished in accordance with item 12 of the DD Form 254-E.

    c.  “For Official Use Only” information shall be stored in locked receptacles such as file cabinets, desks, or bookcases.  When such internal security control is not exercised, locked buildings or rooms will provide adequate after-hours protection. During working hours, the information shall be placed in an out-

of-sight location if the work area is accessible to persons who do not have a need for the information.

    d.  “For Official Use Only” information may be sent via first-class mail or parcel post.  Bulky shipments may be sent by fourth-class mail.  Facsimile communications marked FOUO may be transmitted by nonsecure terminals with the FOUO marking intact between U.S. Department of Defense, and other U.S. Government agencies, and U.S. Government support contractors for official purposes.

    e.  When no longer needed, FOUO information may be disposed of by tearing each copy into pieces to preclude reconstructing, 

and placing it in a regular trash container.

    f.  Unauthorized disclosure of “For Official Use Only” information does not constitute a security violation but the GCA shall be informed of any unauthorized disclosure.  The unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal sanctions.

REFERENCE BLOCK 11c;  Receive and Generate Classified Material.

The below listed security classification guides apply to this specification.  In the event that a security classification guide is superseded or replaced, it is the responsibility of the Contract Monitor to provide such guides to the contractor.

U.S. Army Strategic Defense Command Ballistic Missile

Defense (BMD) Classification Guide, 3 July 1989.

The marking to identify derivative source on classified documents generated shall cite the appropriate Security Classification Guide/s listed above, or otherwise shall cite the applicable derivative source material when classification is derived from source(s) other than the above security classification guides.  All security markings shall be appropriately applied to comply with the NISPOM.    

REFERENCE BLOCK 11l;  

    a.  Use Of Non-U.S. Citizens:

        (1)  Prior approval to use non-U.S. citizens on this contract must be obtained from the USASMDC Contracting Officer (CO) and USASMDC Foreign Disclosure Officer (FDO).  However, if approval is granted, U.S. Export Laws still apply and the contractor must obtain required export licenses.  When requesting non-U.S. citizen access to the contract, include the individual’s full name and citizenship.  

        (2)  The contractor is not authorized to release any data to foreign nationals or foreign representatives without prior written approval from the USASMDC CO & FDO.
        (3)  Sub-contracting with foreign industry is not allowed unless approved by the USASMDC CO and the USASMDC FDO.  Foreign sub-contractors must agree that only citizens of their country or the U.S. will be allowed to perform on the contract.  The U.S. 

Contractor is responsible for obtaining export licenses and providing the license number to the USASMDC CO and USASMDC FDO.

        (4)  The contractor is not authorized to release information, orally, visually, or documentary to anyone not associated with this contract.  

    b.  Requirement for TEMPEST Analysis.  

         (1)  The contractor shall conduct an analysis in accordance with Decision Trees at Figures 4-1 and 4-2, Army Regulation (AR) 381-14(C), “Technical Counterintelligence (TCI)” (U), to determine if a TEMPEST Countermeasure Review (TCR) is required.  Results of the analysis shall be documented in a letter and forwarded as part of the RFP package to the following address:  

    Deputy Commanding General, RDA  

    U.S. Army Space and Missile Defense Command

    (SMDC-IM-A / Mr. Thaddus Small)

    P.O. Box 1500

    Huntsville, AL 35807-3801  

        (2)  If analysis shows a TCR is required, the contractor 

shall also prepare, and submit with the above letter, a Facility Technical Threat Assessment (FTTA) in accordance with paragraph 2-2, AR 381-14.  

        (3)  The USASMDC Technical Security Officer (TSO) shall ensure the conduct of any TCR.  Contractor shall not implement any specific TEMPEST countermeasures unless notified in a revised 

DD Form 254.  

(Contact Mr. Thaddus Small, USASMDC TSO, (256) 955-1802, for any needed assistance in completing the TEMPEST analysis & FTTA).

(Contact Ms. Terri Hornung, USASMDC Alternate COR for Industrial Security, (256) 955-1726, for a copy of AR 381-14).  

    c.  All questions regarding security requirements indicated herein will be referred to the Contact Technical Monitor, if one is designated in Section H of the contract, or the Contracting Officer.

