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|_CLEARANCE . _ SAFEGUARDING
DEPARTMENT Or JEFENSE o FACILITY DLEARANGE REQUIARD
CONTRAGT SECURITY CLASSIFICATION SPECIFICATION TOP SECRET
(The reguirements of the DaD Industrial Security Maenual apply . LEVEL OF SAFEGUARDING REDUIREN
to all security aspects af this cffort.) N/A
2. THIS SPECIFICATION 18 FOR: (X and compists a5 applicable) { THIS SPECIFICATION 1S: (X anel complale as rjl{lpﬂcabh)

n, PRIME CONTRACT NUMBER

QATE (YYMMDD)

X | . on10INAL (Comptrtr date o all cases)
bh. SUBCONTRACT NUMBER b REVISED {Swpersedes Amvizin Mo, OATE (YTMMDD)
all previous specs]
| SPUSTATON of oTHER M DUE bATE frPMMEs) AL (ot emt . ] st HATE (VYMMDD)
@ FINAL (Camplete et 3 Y afl coses
W9113M-04-R~-0013
4,15 THIS & FOLLOW-QN CONTRACT? [g ¥Es [ Na. It yes, camphate tha folowing:
Classifind matarist raceived or generated undar (Proceding Contpoct Nimieer) {a tranaturrnd to thin folow-on conieee)
8,15 THIS A FINAL B FORM 7547 [ ves X Moo iyes, comphets cha fokawing:
In respanss to the cantractor’s raquest deted . ratantion af the idantified clazsified marerist i qutharized for tha pariad of
9. CONTRALTOR (nclude Commercial and Gavernmeny Entiiy (CAGFE) Codel
. RAME, AODRERS. AN 21P 10DE . GAGE SanE , CORMIZANT SECURITY BFSICE (Name, Address, and &ip Cofle}
Defense Security Service
293 Independence Blvd.
Pembroke 8, Suite 525
Virginia Beach, VA 23462-5400
7, SUBCONTRACTOR
. NAME, SDORESS, AND 211 GOE b cABE CCot o, COGNIZANT SECURITY OFFICE (Mame, Addrest, and Zip Cocle)
na na
na
8. ACTUAL PERFORMANCE
o LOCATION N GARE CANF, . COGNIZANT GECURITY OFFICE (Name, Address, and Zip Code)
Joint Task Force - Civil Support Joint Task Force - Civil Support
380 Fenwick Road 380 Fenwick Road, Bldg. 96
Fort Monree, Va 23651 na Fort Monroe, Va 2365]
9, GENERAL 1IDENTIFICATION OF THIS PROCURENIENT
Joint Task Force - Civil Support main support contract
10. THIS CONTRACT WiLL REQUIRE ACEESS TO: YE5 | NO |11.IN PEREDRMING THIS CONTRACT, THE CONTRACTOR Will: ves | no
. o] 't CLASSIPIED (NFARMATIN DALY AT ANGTHER CONTRACTOR'S  FACILITY OR A
» COMMUNICATIONS SECURITY (EOMSEC] INFORMATION B x mﬁ:}mﬂ X
R ARETRICTRD 04Ta x & REGEIVE CLASSIFIEN DICUMENTS DNLY X
. CRITIGAL WIGLEAR WEAFON DEBIIN IKFORMATION DX | c. RECEIVE AND AENERATE SLASEIED MATERIAL X
, FORMERLY FEATRICTEN DATA X 4 FABRICATE, MODIFY, O RTGRE CLASERIEN HARDWARE x
« INTELUIGENE INFORMATION: ; 2] o, PERFORM SERUICES OMLY X
A U3, Lhsar N DUTEE e UE,
(11 Seneitton remparimeetn [formwihn (01 X B L AT e X
QNS 4 BEAUTHGHIZES 10 USE TIE SFVICES O OEFENOE TECHHIGAL MFORWA 01 CNTERTEIOF OTHER | 3¢
§ $PEEIAL ACCESS [NFORMATION . SEIARE A ROMBEE ALHINT P4
% NATD INFORMATION x 1, HAVE TEMPEST REQUPEMENTS X
h. FAREGN GDVERNMENT INFORMATION x | HAVE OPERATIONS SECURITY MPSEC) REQUIREMENTS x
| LiMITED DISSEMINATICN INFORMATION x k. BE AUTHORIZED T0 UBE THE DEFRNSE COURIER BERVICE x
i FOR DFFIGIAL USE ONLY INFORMATION x | OTHER ¢Syrctfy)
OTHER £Speelfy)
D Form 254, DEC 90 Previous editions sre absoiars, USAPPE ViLOD




[image: image2.jpg]12. PUBLIE RELEASE. Any infemnion fcimesified or unclasxified) tacisinnd ta (N cantrset alial not e rsentwl far ke dezmmination seornt e provided by the Ihduisiel Smutlty Manid o wnlena |1 hna brasn mapmeved [of piskie rolasts By
sparaptiats 113 Bovemment wulhority. Proponed publi reiearma shal ha aubimi{twd tor mopraval (rlny to eaa

[ o Thrmgh (Specify):
Intelligeace Director and Public Affairs Office
Joint Task Force Civil Support
Fort Monroe, Va 23651
No public relesse of classifed material pertaining Lo this contract is authorized.

10 1w DimsImata tor Fradom af |nfommation and aaeurity Reviewy, Offioe al the Arsxtont Seurotery of Dotoes [Publc Alafa)” ot retdaw

- I (b chet ot Dol Vet Adencies; Pegurals fof Machotute Afeh be aubmiized 1n e ngemey.

19, SKCURITY GUIDANCE. The smstity rimasifcatinn gubtancn nannd for thia chassiad sifort i idkntfiet bakow. 11y cifloolty ic ancoustessd 1 BDDiYing (40 ukdance or If any wthae rantriwuting factar indicales o rd fot shmen In 16 guicence, he
eomirwetarix mithoriroe md anaournged to pravide regommendod charmags; Ta cheliorn 1 ARG ot the cbuarifilion assiprme| tn Ay Infarmalion o mairln) fumishurl or gorirelod undet this tan(HGt; sl 10 Ml aey cuentlera For intorpratation al thin
geitansst ta tha nffciat Wntlfing bedow. Pamdi fina| diclaton, v bfermation kv she] b hencl are pratocted Wt I NgiVet ve nt EAs(ication aasigned of tscamimdod. (UL in as appropriate for the ciqs(fed offors, Attarh, or
forwand under repnmte corteipondence, gy documents/guidesiaatracs eferenced herem. Add addkions) pages as needed (o provide complete gHidance.)

Ref 8a; Contract performance is testricted to Fort Montoe, VA or operational incident sites; withjn United States, it's territories
and possessions.

Ref 10a: COMSEC material/information may not be released to DoD contractors without JTF-CS J2/16 approval. Access to
COMSEC material by personnel is restrictedTo US citizens holding final US Government clearances. Such information is not
releasable to personnel holding only reciprocal clearances.

Ref 10b,c,d: Access to Resiricted Data and Formerly Re:tricted Data requires a final US Security Clearance at the appropriate
level.

Recf 10e(1),(2): The contract will be administered under PoD 5105.21-M-1 (SCI Admin Sety Man) and DoD 5220.22-M
(NISPOM). Contractor will require access 0DCID 1/7 and 1/19.

Ref 10g: Special briefings are required for access to NATO. Access to classified NATO information requires a final U.S.
Government clearance at the appropriateLevel,

Ref 10j; FOUO information rmust be safeguarded as specificd in Chapter 4 of DoD Regularion 5400.7.Ref 11c: Requircd
Classification Guide: Joint Task Force Civil Support Instruction $510.1.

Ref 11d: Classificd hardware will be utilized il a classified facility and not to be removed by contractors without special
permission from the JTF-CS InformationSysterns Security Officer, Command Security Manager and Special Security Officer.
Ref 11e: Contractors performing service functions with JTF-CS spaces will adhere to classified security requirements contained io
JTFCSINST 5510.1.Ref 11f; Classified material handling procedures found in JTRCSINST 5510.1 will be followed when
required to perform duties within U.S. territories and/or possessions.

Ref 11g: DD Forms 1540 and 1541 is required to be reviewed and signed by the ITF-CS security manager prior to use of DTIC
services.

Ref 11 h: Handling of COMSEC material requires COMSEC account establishment through the JTF-CS I6 directorate.

AFI 33.203 (Air Force Emissions Security Program Manual) governs TEMPEST requirements,

j: Contractors will follow all OPSEC requirements established by ITF-CS. These requirements will be briefed upon initial
cntry and as changes oceur.

14, ADDITIONAL SECURITY HEQUIREMENTS. Reremls. in adtition 10 |5 requitaments. am satablahmt ot éhin semimet, (1f Ver, bdomtfy the portinent contractuct clises in the YES E NO
comtract dncument yelf, or provide on appmiprinte siatement wilch Mdentifies the. idllonal requirerente. Provide a copy of the requirements to the coghizant seckrity
office, Une Bemt 13 If oditianal ipace is needed.)
Visitor Group contractors are required to enter into a security agreement with the Information Security Program Manager.
Provide the information requested by the Notification of Government Security Activity Clause, AFFARS 5352.204-9000, and
Visitor Group Security Agreements Clanse AFFARS 5352.204.9001, to the SSA. Visitor Groups will safeguard all collateral
classified information JAW DoD 5200.1-R, Information Security Program; AFI 31-401, Information Security Program
15, INSPECTIONS. Boments af this contraat o putsido tho insooction raspansibity of tho oopmizent cocurity olice. (If ¥er, exploin and identify speclfic arear ar clemenss earued onr and YES b L)
thr activity remoneible for (namections. Use irem 1 1f adAitional qpace (s nagrded. ;
Contractor facilitics are subject to Industrial Security Revicws for collateral classified information by the Defense Security
Service.

18. CERTIFICATION AND SIGNATURE. Sscwrity regnirements. stated herein are complete and adawwats for an(aguarding tee clessifind Infarmation to he rafeaged or gansremd undar thix chuesified uffor.
Al yuestians shall he refarred  the ofictal narmed brlow,

. TYPED NAME OF CERTIFYING DFFICIAL b. *ITLE c. TELEPHONE (/nciide Aren Codel
Coord: Programn Manager Corgmand Security Manager 757-788-6116
Comunand Security Manager A. G. STRADFORD
d ADORESS {Include Zip Code) 17. REQUIRED BISTRIBUTION
380 Fenwick Road Bldg. 96 % |». cantractor
Fott Monroe, VA 23651 5, BUSCONTRACTER
o X [r. CoBNIZANT BEUUMTY OFFIDE FaR FRise ANG BURGONTRAGTAR
» BIGNATURE -~ . U.S. ACTIVITY RESPONSIBLE FDA DVERSEAS SECURITY ADMINISTRATION
X {e. AOMINISTRATIVE CONTRACTING DFFICEN
M M |1 oTHERS a8 NETESSARY

DD Farm ZEI Raverss, DEC 9D USARPE ¥2,00




