
GUARDIAN INSTALLATION PROTECTION PROGRAM
INITIAL SYSTEMS ARCHITECTURE (ISA)


PURPOSE 

The purpose of this document is to define the critical operational capabilities of the Installation Protection Program (IPP) in the Joint Guardian Program Management Office under the Joint Program Executive Office - Chemical and Biological Defense (JPEO-CBD).  IPP requirements are outlined in Joint Requirements Office (JRO)’s Chemical, Biological, Radiological, and Nuclear (CBRN) Urgent Requirements Capabilities Document (URCD), dated 14 Oct 03.  This requirements document directs the JPEO-CBD to lead the development, procurement and fielding of an integrated Chemical, Biological, Radiological and Nuclear (CBRN) protection capability for identified DoD installations and facilities.  This ISA constitutes the Joint Guardian Program Management office’s initial system architecture to meet JRO directed requirements in the URCD.
PART I:  INSTALLATION PROTECTION PROGRAM (IPP) BACKGROUND 
Program Assumptions


The following assumptions and decisions were used in constructing the system architecture outlined in this paper:
a.  The CBRN threat is difficult to define and accurate intelligence information is extremely difficult to obtain.  The IPP will counter primarily a covert terrorist CBRN threat.  The attacks will be small in scale with limited collateral effects.  Attacks will be focused against specific military targets rather than the general population on an installation. 



b. Protection and response capabilities will be principally focused on maintaining facilities and functions required to support critical operations on installations, and protect mission essential personnel.
c. The IPP will leverage the installations existing physical security capabilities.  The IPP will identify potential vulnerabilities and work to incorporate appropriate solutions into existing Force Protection Concepts of Operations (CONOPS) and Tactics, Techniques, and Procedures (TTPs).
The IPP
d. 
e. 
f.  will maximize the use of currently fielded technologies and systems.  The program will initially only procure and field Government Off-the-Shelf (GOTS)/Commercial Off-the-Shelf (COTS) items. 

g. 
h. PM Guardian will assist in the development of appropriate Memorandums of Agreement (MOAs) with local response organizations, (fire, HAZMAT, medical and law enforcement) to ensure an effective and timely response capability to a CBRN incident on an installation.
i. 
j. 
k. Recovery from a nuclear event is not addressed in the IPP.
l. The program objective is to field a Family of Systems (FoS) that consists of the optimum capability/cost balance between the possible systems within the family.  To that end, different sites may not require/receive all component systems in the family.
m. The IPP focus is from pre-incident to limited recovery post-incident (total military mission recovery and reconstitution at an installation is not part of the IPP program). 

n. Sustainment costs is a key function in performing FoS system selection trade-offs.
o. The use of vaccinations as a component of medical prophylaxis is not addressed in the IPP.  Current policies will have to be addressed  by OSO(HA) policy, the Joint Staff, and Surgeon General in each Service.
p. Medical CBRN treatment protocols, hardware and costs are not included in the IPP; each Service’s Surgeon General’s policy applies.
L. The Guardian Program Office plans to competitively select a Lead System Integrator (LSI) contractor to conduct installation surveys, identify selected hardware systems (FoS) for each installation, conduct computer simulations to demonstrate the potential operational effectiveness of the suite of hardware for each installation, procure selected COTS/GOTS CBRN hardware, install the selected hardware, and support the selected system for one year under a commercial type warranty.  
System Description  


The IPP constitutes the DoD’s first effort to field a full spectrum of NBC installation protection capabilities designed as a family of system (FoS) to military installations and DoD-owned or leased facilities.  The Joint Project Manager, Guardian (JPMG), plans to procure Government and Commercial-Off-The-Shelf (GOTS/COTS) systems designed to meet the operational requirements as identified in the URCD.


The Installation Protection Program (IPP) will provide an integrated CBRN installation protection capability tailored to installation’s size, location, and mission/s.   IPP will include detection, identification, warning, reporting, decision support, individual protection, collective protection, decontamination and medical protection, surveillance, and response.  The systems will be optimized to minimize their impact on installation operations and support requirements and maximized to interface and leverage existing physical security, communications and infrastructure capabilities.  The IPP will also support future upgrades and modifications.

Operational Concept 

The IPP is designed to support and work in concert with the National Response Plan, DoDI 2000.16 (DoD Antiterrorism Standards) and DoDI 2000.18 (DoD Installation Chemical, Biological, Radiological, Nuclear and High Yield Explosive Emergency Response Guidelines).  The IPP is designed to support existing antiterrorism and terrorism consequence management processes and procedures and to support the development of an effective installation CBRN emergency response plan.  The IPP will support terrorist Consequence Management Plans by providing capabilities to help alleviate damage, loss of life, and facilitate the continuation and restoration of critical installation operations.  Installation specific CBRN vulnerabilities will be identified and appropriate solutions developed.  Installation commanders will integrate IPP inputs with inputs from physical security, intelligence, meteorological data, local operations and other available assets to make determination of appropriate responses and support notification of installation population and facilities.  The goals of this system are to protect personnel, maintain critical mission operations and restore essential operations as quickly as possible.  When operational, the system will be capable of providing a 24 hour/7 day per week/365 day per year detection, protection, and response capability.  

Support Concepts
          The IPP Family of Systems (FoS) will be selected by the LSI contractor with JPMG review and approval, from available CBRN GOTS/COTS systems.  All logistics support items will be available either through standard military supply channels, Government Services Administration (GSA), or commercially Off-the Self sources.  The LSI contractor is responsible for delivering all selected FoS operating manuals, plus providing training for each system selected as part of the FoS.   The LSI contractor is also responsible for maintenance on the FoS hardware/software (parts, labor, transportation cost) for one year after equipment installation.  Additionally, the LSI contractor will provide a Logistics Supportability Strategy (SS) under the JPMO LSI contract covering a 12-month contractor support period, and noting how the FoS could potentially be maintained in the post LSI contractor 12-month support period.  The JPMG supportability goals at the IPP sites are: a Turnaround Time to replace failed items at installations at 2 hours or less; a Repair Time of 5 days or less for failed equipment after the hardware is received at the contractor’s selected repair depot; and a FoS hardware (Detection, Warning, Chemical and BW Identification equipment) “Availability” at each installation of 90% or higher for each selected system by the LSI contractor in the FoS.  
Threat


The proliferation of weapons of mass destruction (WMD) continues.  At least 20 nations maintain or have the capability to develop nuclear, biological, or chemical (NBC) weapons.  NBC weapons are asymmetrical counterbalances to U.S. sophisticated precision-guided weapons and force projection capability.  State-run WMD programs continue to present a threat to overseas military installations.  More significantly, these programs are a potential source for non-state actors (terrorists) to acquire and employ NBC weapons and CBRN hazards against both Continental United States (CONUS) and Outside CONUS (OCONUS) military installations and DOD-owned and leased facilities.  In addition, terrorist group interest in chemical, biological and radiological (CBR) agents, developed with their own resources has increased substantially.  These groups likely have the current ability and wherewithal to produce and disseminate low level biological toxins, crude chemical agents and small amounts of radioactive material now.  Terrorist use of these simple, internally produced substances is probably the primary threat facing installations today with development and use of more lethal agents such as anthrax in the near future.  The following references describe the threat used to scope the IPP:  Threat Environment Projection; Chemical and Biological Warfare 2000-2025; Biological and Chemical Agents: Possible Terrorist Weapons (U) DIA/TWTP-4, dated 4 July 97; Chemical and Biological Warfare Capstone Threat Assessment, DI-1650-83-02, approved Feb 03;  ACIC Special Report; the Foreign Terrorist Threat to Army Facilities in CONUS, NGIC-2410-9133-02, 20 Sept 2001; and Chemical, Biological, Radiological and Nuclear Terrorism - A Growing Threat, D -2410-26-98, dated May 98.  Additionally, the program office used the following documents to further define the threat:  the Joint Requirements Office CBRN Installation Protection Concept of Employment Report (Draft), dated June 03; the Army System Review, Installation Protection Report (G-8), dated 28 May 03; and Defense Threat Reduction Agency Report, entitled, Unconventional Nuclear Threats to U.S. Military Bases (SRD) developed for the Unconventional Nuclear Warfare Defense Program, dated 7 August 2003.  Based on the information in the above documents, the installation threats are defined in four general areas:


-  Biological warfare (BW) agents pose unique challenges because they are relatively easy to produce, difficult to detect, and their production facilities have no unique signature.  The potential lethality of biological versus chemical agents (by weight) and relative low cost make BW agents an attractive alternative.  Effective dissemination can be achieved using readily available commercial technologies such as agricultural and industrial sprayers or simple contamination of food and water supplies.  Threat biological agents include bacteria, viruses and toxins.    The Installation Protection Program (IPP) will utilize the current ITF 6 category A agent list for the determination of BW agent threat.  More specifically, a notional list of BW agents of concern are:  Anthrax, Brucella, Ebola-Marburg, Encephalitis Viruses, Glanders, Plague, Q Fever, Smallpox, Tularemia, and Typhus.


-  Chemical Warfare (CW) agents can be dispersed from a number of delivery systems, to include sprayers, and improvised explosive and delivery devices.  These agents can be persistent or non-persistent, lasting anywhere from minutes to days or weeks.  CW agents produce highly lethal ground hazards over relatively small areas with larger, though temporary, air hazards extending downwind.


-  Radiological hazards are an emerging threat to U.S. military installations.  This threat can arise from many sources other than nuclear weapons.  Radiological contamination is the most likely and serious threat.  It can result from a nuclear accident, a terrorist attack on a nuclear power plant or research reactor or be the result of deliberate dissemination of radioactive material.  This dissemination can be accomplished by the use of explosive dissemination (dirty bomb) or manual dispersal of radioactive material at or near a critical target.  Contaminated structures and terrain are difficult to effectively decontaminate resulting in potentially lengthy and complex restoration operations and loss of critical operating facilities.  


-  Toxic Industrial Chemicals (TICs) also pose a problem for military installations.  Major rail transport, sea transfer and off loading facilities, and production facilities exist adjacent to or in close proximity to many military installations.  Accidental or purposeful release of material from these facilities may adversely impact the operations and personnel of the installation.   TICS are also a threat to food and water supplies.  There exists an extensive list of potential TICS.  The IPP will utilize the most current Combatant Commander classified TIC list and site surveys to determine priorities for protection.









Current CBRN Installation Protection Capabilities

The DoD and Military Services have provided some guidance and instruction for the installation commanders to handle WMD events. However, limited integrated CBRN Installation Protection capability currently exists.   Most installations lack chemical, biological and radiological detection, identification and warning capability.  Some also lack an effective capability to perform immediate restoration operations to re-establish critical operations.  Installation emergency responders have only a limited capability to detect, identify and recover from a CBRN event.  Emergency responders lack appropriate individual protection to effectively respond to a CBRN event.  Physical security and medical responses and capabilities are not well integrated with fire and hazardous materials (HAZMAT) response capabilities.   
(Annex E contains a listing of documentation references used in the JPMG’s IPP planning efforts; many of these documents are cited in the ISA.)
Part II:  OVERARCHING INSTALLATION PROTECTION PROGRAM (IPP) OBJECTIVES
The overarching objectives of the IPP are: 

-  Maintain critical mission operations and personnel

-  Protect personnel


-  Restore essential operations as quickly as possible

a. Minimize Impact to Critical Mission Operations

1.  
Baseline - Reduce critical mission interruptions by fifty (50) percent.
2.  Objective - Maintain uninterrupted critical mission operations during and after an event.
b. Protect Personnel  
1. Baseline - Increase the probability that the on-base population safely survives a set of defined CBRN events, (Annex D) with:
a) Minimum casualties among designated personnel to maintain mission critical operations.
b) Immediate injuries and casualties will be appropriately treated by the combined capabilities of the installation and surrounding community.
c) Minimize fatality rate among the general population of the base.
2. Objective - Ensure that the entire on-base population (up to the peak population) survives a set of defined CBRN events (Annex D).
a) No casualties among designated personnel to maintain mission critical operations.
b) No fatalities among the general population of the base.
c.  Resume Essential Functions
                Objective - Perform limited decontamination to support rapid resumption of basic operational elements in support of the continuation of critical missions.  
1. 

a. 
1. 
2. 
a. 
2. 

2. 
a. 
b. 

3. 


Part III:  IPP SYSTEM PERFORMANCE REQUIREMENTS  
Family of Systems (FoS) Definition 


The Baseline level of Installation Protection Program FoS performance (i.e., effectiveness, nuisance/false alarm rate, availability, reliability, and maintainability) will be derived from the performance of the individual systems that make up the FoS.  This will be established from the validated performance of GOTS/COTS equipment purchased in the first year.  The system performance will be determined from analysis of the protective posture of the installation against the design threat scenarios (Annex D). The FoS is expected to operate on a continuous basis (24 hour/7 day week/365 days annually).  The FoS will provide a detect-to-warn for Chemical and Radiation events and detect-to-treat for Biological events.

Systems included in the FoS will be required to have validated Government performance testing or have a certification issued from either the National Institute for Occupational Safety and Health (NIOSH), Occupational Safety and Health Administration (OSHA) or the National Fire Protection Agency (NFPA), where applicable.

The Objective level system performance will be improved over time based on a continuous optimization procurement strategy developed by the LSI contractor and approved by the JPMG.
Baseline Performance Capabilities of the FoS 
a.  Detection and Identification:

The baseline system architecture must provide the capability to detect, discriminate and identify chemical and biological warfare agents, radiological materials, and toxic industrial chemicals (TICS) with maximum probability of detection and minimum nuisance/ false alarm rates.  The system must be able of supporting these functions under environmental conditions associated with the various geographic locations of the fielded installations.  Detectors should tie into an information management system.

1.  Chemical Agent detection systems will be capable of performing the following functions:
a)  Baseline - Detect chemical warfare agents and/or TICs and below Lethal Dose (LD) 50 levels (Baseline).  Objective -Be able to detect chemical warfare agents at below myosis level

b)  
Baseline - Discriminate Nerve, Blister and Blood agents.  Objective - Identify the agent
c)  Baseline - Differentiate TICs as identified in ITF-40 and as relevant to each installation by class.  Objective - Able to identify the specific TIC

d)  Baseline - Be
 adjustable/reprogrammable to accommodate installation specific TIC environment and potential future agents. Objective – None at this time
2. The Biological Warfare Agent detection functions of the FoS will be able to:
a)
  Baseline - Detect the top ten agents as identified in Category A of ITF-6 and the Combatant Commander Biological warfare agent list.  Objective - Able to detect all level and B agents.
b) Baseline - Presumptively identify the ten agents as prescribed in Category A of ITF-6 and the Combatant Commander Biological warfare agent list.  Objective -Able to presumptively identify all Category A and B agents.


c) 
Baseline - Able to perform confirmatory Identification (ID) within 48 hours from presumptive ID.  Objective – None at this time.
3. Radiological Agent detection will be capable of performing the following tasks:
a)  Pre-event:  Baseline - The capability to detect gamma and neutron emitting materials.  Objective - Detect and accurately locate the source of the emission
b)  Post event: Baseline/Objective capability is to detect and identify radiological contamination to support survey and monitoring and contamination control requirements.   System must be capable of detecting contamination at levels below that which would result in injury to an individual.
b.  FoS Warning:

Baseline -The FoS will have the capability to provide both mass and selective warning utilizing the installation infrastructure
















. Objective – None at this time
c.  FoS System 







Reporting: 

Baseline - The IPP should provide the installation commander and his staff with the necessary information to report a CBRN event to the appropriate response agencies and higher headquarters. Objective – None at this time
d.  
FoS 

Command and Control (C2): 


C2 Capabilities must effectively and seamlessly integrate disparate sensors into an integrated network.  This network must be capable of providing the installation commander a refined operational picture that incorporates key aspects of CBRN installation protection to include detection, hazard prediction, information management, and emergency response capability.  The network must be integrated with and also leverage the existing communications infrastructure and be capable of timely data and information exchange with state and local governments and organic response elements.  Baseline - C2 capability should have the following attributes.  Objective – None at this time

1.  












Provide site-tailorable sensor monitoring and management decision aids to display current sensor positions, settings, options, capabilities, operational status and geographical coverage.  Include ability to evaluate impact of potential changes to any of these characteristics.
2.  
Provide an automated downwind hazard prediction capability to evaluate the threat agent and predict the impacted area.  Ensure that seasonal (by location) and actual weather data can be automatically pulled or operator entered.
3.  
Graphically represent sensor activations (alerts and/or alarms) and estimates of affected areas and personnel to the local C2 center (e.g., 911 center, dispatch, etc.) as needed or desired by the installation.  
4.  
Provide ability to exchange graphical, text and other data with current and future installation command, control, and communication (C3) and simulations systems using JTA-compliant protocols and data formats.
5.  
Provide ability to interface with medical surveillance systems, particularly the ability to receive warnings.
6.  
Provide ability to capture, track, and display status of existing medical supplies and individual and collective protection levels at each installation.
7.  
Ensure that the results are exportable in standard JTA output such as  delimited files to support  import within EXCEL or other database tools commonly used.
8. Ensure that the system shows basic details on surrounding population, roads, medical and emergency facilities, POC for physical security, medical, police, HAZMAT, etc.

9.  
Ensure that the system provides a checklist for PRIORITIZED action items given the type of event.

10.  
Ensure that the system can store and send the check list with status to addresses via email where classification permits.

e. Protection:


 
 The FoS will provide appropriate respiratory protection for Mission Critical personnel to support continued operations in a CBRN hazardous area.


1.  Individual Protection: For mission critical personnel working or traveling outside of collectively protected areas, individual protection is required.  



Baseline –

a) Provide inhalation protection for non-mission critical personnel operating in or near mission critical operations to support evacuation for 2 hours.  Objective – More than 2 hours


b)  Provide complete Individual protection equipment (IPE) to essential personnel to support entry, egress, and continued critical mission operations (Limited operations for less than 2 hours).  Objective - Sustained operations for greater than 6 hours

2.  Collective Protection:  For critical mission-related activities collective protection may be required to ensure continuous operation. 


Baseline -


a)  Collective protection must be capable of protecting against CBRN events.



b)  Collective protection must be capable of continuous operation in a contaminated environment until essential functions are restored. 
Objective – None defined at this time


f.  Decontamination:

Decontamination procedures are focused on removing and neutralizing CBRN agents on affected areas (e.g. personnel, equipment, and terrain, in that order), if necessary, with a focus on recovery of critical missions and essential functions. 


Baseline - The IPP will provide an ability to conduct limited decon operations in support of a CBRN event response, to include, decon of protected and unprotected personnel exiting the event, conduct of triage and support of transport of casualties.  Additional capability may be provided to support limited decon (elimination of a transfer hazard) of personal equipment, vehicles and facilities.  Terrain decon will be limited to supporting the continued operations of essential operations.  Objective – None defined at this time 

g.  Medical Protection, Surveillance and Response:

1.  Protection.  Baseline - Provide effective post exposure prophylaxis from CBRN materials and agents to mission critical personnel, if necessary. Objective – Protection for the entire installation population.






a) 

2.  Surveillance.
  Baseline - 
Ability to integrate appropriate medical information, to include abnormal syndromic trends, from the installation and surrounding local medical facilities to support rapid and effective determination of a potential CBRN event.  Objective – None defined at this time.
3.  Response:  

b) Baseline - Perform rapid identification on clinical specimens in less than 4 hours to include sample preparation. Objective – None defined at this time.
c) Baseline - Provide appropriate therapeutics for standard chemical agents (VX, GB, GD) anthrax and smallpox to support all critical mission personnel.  Objective - Ability to provide appropriate medical response for all Category A biological agents to support all personnel.

h.  First and Emergency  Responders:  Capabilities will include the following major components: 
1. Baseline - Ability to conduct CBRN survey, monitoring, sample collection, marking, and containment functions at the incident site to detect and identify potential contamination.  This includes exterior surveys. Objective – Exterior and interior surveys.

2. 
 Baseline - Systems or components should be interoperable with state and local response organizations (Baseline).  Objective – None defined at this time.

3.  Baseline - 
Appropriate Individual Protection to support response efforts to include fire, medical, security, HAZMAT for CBRN events.  Objective – None defined at this time

1. i.



  General FoS Hardware System Characteristics:


Baselines –

1. Systems will be capable of operating on a 24hr/7 day/365 days annual basis.

2.  Power. The IPP will be compatible with commercial power sources (115v, 60 Hz; 220V, 50Hz) available on the installation.  An adequate backup power source will be required to ensure continuous operations should the primary power grid go down.

3.  Electronic Warfare (EW) Requirements.  IPP systems and components will not be degraded in the presence of EW and electronic countermeasures (ECM) and will be compatible with other systems in it’s intended operating environment.

4.  IPP systems will be fixed in nature and capable of performing Mission Essential Functions (MEFs) under normal installation operating conditions.  GOTS and COTS systems will require only a limited ability to withstand shock and vibration, primarily during transport and initial setup.  The systems should be protected from corrosion, dust, salt water, smoke, fungus and petroleum, oil and lubricants (POL).
5.  Initial Effects of Nuclear Weapons.  The IPP is not a mission essential item and will not require nuclear hardening.   GOTS and COTS components will not be required to be hardened against High-Altitude Electro Magnetic Pulse (HEMP).

6.  Nuclear, Biological, Chemical Contamination (NBCC) Survivability.  GOTS and COTS components that will operate within areas of potential CBRN contamination (detection, protection, restoration and response components) must be NBC contamination survivable IAW with DoD 5000.2. 

7.  IPP GOTS and COTS components will be electromagnetic compatible with other systems in its intended operating environment.  IPP will survive electromagnetic interference (EMI) and will not be a source of EMI.  Systems and components will not be susceptible to damage or malfunction from electrostatic discharge as described in their current requirements documents.

8.  Environmental Factors.  IPP will be capable of worldwide operations without degradation under varied climatic conditions to include smoke, dust salt-spray, high humidity and sand.  Actual GOTS system environmental performance will be IAW current requirements documents.  COTS systems will be required to meet the following environmental factors at a minimum.

a) Operating Temperature.  IPP systems will be capable of operating in a temperature range of  5 degrees C to 50 degrees C.  


b)  Storage Temperature.  IPP systems will be able to operate after being stored in temperatures ranging from – 40 degrees C to 71 degrees C. 


c)  Relative Humidity.  IPP systems will operate in 5% to 100% relative humidity. 


d)  Ultraviolet Radiation Protection.  The system’s exposed surfaces shall be able to withstand exposure to solar ultraviolet radiation for at least one year without degradation. 



9.  Safety Parameters.  IPP systems and components will be safe to operate, store, and maintain in their intended environment throughout its life cycle.  Disposal of systems or components will be IAW with the applicable GOTS requirements document and OSHA regulations.

10.  GOTS will be capable of operating in all weather and temperature ranges as defined by paragraphs 8(a), 8(b) and 8(c).  GOTS systems will be no more rugged than required by the systems current requirements document.  Commercial items level of ruggedization will be as currently available for the item.  



 Objectives (FoS Hardware System Characteristics) – None defined at this time



a) 




Part IV:  IPP PROGRAM SUPPORT CONSIDERATIONS

Acquisition logistics ILS management activities will be conducted throughout the life cycle, using a continuous optimization procurement strategy. 

Family of Systems Logistics Support


The Guardian JPMO staff will conduct an initial supportability analysis as an integral part of developing the Acquisition Strategy, Initial System Architecture, and Technical Baseline Materiel Solution. The results of these internal analyses will form the basis for IPP FoS design requirements and also support subsequent decisions to achieve a Life Cycle Cost Estimate.  The Contractor shall prepare a Logistics Support Study for the CBRN IPP FoS.  The study shall outline a package of logistics support functions that will maintain the readiness and operational capability of the FoS and each subsystem.   The Study shall include a life cycle Operations and Maintenance (O&M) support strategy and address actions to assure sustainment and to continually improve affordability. The Study will discuss development of an O&M Transition Plan that the Services may choose to accept for implementation, after the JPMG conducts the IPP FoS hand-over.

Supportability Strategy  

Based on the Logistics Support Study, the LSI will prepare an IPP FoS Supportability Strategy (SS).  The SS will identify and detail: the maintenance concept and plan; supply support concept and plan; support and TMDE equipment; technical data and manuals; training concept and devices; packaging, shipping, and handling; facilities modifications; and other resources required to sustain the IPP FoS.  The SS will be updated, as requested by the Government, to reflect the current maintenance and support concept and will be used as a means of commutating the LSI’s logistics support recommendations to the Government. 

Engineer Support  

The LSI will provide logistics engineering capability to support the IPP FoS acquisition strategy for continuous optimization.  Key ILS engineering activities include requirements analysis, system analysis and control, supportability analysis, support concepts, support data, support resources, future RAM requirements, and an IPP FoS work breakdown structure.

Transition Plan

The LSI will write a Logistics Sustainment O&M Transition Plan for each installation.  The plan shall meet the URCD requirement to provide an initial 12-month contractor logistics support period plus follow-on contractor logistics support options which could exercised by the Services after the first year. 

Automated Inventory Database 

 The LSI will establish and manage an automated data base for the inventory of parts, repairable components, consumable items, warranties, subcomponents of systems, and support equipment, which data shall be provided to the Government.

Warehouse Management 

The LSI will provide warehouse management operations for procured GOTS/COTS equipment, spares, stock control, repair parts, and float.  The operations will automate receipt, storage, issuance, packing, packaging, transportation, and quality assurance for all parts and material utilized in support the IPP FoS.  The LSI shall use spare parts that are certified and qualified by the Government and are adequate to maintain applicable warranties.  The LSI will ensure the safety and quality of all material used.

Configuration Management 

The LSI will provide a configuration management process to guide the IPP FoS products, processes, and related documents, and to facilitate the development of an open system. The configuration management effort includes identifying, documenting, and auditing the functional and physical characteristics of the IPP FoS; recording the configuration; and controlling changes to the IPP FoS and it’s documentation.  It shall provide a complete audit trail of decisions and design modifications.

New Equipment Training  

The LSI will develop an IPP FoS New Equipment Training Plan.  The LSI will then implement the approved plan. The LSI will review, revise, or develop instructional materials to ensure the manner and media presented are the most appropriate to support the formal training and instruction.

IPP FoS Exercise 

The LSI will recommend a certification process for the IPP FoS and develop a Situational Training Exercise (STX) to implement the certification.  The STX will be tailored to the installation’s IPP FoS.  The evaluation package will include an exercise director’s guide, in addition to a training and evaluation outline for the tasks.

___________________________________________________________________
ISA Annexes:
A. Information Management Infrastructure
B. Recommended Equipment Baseline Solution Set

Enclosure 1 to Annex B, Potential Equipment Solutions
C. Threat Scenario Rationale
D. Rationale for System Performance Requirements
E. IPP References

Enclosure 1 to Annex E, JPMG Modeling and Simulations Matrix
































�PAGE \# "'Page: '#'�'"  ��Whether you are using the tool for what-if or for near-real time support…you need to get your info out…telling chain of command that this is what we are seing and thus this is how we are acting UNODIR….   THIS WILL BE FUN given that we have to report up  military chain, across Services, to Local polic, to the FBI (probably) and probably to HLS, and then the mayor, etc….Initially, it’ll be “internal”  but it must quickly get to FBI and local authorities if terrorism,  I think, so format is going to be fun (but do-able).
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