
ANNEX C - THREAT SCENARIO RATIONALE

PART I: GENERAL THREAT.


This program lacks a System Threat Assessment Report (STAR).  The Installation Protection Program (IPP) is primarily focused on CONUS based installations and facilities.  This unique focus can not follow DoDs normal STAR production requirements.  Defense Intelligence Agency (DIA) which would normally prepare the document is prevented from doing a formal threat assessment, since the threat relates to the continental U.S. (CONUS) and is under the purview of the Department of Justice (DoJ).  Requests have been made to the DoJ to prepare a threat document for this program.  This annex will be updated upon receipt of the DoJ assessment.


The IPP threat is complied from multiple sources and agencies (Institute for Defense Analysis (IDA), Massachusetts Institute of Technology (MIT)/Lincoln  National Laboratory (LNL) and the Services) to support the initiation of the program  This document and the attached scenarios are intended to provide a reasonable baseline from which to proceed and to measure the IPP capabilities against.  Expansion and modification of the scenarios will occur to support the IPP and the optimization of appropriate technologies at each installation. 


Because of the lack of definitive information related to the potential employment of Chemical, Biological, Radiological and Nuclear (CBRN) weapons and materials on a CONUS installation, JPMG has made several assumptions to support the development of the threat assessment and operational scenarios.  These included:



- Attacks will be covert.  Military-type attacks, such as artillery or missiles, against IPP installations or facilities are not expected nor planned.



- Attacks will be focused against critical military operations and facilities.  The general population will not be the primary target. 

- CBRN weapon systems are difficult to manufacture, weaponize and effectively deliver.  Most likely attacks will be relatively small in size with limited contamination/hazard effects.

- The primary goal of an attack on a military base is to cause casualties.  It is more likely that a non-persistent chemical agent will be used than a persistent.

- The IPP architecture should not be overly sensitive to variations in agent effects, a single biological agent scenario will provide required information.



- Sites that are located adjacent to hazardous chemical production

 already have plans in place to deal with unplanned releases at those sites.



-  Radiological devices will most likely use surplus medical or industrial radiological sources, which are widely available, combined with explosives of some kind.  Unless thoroughly shielded, these type of devices will have a significant radiological signature that can be detected.

 

- The JPMG does not view the employment of a nuclear device as a likely IPP threat.



- JPMG assumed an appropriate level of physical security that would prevent entry of quantities that would result in catastrophic events.

PART II: HAZARD AREAS.

The attached briefing slides show hazard contours for the four benchmark threat capabilities.  The biological, chemical weapon, and industrial chemical results were generated by the VLSTRACK model, using default parameters in the VLSTRACK database.  The radiological hazard was generated using the HPAC model using default parameters in its database.  Numerous modeling assumptions were made regarding terrain type, wind speeds, atmospheric stability and other factors that, if varied, could result in significantly different outcomes.  However, these depictions are useful for comparing the magnitudes of these threats.  Note that, except for the biological benchmark, the hazard areas are relatively small.  The contours show infectious dosages (for biological) and lethal dosages (for chemical weapon agents and industrial chemical) at 1%, 20%, 50%, and 95%.  For the radiological benchmark, we show integrated exterior dose in cGy for values between 0.1 and 75.  For reference, the Institute of Medicine’s operational exposure guidance lists 0.1 cGy as “normal risk” and 75 cGy as slightly above “significant risk.”

PART III: BIOLOGICAL AGENT SCENARIOS.


The key question regarding IPP biological detection relates to system density and placement.  The Scenario is based on the use of a single 14-liter stationary sprayer attack using anthrax.  A 14-liter commercial sprayer evaluated under the US program and found to be an effective method of dissemination. This type of system has been used in all previous biological detection analysis.  The technology is easily transportable, mobile and commercially available

 This scenario provides an acceptable basis for determining detector density and placement.  A line release will cover such a broad area that the attack is generally indifferent to numbers of sensors (line sprayers challenge detector sensitivity, rather than detector spacing).    

Feasibility:  Costs to produce 14 liters (~2.1 kg) dry anthrax estimated to be $250,000 (Minimum Resource for Biological Weapons Capability (U), Enviro Control, Inc, 1976.  SECRET.  Updated to 2003 dollars)
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PART IV: CHEMICAL WEAPON AGENT SCENERIOS.

Although chemical weapons agents are very hazardous, substantially more chemical agents are required than biological agents to produce an equivalent number of casualties.  Chemical weapons can be more difficult to manufacture, weaponize and effectively release than biological agent.  They have a more limited downwind distance and smaller hazard area.  They must be more accurately placed than biological aerosols to achieve a significant effect at the intended target.  This makes the use of large quantities required to support a long line source release unlikely.  For this scenario IDA has estimated that no more than 100 liters of a chemical agent can be carried by a single passenger vehicle or van.  

Non-persistent chemical agents are more likely to be employed than persistent agents.  Non-persistent agents are designed to result in immediate casualties of the target population.  Persistent agents are more difficult to manufacture, weaponize and release than non-persistent agents.  Persistent agents are primarily terrain denial weapons and are less likely to kill personnel.  Sarin (GB) is a non-persistent chemical agent and has been selected as the scenario benchmark.  Sarin has been produced by at least one terrorist group and is among the best documented chemical agents outside of military circles.  Several open source articles indicate several well-financed terrorist groups can produce sarin.  

Feasibility:  Several authors have attempted to cost the production of Sarin.  Although all agree that appropriate training is needed, the cost of materials is not an obstacle.  A Scientific American article (11/5/01) estimates the cost of materials for 280 grams is $130.20, which scales to about $50,000 for 100 liters.  Another report, downloaded from the Canadian Security Intelligence Center website (www.csis-scrs.gc.ca/eng/miscdocs/cbter_e.html) cites a 1986 estimate of $200,000 for 1000 kg of sarin.  Scaling down to 100 liters and up to 2003 dollars produces an estimate in the range of $34,000.
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PART V: TOXIC INDUSTRIAL CHEMICAL SCENARIO.

There are over 2000 toxic industrial chemicals manufactured and transported around the country.  Many of these materials pass through or near DoD installations daily.  The JPMG has determined that a 5000 gal tanker truck is the most likely transportation method to transit in or near a military installation and represents the most likely threat.  A single TIC was also identified to support analysis efforts.  It was determined that Chlorine provided a suitable representative threat to a military installation.  This agent threat is realistic, viable and adequate to determine our initial baseline capability.  Because the possibilities for toxic chemical release are so broad, both in terms of identity of chemical and amount released, the program will have to conduct additional analysis at each installation to better determine the actual threat.
Feasibility:  Unknown, but tankers appear to be widely available or chlorine trucks could be hijacked.
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PART VI:  RADIOLOGICAL MATERIALS.

There are a variety of gamma emitting radioactive isotopes used for medical and industrial purposes.  One of the longest-lived of such isotopes, and therefore perhaps more likely to be available on secondary or black markets is cesium-137.  According to the EPA web site, it is used to sterilize food products, in industrial measurement devices, and for medical diagnosis and treatment.  It is possible for terrorists to acquire this material from multiple sources.  As little as 100 grams of this material (5000 Ci) would be required to construct an effective Radiological Dissemination Device (RDD).  This type of device would be easily hidden and transported.  This amount of radioactive material, along with a few sticks dynamite or equivalent amount of explosive, would fit into a typical drywall compound bucket.
Feasibility:  Although the material is licensed, there is a gray market in used devices, especially in foreign countries.  The NRC cites an incident in 1987 where a device was abandoned in a former Brazilian clinic, found by salvagers who dismantled it with resulting widespread contamination
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Representative Chlorine Contours (note scale)
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Representative BWA Contours (note scale)
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Representative Radiological Contours (note scale)
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Representative CWA Contours (note scale)
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