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Installation Protection Program (IPP) 

Overarching Test Concept Plan

1.  Overarching Test Concept Plan (OTCP) Purpose:
a.  This document delineates the IPP test strategy for the Joint Program Executive

Office Chemical and Biological Defense (JPEO-CBD), the IPP’s Milestone Decision Authority and the Joint Project Manager Guardian (JPMG).  The IPP is an acquisition program that will procure, field, train, and exercise production-mature items.  These items will already have been through IOT&E and fielding decisions or are COTS items that have been independently certified. This OTCP states the type of testing and assessment information required by the MDA to make the initial procurement decision and support subsequent program reviews planned throughout the deployment phase of the program.  

b. The OTCP establishes the IPP evaluation framework.  It articulates the evaluation philosophy, documents the MDA’s required evaluation and exercise events and establishes roles for organizations required to execute the IPP test strategy.  The OTCP will evolve into a standard DoD test document as the program progresses and details of system performance criteria, assessment plans and test costs are established.  

2.  IPP Background:
a.  The Department of Defense (DoD) has validated a shortfall in its ability to protect installations and DoD facilities against weapons of mass destruction (WMD), and has made the acquisition of installation Chemical, Biological, Radiological and Nuclear (CBRN) protection capability a top priority.  The Deputy Secretary of Defense Memorandum, subject: Preparedness of U.S. Military Installations and Facilities Worldwide Against Chemical, Biological, Radiological, Nuclear and High-Yield Explosive (CBRNE) Attack, dated 5 September 2002 mandated the policy for development of a DoD wide concept of operations for the preparedness of military installations against CBRN attacks.  The Joint Chiefs of Staff (JCS) Joint Requirements Office-CBRN Defense (JRO-CBRN) subsequently documented the above operational shortfall in a DoD CBRN installation Protection Urgent Requirements Capabilities Document (URCD) dated 14 October 2003.  This URCD directs procurement and fielding of the required capability to 200 DoD installations.  The JRO-CBRN will develop a Capabilities Procurement Document (CPD) within the next two years leveraging the experience and lessons learned from the capabilities fielded under the URCD.  The IPP constitutes DoD’s first effort to field a full spectrum of NBC protection capability to safeguard its critical infrastructure.
b.  The DoD designated the Army as the executive agency for the IPP in March 2003.  The Army Acquisition Executive established the JPMG office in May 2003 to execute the program, with JPEO-CBD as the MDA.  The JPMG mission is to provide identified DoD facilities and installations with an integrated CBRN protection and response capability in order to protect personnel, maintain critical military operations, and restore essential functions as quickly as possible.  Accordingly, JPMG will acquire and field the CBRN installation protection capability delineated in the URCD to designated military installations and DoD facilities.  

2.1  IPP Acquisition Strategy:
a.  The IPP is a joint acquisition program focused on providing a full spectrum CBRN capability to protect DoD’s infrastructure.  The IPP is a Family of Systems (FoS) that consists of CBRN systems, Government off the Shelf (GOTS) and Commercial off the Shelf (COTS) equipment, CBRN response procedures and equipment for the installation commander and staff, and a decision support system to supplement the installation’s incident command management plan.  The focus of the program is improving the protective posture of an installation, and not fielding equipment to deployable military units.  The equipment will become installation property and considered part of the installation’s infrastructure.  The IPP is intended to enhance installations’ capabilities to respond to and protect DoD personnel from the effects of a CBRN incident; it will enter the DoD Acquisition System post-Milestone C to immediately purchase and field CBRN capability that has already been through Initial Operational Testing and Evaluation (IOT&E) and fielding decisions or are COTS items that have been independently certified to the selected installations.  The only major milestone event currently planned for the IPP is the Program Initiation Decision in December 2003 where the MDA will approve the program to begin fielding to DoD installations.  The MDA plans to hold annual In-Process Reviews (IPRs) to monitor the progress of the IPP with respect to its Acquisition Program Baseline.

b.  The JPMG will employ a capabilities-based evolutionary acquisition strategy to field a CBRN force protection capability to every installation throughout the program’s six-year life cycle.  This allows the JPMG to leverage any advancements made in technology in the CBRN field and its supporting disciplines.  The IPP has an adaptive design process that tailors the FoS for every installation; this accommodates the newest, proven technology and the installation’s distinctiveness.  Upon completion of an installation’s design, the JPMG will use a continuous optimization purchasing strategy that buys the best available CBRN systems and components in the marketplace that meets the URCD capabilities, has government verified performance test results (i.e. Military Utility Assessments, IOT&E, System Assessments, NIOSH/NFPA Certifications, etc.), and minimizes sustainment costs for the installation.  

c.  JPMG is developing an initial system architecture based on the URCD and the best threat information available.  The initial system architecture establishes subsystem performance parameters used to define the baseline materiel solution.  This baseline solution only contains GOTS or COTS CBRN equipment.  The GOTS items include only systems already fielded within DoD that have already undergone IOT&E and procurement and fielding decisions.  The COTS items include only those systems JPMG verifies meets US nationally recognized standards (NIOSH or NFPA) as applicable, through independent Technical Test (TT) reports    This is a low risk approach to provide a CBRN capability that saves money and time by leveraging the testing investments for other programs.  This approach also provides the MDA confidence the FoS can immediately improve the force protection posture on the installations.

d.  JPMG will hire a Lead Systems Integrator (LSI) to execute the IPP after a full and open competition.  The LSI will create the Systems Architecture and IPP system specifications based on the 14 October 2003 URCD.  He will also be responsible for each installation’s final IPP design, procurement of the COTS components, fielding of the IPP FoS to each installation, providing users with technical manuals/documentation, conduct of the NET and collective training, and assisting the installation in the conduct of the installation CBRN Exercise.  LSI contract award is expected in April 2004 with fielding to the first IPP site expected to begin in August 2004.  The LSI contract will be a Cost Plus/Fixed Fee with Incentive Fees and is an Award Term contract.  The maximum period of performance is for 6 years, comprised of a three-year basic contract and three one-year award terms.  The LSI will also assist the JPMG in identifying maturing technologies that emerge during the course of this program so that these new or improved technologies can be tested and evaluated in time for use in future design decisions.  This on-going review will include technologies currently in the acquisition process and expected to be fielded within FY04-09 as well as developments within industry and other federal agencies that will provide increased protection, reduced O&M costs, and simplified use.  This continuous review of the CBRN systems allows for an optimized IPP System that will provide the best CBRN capability available at every installation.

e.  If, upon investigation of potential a new component, the JPMG decides that it should be incorporated into the IPP, a component development plan would be developed IAW acquisition policies.  This development plan would include OT&E as required by DoD regulations.

f. Upon receipt of the Capabilities Procurement Document (CPD), JPMG will adjust the Systems Architecture accordingly and installations designed after the CPD is approved will reflect the updated requirements.  JPMG will update all appropriate program documents, to include the OTCP. 

2.2 WMD Threat to DoD Installations and Facilities: 

The proliferation of weapons of mass destruction (WMD) continues.  At least 20 nations maintain or have the capability to develop nuclear, biological, or chemical (NBC) weapons.  NBC weapons are asymmetrical counterbalances to U.S. sophisticated precision-guided weapons and force projection capability.  State-run WMD programs continue to present the primary threat to overseas military installations.  In addition, these programs are a potential source for non-state actors (terrorists) to acquire and employ NBC weapons and CBRN hazards against both Continental United States (CONUS) and Outside CONUS (OCONUS) military installations and DOD-owned and leased facilities.  This threat is described in Defense Intelligence Agency (DIA) documents:  Threat Environment Projection; Chemical and Biological Warfare 2000-2025; Biological and Chemical Agents: Possible Terrorist Weapons (U) DIA/TWTP-4, dated 4 July 97, Chemical and Biological Warfare Capstone Threat Assessment, DI-1650-83-02, approved Feb 03 ACIC Special Report, The Foreign Terrorist Threat to Army Facilities in CONUS, NGIC-2410-9133-02, 20 Sept 2001, and Chemical, Biological, Radiological and Nuclear Terrorism – A Growing Threat, D_ -2410-26-98, May 98.  It is also referenced in the Joint Requirements Office CBRN Installation Protection Concept of Employment, Draft, dated June 03, and the Army System review, Installation Protection, G-8, Dated 28 May 03. Other radiological threat information is available in Unconventional Nuclear Threats to U.S. Military Bases (SRD), developed for the Unconventional Nuclear Warfare Defense Program, Defense Threat Reduction Agency (DTRA/CSN), 07 August 2003.  The primary threats to IPP installations are:

a. Chemical Warfare (CW) agents can be dispersed from a number of delivery systems, to include sprayers, and improvised explosive and delivery devices.  These agents can be persistent or non-persistent, lasting anywhere from minutes to days or weeks.  CW agents produce highly lethal ground hazards over relatively small areas with larger, though temporary, air hazards extending downwind. 

b. Biological warfare (BW) agents pose unique challenges because they are relatively easy to produce, difficult to detect, and their production facilities have no unique signature.  The potential lethality of biological versus chemical agents (by weight) and relative low cost make BW agents an attractive alternative.  Effective dissemination can be achieved using readily available commercial technologies such as agricultural or industrial sprayers.  Threat biological agents include bacteria, viruses and toxins.    The Installation Protection Program (IPP) will utilize the current ITF 6 category A agent list for the determination of BW agent threat.

c. Radiological hazards are an emerging threat to U.S. military installations.  This threat can arise from many sources other than nuclear weapons.  Radiological contamination can result from a nuclear accident or be the result of deliberate dissemination of radioactive material.  This dissemination can be accomplished by the use of explosive dissemination (dirty bomb) or manual dispersal of radioactive material at or near a critical target.  Contamination is difficult to effectively decontaminate resulting in potentially lengthy and complex restoration operations and loss of critical operating facilities.  

d. Toxic Industrial Hazards (TIHs) consisting of both Toxic Industrial Chemicals (TICs) and Toxic Industrial Materials (TIMs) also pose a problem for military installations.  Major rail transport, sea transfer and off-loading facilities, and production facilities exist adjacent to or in close proximity to many military installations.  Accidental or purposeful release of material from these facilities may adversely impact the operations and personnel of the installation.   There exists an extensive list of potential TICS.  The IPP will utilize the most current TIC information (ITF-25, ITF-40) and site surveys to determine priorities for protection.

2.3   IPP Concept of Operations (CONOPS):
a. The IPP will provide an integrated Chemical, Biological, Radiological and Nuclear protection capability supporting the four principles of CBRN defense, (Sense, Shape, Shield, and Sustain).  Capabilities to sense CBRN hazards are required to support the operational capabilities within Shielding, Sustaining, and Shaping elements.  Development of accurate and timely situational awareness of a CBRN hazard depends upon effective Sensing capabilities and input from shielding forces.  There is no sequential execution of an effective CBRN defense; rather, it is a constant execution of all four principles.  

b. Sense provides the capability to maintain awareness of the current CBRN situation by detecting and identifying CBRN hazards on an installation.  This element includes the capability to quantify and sample the CBRN hazards to support shaping and sustainment operations.  This capability also enables the continued monitoring and identification of CBRN hazards to support planning, execution and training requirements.  Sense is a key enabler for shaping the understanding that the installation commander and his staff have of the incident and hazard.  Rapid detection and identification of CBRN incidents is critical to support the development and implementation of appropriate measures and actions required to support protection and response actions.  Installations must also be capable of rapidly determining the extent of a hazard to appropriately contain the incident, reduce casualties and focus response assets.

c.  Shape provides the capability to characterize the CBRN hazard for the affected installation commander.  CBRN characterization is the process by which the installation commander develops a clear understanding of the current and predicted CBRN situation.  By collecting and assimilating critical information from essential information sources, (sensors, personnel, and response assets), the commander and his staff are able to observe actual and potential impacts of the CBRN incident and to make timely decisions to mitigate the adverse impacts.  The Shaping function supports the commander’s decision-making cycle and the effective accomplishment of shielding and sustainment functions.

d.  Shield provides the capability to reduce casualties as a result of a CBRN incident by reducing and avoiding exposure of the affected population.  In considering appropriate protection measures, the installation commander must balance the risk of a CBRN incident, the effects that such an event will have on the installation and the ability to sustain critical operations and provide protection over an extended period.  Shielding provides the commander the ability to protect personnel while initiating appropriate sustainment actions to reduce or eliminate the hazard. 

e.  Sustain provides the capability to rapidly restore essential operations and functions following a CBRN incident.  This capability may be limited and    should focus on restoring critical operations and their associated functions as quickly as possible.  Sustainment functions in support of an installation will primarily focus on personnel decontamination requirements, with equipment or terrain decontamination being of secondary concern.  Additional assets (local response capability) should be identified and coordinated to provide additional capabilities in the event the incident exceeds the installation capabilities.  Mission recovery and sustainment actions are undertaken concurrently with initial response actions to ensure effective and timely restoration or sustainment of mission operational capabilities.

f. The IPP FoS is expected to operate continuously after installation, although not all components will operate at all times.  It will be operated and maintained primarily by contractor and government personnel, although some military personnel may interface or have contact with fielded IPP FoS components.  For one-year after fielding, the LSI will operate and maintain all of the FoS except the first responder equipment, which the LSI will only maintain.  The installation will be responsible for operation and maintenance after this period.
3.  OTCP Scope and Considerations:

a. This OTCP supports the IPP acquisition strategy, and documents the necessary testing and evaluation needed for the MDA to make the acquisition decision and to ensure the IPP provides the URCD capabilities to the selected 200 installations.  The OTCP is a living document and JPMG will use it over the entire IPP life cycle.  It will be updated to reflect significant changes in program scope or strategy and upon approval of the IPP CPD.   The OTCP and any major updates will be coordinated with Operational Test Agencies (OTAs) and approved by the MDA and the Joint CBDP T&E Executive.  Annexes and minor changes will be coordinated at the T&E IPT level.  Unresolved issues will be adjudicated according to the Test and Evaluation (T&E) Policy for Chemical Biological Defense Program (CBDP) Systems memorandum dated 21 November 2003.

b. The OTCP does not currently include all the details normally established for an OT&E and a program entering fielding.  Items such as measures of effectiveness (MOE), required testing resources, and testing timelines, are not yet developed.  They will be developed and incorporated into this document as the program progresses.  

c. Because the FoS consists of GOTS and COTS, the IPP testing philosophy is to leverage other programs’ IOTEs and TTs for components and subsystems included in the IPP FoS, to only conduct testing on subsystems the IPP sponsors for development, and to conduct integration testing and evaluation of the FoS through modeling and simulation and each installation’s CBRN or Anti-Terrorism/Force Protection (AT/FP) exercise.  Continuous evaluation of the IPP and independent assessments of FoS performance are key elements of the IPP test strategy.  This strategy seeks to ensure safety of all who operate, maintain, or work in close proximity to any IPP equipment as well as to ensure viability and continuous enhancement of the IPP FoS capability. 

d. The test strategy documented herein describes:  the information required by the MDA to support the Procurement IPR and annual program reviews; the evaluation events and schedule as currently understood; utility assessments on components/systems as required; and installation exercise assessments at each IPP site.

e. The IPP evaluation strategy:

· Determines capabilities and limitations of the FoS prior to fielding

· Evaluates FoS integration, including the decision support system
· Assesses overall capability of the fielded FoS to the installation
· Assesses capability of promising new items for potential integration into subsequent iterations of the system architecture
f. Any changes to an IPP’s equipment set after fielding is the responsibility of the installation; consequently, addition of a new item and any required assessment of the modified system’s performance is the responsibility of the installation and would be appropriately addressed during their regular AT/FP exercise(s).
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4.  T&E Schedule:
T&E Schedule
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SA – System Assessment



        FNA – Functional Needs Assessment

UA - Utility Assessment


        
        FNS – Functional Needs Statement

IPR- In Process Review


        
        CPD – Capabilities Production Document 

URCD – Urgent Requirements Capability Document    IP3R- IPP Performance Report

IIEA- Independent Installation Exercise Assessment     IEA-   Installation Exercise Assessment                

The schedule above depicts T&E related events with respect to key programmatic events and to shows the parallel nature in which JPMG is fielding the IPP capability under the authority of URCD and the JRO’s development of the final IPP requirement.  The first tier shows key activities related to fielding systems; the second tier notionally describes the ongoing, as-required nature of test and evaluation/assessment activities; and the final tier depicts the supporting requirements development process.  The large arrows notionally portray how requirements generation process and T&E events continuously feed the IPP refinement and fielding process. 

5.  Evaluation Strategy:
a.  The IPP has three overarching goals:

· Protect personnel on military installations and DoD owned or leased facilities from CBRN attacks.  In protecting personnel, the objective is to maximize the probability that the on-base population safely survives a credible CBRN incident.  The objective for personnel deemed essential to the performance of critical military missions (whether military, civilian, contractor, host nation personnel or third county nationals) will be to provide the appropriate level of protection necessary to support mission continuity.  For all other persons, the objective will be to provide protection or procedures necessary to safely survive an incident.  
· Ensure installations are able to continue critical operations during an attack.  

· Resume essential operations after an attack.  In resuming essential operations, the objective is to perform limited decontamination to support rapid resumption of basic installation operations and to support basic human needs.  

b.  The evaluation strategy will support achievement of these goals by assessing performance of the IPP FoS through modeling and simulation, subsystem performance testing, and installation CBRN exercises.  The measures of performance and criteria for the evaluations are yet to be developed.  Once the LSI develops the FoS system specification, JPMG and the Independent Test Organization (ITO) will create the measures and begin development of the IEAs and IIEAs.  The evaluation strategy envisions a combination of an ITO, the LSI and JPMG assessment activities to support the evolving IPP FoS.  An ITO will be a DoD OTA.  The ITO will employ support from each of the Services’ OTAs, and may choose to employ the services of a commercial test organization when appropriate.  

c.  JPMG test efforts will consist of (i) IEAs for each installation not undergoing an IIEA and (ii) various engineering activities and processes aimed at developing a continuously optimized IPP capability.  JPMG will evaluate all elements of the IPP FoS against the FoS performance specification. The LSI will be required to correct any deficiencies noted and JPMG will perform reevaluation of the corrected item(s) or system, as appropriate, before equipment is accepted by the installation.  IEAs will be scheduled and conducted as part of an installation’s Antiterrorism/Force Protection (AT/FP) exercise(s) wherever possible.  The IEA will identify strengths and weaknesses of the developing IPP FoS architecture and system specification and generate lessons learned.  It will specifically assess system performance, CONOPS, TTPs, table top exercises, customer surveys, and training, both NET and collective.  

d. The JPMG and LSI, with support from the ITO, will assess the potential Effectiveness, Suitability, and Survivability, and capabilities and limitations of these elements of the IPP FoS before fielding to the first installation.  For the first installation, the JPMG and LSI, with support from the ITO, will provide a preliminary assessment of Effectiveness, Suitability, and Survivability and capabilities and limitations following fielding.  The ITO may provide independent memorandums to the assessments.   

e. The ITO will assess safety aspects for all GOTS and COTS items being fielded.

f. JPMG will develop the modeling and simulation toolset to relate predictive performance with ground truth.  V&V will be performed by the JPMG and accreditation sought from JPEO CBD, the CBD M&S Accreditation Authority.  Upon accreditation of the JPMG IPP M&S tools, JPMG will include the M&S results in the System Assessment (SA).  The SA will consist of the IEA/IIEA as well as sensitivity analyses and gaming using the M&S tools to assess the total IPP FoS performance against the developed metrics.  M&S tools used in OT&E (in this case the IIEAs) will be accredited by the OTA.

g. The IIEAs, conducted by the ITO, will primarily focus on the integration of the FoS, the training of the installation personnel, the tabletop exercises and the installation exercises.  JPMG and the LSI will provide assistance only as required and requested by the ITO. The ITO will prepare an IIEA Plan, execute the IIEA and provide an independent report to the MDA.

h. IPP site installations will be grouped into year long, time-phased execution blocks.  The last IPP in a block will be completed prior to the annual Installation Commanders’ Representatives Conference convened in preparation for the next year’s block of IPP installations.  All IEAs/IIEAs performed during the current execution block will be used to generate an annual IPP Performance Report (IP3R).  The IP3R will assess component performance (new UA data), network and system performance (SAs), and M&S to determine IPP progress.  The IP3R will also identify any mission or requirements changes that occurred during the block.  IP3R will be the basis for the Annual IPR presented to the JPEO.  Upon JPEO’s determination that adequate progress has occurred, the IP3R data will feed back into either the IPP FoS or IPP installation design process as appropriate. 

6.  IPP Test & Evaluation Framework:
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a.  Utility Assessments (UA) – A component level assessment performed as needed for hardware items/systems nominated for IPP use that lack adequate testing or have not been certified by NIOSH/OSHA/NFPA.  The ITO will perform UAs in context of the IPP architecture, concentrating T&E activities on the item’s performance and its ability to be successfully integrated into the existing architecture.  The objective of the UA is to report on the capabilities and limitations of specific equipment/systems proposed for IPP use.  The ITO will review available testing data and may conduct additional item testing as part of the UA. The UA may consist entirely of a review of available testing data as determined by the ITO.  Candidate items under development by government organizations will not require UAs as they will not be included in the IPP architecture until they have completed the requisite government test regimen, according to their respective acquisition plan.

b.  Installation Exercise Assessments (IEA) – The JPMG will conduct an installation CBRN exercise at each completed IPP installation.  The IEA provides the installation an appraisal of their ability to operate in a WMD event.  The IEA provides JPMG an appraisal of the success of the fielding at that installation and provides input into System Assessment of the IPP FoS performance and the LSI’s performance.  The IEAs can also provide the installation commander and the appropriate Service a measure of the installation’s overall force protection posture.  IEAs will focus on the overall IPP capability at the installation level; identify strengths and weaknesses of the developing System’s architecture and System specification; and generate lessons learned.  They will specifically assess system performance, CONOPS, TTPs, Table Top Exercises, training, both NET and collective, and include customer surveys.  IEA results also support JPMG efforts to optimize the IPP capability and improve IPP FoS fielding.

c.  Independent Installation Exercise Assessments (IIEA) – The MDA requires an independent review of the IPP performance periodically.  The ITO will conduct the IIEAs.  An IIEA will be done in lieu of an IEA for the evaluated IPP site.  The primary difference between an IEA and the IIEA will be the independent nature of the assessment.  Like an IEA, an IIEA assesses system performance, CONOPS, TTPs, Table Top Exercises, training, both NET and collective, and include customer surveys.  The IIEA may also focus on selected aspects of the assessment in more depth than an IEA. The ITO will primarily focus on the integration of the FoS on the assessed installations, the training of the installation personnel, the tabletop exercises and the installation exercises to assess the FoS System performance.  Current planning envisions one IIEA to be conducted at one IPP installation for each Service during the first 18 months of the IPP, with an IIEA tentatively planned for the first IPP installation fielded subsequent to the CPD approval.  The four IIEA sites will be recommended by JPMG in coordination with the each Services’ installation management agency, the JRO, the ITO, and the CBD T&E Executive, based on range and representation of critical functions, complexity, size, and schedule.  The IIEA sites will be approved by the MDA.

d.  System Assessments (SA) – SAs are JPMG assessment events for every IPP installation completed.  The SA will consist of the IEA/IIEA as well as sensitivity analyses and gaming using the M&S tools to assess the total IPP FoS performance against the developed metrics.  They will normally be performed as an adjunct to the IEA and will consider any new UA that influenced the installation’s design as well as any M&S done in support of the IPP’s installation design and assessment.  Until JPMG’s M&S tools are fully developed and accredited, the SA could be synonymous with the IEA and any IIEA results upon receipt from the ITO.

e.  IPP Performance Report (IP3R) – The IP3R is an overarching assessment conducted annually in support of the annual IPR to the MDA.  It will contain a compendium of data resulting from all the SAs, IEAs, IIEAs, and UAs, as well as any M&S of system objectives performed during the year.  Assessment of UA data will focus on how the component affects FoS performance in addition to addressing the performance of the individual component. 

f.  Modeling and Simulation (M&S) – JPMG will use M&S throughout the life cycle of the IPP.  JPMG is currently developing M&S tools to evaluate FoS System performance.  M&S will support the IPP and will undergo appropriate V&V and accreditation before use.  It will be used to help design and upgrade the IPP architecture and will be a key component in IPP evaluation since no simulants can be used during installation exercises.  M&S tools used in OT&E (in this case the IIEAs) will be accredited by the OTA.

g.  Support to the Decision Makers – The activities described above all support the information needs of the JPMG and/or the MDA.  The process graphically depicts the Test Concept Framework.  The evaluation activities noted above assist the MDA and the JPMG in managing the program and ensuring the IPP FoS performance improves over the life cycle and assists in quantifying improvements on the IPP installation’s and the facility’s ability to operate in a WMD event.  IEAs, IIEAs, and SAs, as described above, will generate information to support system engineering activities; system tradeoffs; CONOPS and training improvements, and sustainment enhancements.  All activities are aimed at continuously improving the overall IPP capability for future sites.  The IP3Rs provide the MDA a means to track the JPMG performance as well as the IPP FoS System performance.  The annual IP3R will allows the JPMG to assess program progress and identify resource and capability needs while providing a management tool for the MDA to assess overall IPP performance.  This iterative process will ensure that the JPMG can continuously optimize the IPP architecture over the life of the IPP, while assuring the MDA has clear and concise information to support resourcing and other programmatic decisions.  The MDA plans to hold annual In-Process Reviews (IPRs) to monitor the progress of the IPP with respect to its Acquisition Program Baseline.
h.  Safety – Coordination with each installation will ensure the safe and ready condition of IPP FoS before the initiation of fielding.   The ITO will assess safety aspects for all GOTS and COTS items being fielded.

7.  Metrics:
a. The goals of the program are outlined in the URCD and the 5 September 2002 memorandum referenced in Section 2.a.  Based on this guidance, potential IPP FoS measures are:

1. Percentage of personnel that survive a CBRN event on an installation.

a. General Base Population

b. Mission Critical Personnel

2. WMD effect on Mission Critical Operations on an installation.

3. Time to restore essential operations on an installation.

4. Ability of the installation commander to react to a WMD event on an installation 

b.  The metrics required to adequately assess the performance of IPP FoS do not currently exist and will be developed by the ITO in coordination with the JRO and JPMG for IIEAs and documented in the IIEA plan

8.  Limitations of T& E Program:

a.  The IPP T&E program has limitations.  However, JPMG can mitigate these limitations and does not expect these limitations to significantly affect assessing the performance of the IPP FoS.

b.  The actual IPP FoS performance can never be absolutely verified, since no active or live agents or simulants will be released on an installation to evaluate system performance.  JPMG will model the IPP FoS and then use the models and engineering analyses to evaluate system performance.  Some mitigation is provided by the use of realistic threat scenario play in the IEAs and IIEAs to support the FoS performance evaluations.

c.  Validated models do not currently exist to allow comprehensive analysis of all the potential variables that JPMG and the LSI will use to optimize the IPP components selected for a specific installation.  The JPMG will rely on engineering analyses supported by existing test and usage data and existing models and simulations.

9.  Roles and Responsibilities:

· Deputy Undersecretary of the Army (Operations Research) (DUSA (OR)) - is the T&E Executive for the Joint Chemical and Biological Defense (CBD) Program. The DUSA (OR) will provide guidance on T&E questions and policy, as appropriate, approve the proposed ITO, and adjudicate any significant T&E issues that may arise in accordance with the Joint CBD T&E policy.
· JPEO for Chemical and Biological Defense - is the Milestone Decision Authority for the IPP.  The JPEO-CBD will provide resources, program support, and guidance to the JPMG as required.

· JPM Guardian - responsible for managing all aspects of the IPP within approved resources, program cost, performance, and schedule.  This includes, but is not limited to, the engineering and acquisition of the IPP capability, development of program documentation, oversight of IPP related contracting activities, and assessment of the IPP capability.  The JPMG will provide periodic status reports and reviews to the MDA and to the T&E Executive as required. The JPMG will furnish a copy of the technical baseline to the ITO.  The JPMG with the ITO will develop measures for the IEA and IIEA.  The JPMG and LSI, supported by the ITO, will assess the potential Effectiveness, Suitability, and Survivability, and capabilities and limitations of the elements of the IPP FoS before fielding to the first installation.  For the first installation, the JPMG and LSI, supported by the ITO, will provide a preliminary assessment of Effectiveness, Suitability, and Survivability and capabilities and limitations following fielding.  The JPMG will perform a SA on each IPP installation and provide an IP3R to the MDA annually.

· Independent Test Organization (ITO) – is a DoD OTA.  The ITO will perform UAs on selected equipment items throughout the course of the IPP as required and provide the JPMG a report for every completed UA.  The ITO and JPMG will develop measures for the IEA and IIEA.  The ITO will assess safety aspects for all GOTS and COTS items being fielded.  The ITO will support the JPMG and LSI in assessing the potential Effectiveness, Suitability, and Survivability, and capabilities and limitations of the elements of the IPP FoS before fielding to the first installation.  For the first installation, the ITO will support the JPMG and LSI to provide a preliminary assessment of Effectiveness, Suitability, and Survivability and capabilities and limitations following fielding.  The ITO will also perform IIEA at selected IPP sites and provide those assessment reports to the MDA to support his desire for an independent review of the IPP FoS performance.  The projected requirement is one IIEA for each Service (total of four) during the first 18 months of the program, and one additional IIEA upon completion of the first installation fielded under the CPD.  Total deliverables expected pursuant to this OTCP, unless amended, are five IIEA Reports plus one UA Report for each item assessed.
· Lead Systems Integrator (LSI) - The LSI will assist JPMG to ensure that appropriate testing is performed by a government, or government-sanctioned, test facility before use of a COTS item in any IPP design.  The LSI will:  perform proof of system performance testing as stated in the contract; support the IEAs; and validate the IPP System prior to turnover to the gaining installation upon completion of the one-year JPMG sustainment period.  The LSI will support the JPMG and ITO to assess the potential Effectiveness, Suitability, and Survivability, and capabilities and limitations of the elements of the IPP FoS before fielding to the first installation.  For the first installation, the LSI will support the JPMG and ITO to provide a preliminary assessment of Effectiveness, Suitability, and Survivability and capabilities and limitations following fielding.  The LSI will assist the JPMG in performing and documenting the IEAs at each installation.  The LSI will cooperate with and support the ITO for the subset of exercises forming the nucleus of IIEAs.  For one-year after fielding, the LSI will operate and maintain all of the FoS except the first responder equipment, which the LSI will only maintain.  
10.  Resources:
a.  Resource Planning – Planning is underway to identify the resource requirements associated with T&E support to the IPP.  


b.  Resource Requirements – As resource requirements are developed and solidified for T&E activities, they will be documented in an Annex (updated annually) to the OTCP.  Initial requirement projections should be available NLT 4th Qtr FY04 contingent upon the award of the LSI contract expected in April 2004.  The ITO will provide T&E resource requirements to the JPMG NLT 4th Qtr FY04.  The scope and effort of the T&E activities identified in this document will be fully funded by JPMG.
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