
ANNEX D – RATIONALE FOR SYSTEM PERFORMANCE REQUIREMENTS

PART I: PROGRAM GOALS.

The Overarching Program Goals (Para A. B. C below) are an extract of guidance provided by the DEPSECDEF memo dated 14 Sept 02 and the Urgent Required Capabilities Document, dated 14 Oct 03.  These programs provide the overarching measures of effectiveness (MOEs) by which the Installation Protection Program (IPP), will be measured.  The Baseline and Objective performance capabilities derived from the MOEs by the Systems’ Architecture IPT.  The IPT consisted of the Joint Requirements Office (JRO), Service representatives, Technical experts from the Joint PMs and the JPMG.  The baseline capabilities were derived from existing capabilities documents.  They provide a reasonable and achievable near term capability that can be met with existing technologies.  The Objective capabilities are more focused to future IPP requirements and represent the capabilities that the users desire to achieve in the future.  The Objective capabilities will also support and focus future RDT&E efforts.


A.  Measure: Minimize Impact to Critical Mission Operations 


1.  Baseline - The generic value of 50% degradation of critical mission operations is based on the assumption that actual critical missions will vary by installation and will also vary on an installation.  We are unable at this time to determine a set of definitive criteria.  This generic value will allow us to effectively measure multiple criteria.  These criteria include potential disruptions in operations (aircraft sorties, personnel moved or transported, messages transmitted), interruptions in or loss of operating time and loss of personnel available to maintain the operation.  


2.  Objective - This value is indicative of all critical mission functions remaining fully operational throughout the CBRN incident, with no degradation.

B.  Measure: Protect Personnel 

        Baseline – This capability focuses on minimizing casualties among mission essential personnel.  This subset of the population, instead of the total installation population, was determined based on the fact that there are multiple critical mission operations and essential support functions operating simultaneously on an installation.  There will be personnel continuously moving into and out of the installation and its key facilities.  It will not be reasonably possible to prevent all casualties from occurring.  Nor, is it possible to determine at this time a single value that is accurate and representative for all these disparate mission operations and associated key personnel.  We have considered and the program addresses an additional capability of treating CBRN casualties.  The installation’s ability to respond to causalities from a WMD event will be dependent upon it’s equipment and facilities and potentially additional off-post support capability.  These cannot be adequately assessed at this time.   Potential casualties among the general  population cannot be defined.  The program seeks to minimize the impact of WMD events on the installation’s population through effective planning, warning and response.

1. Objective – This capability reflects an unconstrained environment allowing us to effectively warn, protect and respond to the entire on-base population.  Essentially, this could result in no casualties to mission essential personnel and no fatalities amongst the general population.

C. Measure: Restore Essential Functions as Quickly As Possible

      
1.  Baseline - The IPP will focus on being able to effectively provide limited decontamination to quickly restore critical mission operations and essential supporting functions.  The priority of decon will be to personnel, critical and essential facilities and equipment and then terrain.  Because of the potential diversity of critical mission operations and essential supporting functions, no single time value for completing these decontamination functions can be appropriately articulated.  Restoration functions will be impacted by the availability of trained personnel, the type of agent employed and the logistics support available.

     2.  Objective – Same as Baseline

PART II: SYSTEM PERFORMANCE.

A. Detection and Identification (General)

Measure:

     Baseline – The system architecture must provide the capability to detect, discriminate and identify chemical and biological warfare agents, radiological materials, and toxic industrial chemicals (TICS) with maximum probability of detection and minimum nuisance/ false alarm rates.  The system must be able of supporting these functions under environmental conditions associated with the various geographic locations of the fielded installations.  detectors should tie into an information management system.

   Objective – Same as Baseline

Rationale - It is essential that an installation be able to effective detect and identify agents in order to effectively make decisions, respond to an incident and treat resulting casualties.  Maximizing probability of detection while reducing false alarms ensures that that appropriate resources are committed in a timely manner.  Excessive false alarms will limit trust in the system and result in delayed decisions and response to an actual event.  Chemical and radiological survey and monitoring capability is included to support emergency response requirements to determine the location and extent of contamination.  These systems will also be utilized to support monitoring of personnel and equipment following decon operations.  The system must be capable of operating under all climatic conditions that the base must operate in.  Attacks will occur when least expected.  Essential and critical information must be available to support the decision making cycle and the commitment of limited resources to the most vulnerable area. 

B. Chemical Detection

1. Measure:  

Baseline - Detect chemical warfare agents and/or TICS at levels below Lethal Dose (LD) 50  

Objective – Be able to detect chemical warfare agents at below myosis level

     Rationale:  The current detection level for standard chemical agents and TICs represents the understanding that there are unique effects causing concentrations for each type of agent.  As a result, a single, achievable value for all possible agent types is not available.  The current value of below LD 50 levels for each agent type was felt to be achievable by current technologies and adequate to represent the overall capability of the network.  The Objective value of below myosis levels will prevent casualties amongst the majority of the population.  These values are deemed appropriate to support mission critical operations and personnel.  Additional work will be required to determine more effective measures for the general population.


2.  Measure: 

 

Baseline - Discriminate Nerve, Blister and Blood Agent  



Objective - Identify the agent

     Rationale:  These are the identified threats which impact mission accomplishment in anticipated operating environment.  Discrimination of CML warfare agents will support rapid implementation of general medical countermeasures.  Identification will allow for more focused and effective treatment as well as support more accurate hazard prediction.

3.  Measure:  


Baseline - Be able to differentiate TICS as identified in ITF-40 and as relevant to each installation by class  


Objective - Identify the specific TIC

     Rationale:  These are the threats identified which will impact mission accomplishment in anticipated operating environment.  Differentiation will allow the Emergency response personnel to quickly classify the agent and initiate appropriate response, warning and containment actions.  Identification will allow more focused and effective treatment as well as support more accurate hazard prediction.

4. Measure:  


      Baseline/Objective - System should be adjustable /reprogrammable to accommodate installation specific TIC environment and potential future agents.

      Rationale:  The capability to upgrade the system will ensure that the system is adaptable to a changing and emerging threat environment.  It will also extend the viability and life cycle of the system.

C.  Biological Detection 

                  
1.  Measure:  



Baseline - Capability is to detect the top ten agents as identified in Category A of ITF-6 and the Combatant Commander Biological Warfare (BW) agent list.  



Objective- Be able to detect all Category A and B agents

        Rationale:  These are the threats identified which will impact mission accomplishment in the anticipated operating environment.  Detection of an event will support timely decision making an response actions.  The objective of detecting all potential threat agents will allow an installation to respond to any likely threat. 

2. Measure: 

Baseline - Capability is to presumptively identify the ten agents as prescribed in Category A of ITF-6 and the Combatant Commander Biological warfare agent list.  

Objective - Able to presumptively identify all Category A and B BW agents

     Rationale:  Identification of a biological agent not only supports the decision-making and response cycles, it also allows the commander to initiate appropriate medical response to save lives and minimize casualties.  The objective of identifying all Category A and B agents will allow the commander to effectively deal with the vast majority of potential threats.

3. Measure:  


Baseline/Objective - Capability is to be able to perform confirmatory ID within 48 hours from presumptive ID.

     Rationale:   Analysis has shown that there are multiple time windows (agent specific) available within which to administer effective medical countermeasures to biological warfare agents.  The 48 hour time frame related in the document refers to the timeframe to initiate medical treatment against Anthrax.  This agent has one of the shortest incubation cycles and is highly lethal if not treated prior to the onset of symptoms.  The 48-hour time frame is inclusive of collection, identification and initiation of medical countermeasures.

D. Radiological Detection 

1. Measure:  Pre-event:  



Baseline - Detect gamma and neutron emitting materials  



Objective - Detect and accurately locate the source of the emission

     Rationale:  These are the threats identified which will impact mission accomplishment in the anticipated operating environments.  The goal is to detect and locate radiological materials prior to a release event and prevent their entry onto a facility.  This will reduce processing times, numbers of personnel involved, risk and cost. The rationale for this focus is that these materials are readily detectable unless heavily shielded and our abilities to mitigate the effects of a radiological incident are limited. 

2. Measure:  Post event: 



Baseline/Objective - Detect and identify radiological contamination to support survey and monitoring and contamination control requirements.   System must be capable of detecting contamination at levels below that which would result in injury to an individual.

     Rationale:  Emergency Response personnel must be able to rapidly locate and identify radiological contamination in order to effectively contain the incident.  Sensitive instrumentation will allow the responder to accurately locate the edge of the contamination at levels that will not result in injury to response personnel and the general population.

E. Warning  

Measure: 




Baseline/Objective - Provide both mass and selective warning utilizing the installation infrastructure 


Rationale:  Warning is a critical component of the IPP infrastructure.  A commander must have the ability and flexibility to quickly and effectively warn personnel in a potential CBRN hazard.  The IPP is focused on providing protection and response capability from a limited terrorist threat.   The hazard effects of such an attack will be limited in nature and will not involve a large segment of the general population.  As a result, the Commander may not want to warn the entire base population to prevent undue panic and alarm.  A selective warning capability will allow the commander to quickly notify those personnel in the hazard area and provide timely detailed instructions.  It will also support a timely and rapid response of emergency response personnel.  If a major incident occurs that may effect a large portion of the installation than a mass warning capability is required.  This system will allow for transmission of critical information and instructions to the widest segment of the installation population. 

F. Reporting  


Measure:



Baseline/Objective – Provide the installation commander and his staff with the necessary information to report a CBRN event to the appropriate response agencies and higher headquarters.
      Rationale:  The Installation Commander must have an accurate and timely understanding of the CBRN incident, it’s impact and the response to it.  This will require an ability to accurately and quickly report the CBRN incident to higher headquarters, effected subordinate commands and surrounding local response elements.  The reporting format must be consistent with standard military protocol as well as being capable of being modified to support local information formats.

G. Command and Control 

1. Measure:  






Baseline/Objective - Provide site-tailorable sensor monitoring and management decision aids to display current sensor positions, settings, options, capabilities, operational status and geographical coverage.  Include ability to evaluate impact of potential changes to any of these characteristics.

  Rationale:  Operating personnel must be able to continually monitor to the sensor network and it’s components to ensure continuous operation and timely maintenance.

2. Measure: 


Baseline/Objective - Provide an automated downwind hazard prediction capability to evaluate the threat agent and predict the impacted area.  Ensure that seasonal (by location) and actual weather data can be automatically pulled or operator entered.

     Rationale:  Accurate hazard prediction is required for effective warning, reporting and notification of personnel and organizations.

3. Measure: 



Baseline/Objective -Graphically represent sensor activations (alerts and/or alarms) and estimates of affected areas and personnel to the local C2 center (e.g., 911 center, dispatch, etc.) as needed or desired by the installation.  

     Rationale:  Commanders at all levels must be provided sufficient, timely information through early and direct warning.  Commanders must be able to quickly and effectively quantify the risk (medical and non-medical) associated with various courses of action and be provided with real-time situational display using with local terrain graphics to portray the current status of the NBC effects/impact on the installation.

4. Measure: 


Baseline/Objective - Provide ability to exchange graphical, text and other data with current and future installation command, control, and communication (C3) and simulations systems using JTA-compliant protocols and data formats.

     Rationale:  Commanders at all levels must be provided sufficient, timely information through early and direct warning.  Commanders must be able to quickly and effectively quantify the risk (medical and non-medical) associated with various courses of action and be provided with real-time situational display using with local terrain graphics to portray the current status of the NBC effects/impact on the installation.  

5. Measure:  





Baseline/Objective - Provide the ability to interface with medical surveillance systems, particularly the ability to receive warnings.

     Rationale:  Commanders at all levels must be provided sufficient, timely information through early and direct warning.

6. Measure: 





Baseline/Objective - Provide ability to capture, track, and display status of existing medical supplies and individual and collective protection levels at each installation.

     Rationale:  Medical Commanders must be able to quickly identify resources to effectively respond to a CBRN incident.  It also supports effective planning and utilization of resources.  


7,   Measure:  



Baseline/Objective - Ensure that the results are exportable in standard JTA output such as delimited files to support import within EXCEL or other database tools commonly used.

     Rationale:  Information must be exportable in common formats to ensure information integration and support appropriate decision making processes.   

8. Measure:




Baseline/Objective - Ensure that the system shows basic details on surrounding population, roads, medical and emergency facilities, POC for physical security, medical, police, HAZMAT, etc.

     Rationale:  Information support response, containment and restoration functions.  Information is critical to the development and implementation of planning and response activities.  Supports appropriate implementation of limited resources.

9. Measure:  




Baseline/Objective - Ensure that the system provides a checklist for prioritized action items given the type of event 

     Rationale:  Supports effective and timely decision making

10.   Measure: 


  Baseline/Objective - Ensure that the system can store and send the checklist with status to addresses via email where classification permits.

       Rationale:  Supports effective warning and time. 

H.  Protection  




  1.  Individual Protection ensures personnel survivability of personnel in a contaminated environment.  It ensures the continuation of critical missions.

a) Measure:  






     Baseline - Provide inhalation protection for non-mission critical personnel operating in or near mission critical operations to support evacuation operations for 2 hours.





Objective – Greater than 2 hours

        Rationale: Inhalation of a non-persistent chemical agent represents the greatest threat to personnel.  Individual protection is required to support the evacuation of nonessential personnel working in or near critical military operations.  A minimum 2-hour capability allows sufficient time to exit the building and the expected hazard area.  The objective of greater than 2 hours provides additional assurance that individuals will have sufficient time to exit a facility and traverse the hazard area.  Additional time will allow for a more orderly and controlled evacuation process and ensure appropriate personnel control.

b) Measure:  






Baseline - Provide complete individual protection equipment (IPE) to essential personnel to support entry, egress and continued critical operations for limited operations for less than 2hours.





Objective - Sustained Operations for greater than 6 hours

         Rationale: Complete IPE is required to ensure the survivability of critical personnel and to ensure the continuity of the emission.  These requirements include critical military operators and personnel, critical civilian personnel, medical emergency responders and first receivers, security personnel operating near the hazard area and emergency and first responders.  This may require a combination of military and NIOSH /OSHA approved over garments and masks.  The requirement incorporates a level C to A protection requirement.  Non-essential personnel must have inhalation protection to allow them to exit the facility.  A minimum 2 hour capability allows sufficient operating time to perform essential functions without resulting in undue physical stress to the individual The objective of greater than 6 hours provides additional operational time within the contaminated area.  The additional time will allow for a additional work without unnecessary degradation of mission personnel.

2. Collective protection is required to ensure that critical military operations are capable of continuous operations in a CBRN hazard. 

a)  Measure:  

Baseline/Objective - Collective Protection must be capable of protecting against CBRN events.

        Rationale:  Baseline capabilities include the ability to protect against established threats which include, chemical agents, biological agents and toxic industrial chemicals.  Collective protection may be employed to protect a critical portion of a building or an entire building or facility if required.  Various sized buildings can be accommodated with current technology, and do not pose a significant technological challenge.  

b)  Measure:  

      Baseline/Objective - Collective protection must be capable of continuous operation in a contaminated environment until essential functions are restored.

     Rationale:  Systems are capable of continuous operation and are planned to operate in such a manner.  There is no significant cost burden in doing so and ensures effective protection for personnel operating within the building.

I.  Decontamination



 

Measure: Decontamination procedures are focused on removing and neutralizing CBRN agents on affected areas (e.g. personnel, equipment, and terrain, in that order), if necessary, with a focus on recovery of critical missions and essential functions.  




Baseline/Objective - Provide an ability to conduct limited decon operations in support of a CBRN event response, to include, decon of protected and unprotected personnel exiting the event, conduct of triage and support of transport of casualties.  Additional capability may be provided to support limited decon (elimination of a transfer hazard) of personal equipment, vehicles and facilities.  Terrain decon will be limited to supporting the continued operations of essential operations.

  
Rationale:  Unlike operational environments, personnel decontamination capability is the most critical aspect of installation decontamination operations.  It is an integral component of protecting personnel and maintaining critical mission operations.  Decontamination systems must be capable of supporting both ambulatory and non-ambulatory personnel and casualties.  Initial mass decontamination of unprotected personnel can and should be provided by existing installation assets (fire trucks).  This action will help limit casualties and provide additional time to conduct more detailed personnel decontamination actions.  Personnel decon of protected personnel should be conducted using other more focused assets and processes.  This process will be managed by appropriately trained personnel and will be required to prevent cross contamination of personnel and terrain when removing contaminated over garments, clothing and masks.  This will also support more effective decontamination of casualties and ensure the elimination of potential contamination of critical transport and medical treatment facilities.  This level of decontamination may require additional decontamination capability to include; lightweight decon apparatus, portable decon facilities, support items to capture contaminated runoff and for the processing of non-ambulatory personnel.  The decon apparatus will also support the limited decontamination of essential vehicles and material, as well as limited terrain decon to prevent the cross transfer of contamination from dirty to clean areas, and allow more effective movement of emergency response and mission essential personnel.  These are secondary requirements and should be focused on restoring only mission essential operations to minimum acceptable levels of performance and to reduce immediate potential contamination hazards to mission essential personnel.  Additional GOTS decon capabilities will be provided, M100 SDS, M295 and M291 kits to support the rapid decontamination of personnel and essential equipment items.

J. Protection, Surveillance and Response

1. Measure:  Protection 





Baseline - Provide effective post exposure prophylaxis from CBRN materials and agents to mission critical personnel, if necessary. 





Objective - Entire installation population protected.
     Rationale:  Protection – It is desirable to provide post exposure prophylaxis to essential personnel.  Currently CONOPS and policies are not in place to support this requirement.  The program will continue to work with the appropriate medical communities to address this requirement, but no post exposure medical treatments are envisioned to be provided at this time.

2.  Measure:  Response 


Baseline/Objective - Perform rapid identification on clinical specimens in less than 4 hours to include sample preparation.
      Rationale:  Response – Medical response focuses on medical treatments required to provide immediate countermeasures and treatments to the effects of biological agent exposure.  Rapid diagnosis is essential to support timely introduction of appropriate medical treatment.  Rapid diagnostic capability helps to ensure the safety of the general population.  The use and availability of appropriate vaccines, (which are a component of medical treatment), to support an installation will have to be addressed at an OSD policy issue.

                     3.   Measure:  Surveillance 






Baseline/Objective - Ability to integrate appropriate medical information, to include abnormal syndromic trends, from the installation and surrounding local medical facilities to support rapid and effective determination of a potential CBRN event.
    Rationale:  Surveillance - Medical personnel must have the ability to integrate and analyze disparate information, to include abnormal syndromic trends, to support the rapid determination of a potential CBRN incident.  Medical surveillance may be the initial indicator of a biological incident.  The fusion of multiple information sources will be critical to identifying an event and the potentially infected population prior to individuals presenting at medical treatment facilities.  It will support the improved management of limited, critical medical resources.

k. First and Emergency Responders

1.  Measure:  

     Baseline/Objective - Ability to conduct CBRN survey, monitoring, sample collection, marking, and containment functions at the incident site to detect and identify potential contamination.  This includes exterior (baseline) and interior (objective) survey.

        Rationale:  Emergency responders must be able to quickly, locate and determine the extent of potential contamination.  They must be able to mark the contamination and allow security personnel to appropriately control the area to prevent inadvertent casualties.  
2. Measure:  


Baseline/Objective - Systems or components should be interoperable with state and local response organizations.

     Rationale:  Military installations may be reliant upon local response assets to support installation operations.  Installation and local personnel must be able to interoperate to ensure effective incident response, containment and restoration operations.  Incompatibility will result in unnecessary delays and jeopardize personnel and missions. 

3. Measure: 


Baseline/Objective - Provide appropriate Individual Protection to support response efforts to include fire, medical, security, HAZMAT for CBRN events.
     Rationale:  Response personnel must have the appropriate level of individual protection to ensure personnel survivability while operating in a hazardous area.
.
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